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Executive Summary

This report provides an in-depth analysis of the transition from Synchronous Digital Hierarchy
(SDH) technology to Multiprotocol Label Switching (MPLS) technology within the Inter State
Transmission System (ISTS) communication system. It aims to assess the feasibility, identify
activities required for the transition, evaluate communication system requirements for power
sector grid management, and recommend a comprehensive roll-out plan.

After detailed deliberations, the Committee submits the Report on “Recommendations on the
Introduction of MPLS Technology in the ISTS Communication System.”

This report provides a comprehensive analysis of the feasibility of transition from SDH to
MPLS, identifies key activities required for successful implementation, and outlines the
communication system requirements essential for ensuring secure, efficient, and scalable
operations.

MPLS technology offers significant advantages over SDH, including enhanced network
flexibility, improved scalability, and superior resilience in handling dynamic traffic flows.

This report evaluates the technical and operational considerations for MPLS deployment,
detailing network architecture, migration strategies, Make in India policy consideration and
cybersecurity measures required to safeguard critical communication pathways. Additionally,
it identifies potential challenges such as integration complexities and training requirements
while providing mitigation strategies to ensure a smooth transition.

Based on detailed deliberations, the Committee recommends a phased rollover plan for MPLS
adoption, emphasizing structured implementation, rigorous testing, and stakeholder
collaboration. The transition strategy prioritizes minimizing disruptions, maintaining service
continuity.

By embracing MPLS technology, ISTS communication systems will evolve into a future-ready
framework, equipped to meet the growing demands of modernized power grid management.
This report serves as a guiding document for decision-makers to facilitate informed adoption,
drive technological advancements, and enhance the resilience of national power transmission
networks.
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Chapter 1: INTRODUCTION

1.1 Background

The SDH technology is being used very efficiently till date by the power sector captive
networks and public domain communication provided by telecom service providers (TSPs).
However, this technology is now gradually becoming obsolete worldwide as the growing
number of users and the increasing demand for diverse applications place greater strain on
existing infrastructure Consequently, the TSPs are migrating to adopt new technologies which
can efficiently cater the growing needs. This shift signals the end of life of SDH technology,
which is expected to become obsolete soon.

It is also important to note that power sector is also booming with introduction of renewable
power generators, microgrids, battery storage, smart grids and electric vehicle charging
infrastructure. This expansion necessitates a more diverse and expandable network, leading to
increasingly complex O&M (Operation & Maintenance) requirements. The design of such
networks having diversity of applications necessitates dynamic allocation of bandwidth which
is not feasible with current SDH network in present scenario. Additionally, the existing SDH
network is not having sufficient Bandwidth efficiency due to large overheads.

As a result, SDH technology users are migrating into new adaptable technologies, which has
reduced globally the chip production of SDH equipment. Consequently, SDH OEMs are
advising existing users to transition to newer technologies, as maintaining SDH equipment is
becoming increasingly challenging. The global trends also depict that there is paradigm shift
by Global Power Ultilities, who are migrating from conventional SDH (circuit switching) to
MPLS (Packet Switch Network).

Some of the power sector utilities migrating to MPLS in various countries are attached at
Annexure-A.1

In view of the above, the matter was deliberated in the 13™ Meeting of National Power
Committee (NPC) held on 05.07.2023 at Kolkata. CTU representative made a presentation
regarding the Introduction of MPLS Technology for ISTS Communication Networks. During
the presentation CTU highlighted the need for the MPLS technology in lieu of the existing
SDH Networks due to the obsoleting SDH technology and more benefits with the latest
technology MPLS. CTU also highlighted that several STUs like KSEB, Tamil Nadu,
Chhattisgarh, Rajasthan etc. have already taking advanced steps to go for MPLS Technology
in their state transmission and distribution networks. Further CTU requested the NPC
Committee to foster the technology for ISTS communication system as this is required in all
the regions.

MS, NPC informed that state like Kerala, Tamil Nadu, Jharkhand, and Telangana (taken grant
from PSDF for implementation of OPGW based communication system in the state) has
requested for change in technology for implementation of MPLS TP in place of SDH.
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The PCD Division, CEA submitted the following inputs: Central Electricity Authority
(Technical Standards for Communication System in Power System Operation) Regulations,
2020, as such, provides no limitations on usage of MPLS technology in power sector.

1. As per recommendations of CIGRE in its Green Book, MPLS-TP seems more promising
packet-switched network technology, providing all features of the existing SDH system
and delivering new capabilities with similar management processes and skills, as the ones
already existing in the power utilities.

2. In the seminar organized by CTUIL in January 2023 on “Introduction of MPLS
Technology in Indian Power Sector”, vendors gave presentation on both IP-MPLS and
MPLS-TP vis-a-vis their advantages and application in power system. However, further
deliberations in this regard are required to be held with respective technology providers,
CTUIL and STUs to ascertain the performance of MPLS-TP and IP-MPLS vis-a-vis SDH,
particularly in respect of tele-protection requirement of the Power System.

3. A few vendors have expressed interest for lab demonstration of these technologies. It is
proposed that a subcommittee may be formed for verifying the technical suitability of these
technologies in Power System. Based on the findings, pilot project may be taken up for
recommended technology.

4. For smooth transition of technology from SDH to MPLS without hindrance, the feasibility
of deploying hybrid FOTE (SDH cum MPLS technology) can also be explored. The same
has been incorporated by TANTRANSCO in its “Reliable communication scheme” tender
at 38 nos. 230 KV sub stations. The Proof of Concept with major FOTE vendors such as
M/s. Siemens India Limited, M/s. ABB Limited, M/s. Hirschmann Limited and M/s.
Huawei Limited was conducted in TANTRANSCO substations and witnessed by the
expert P&C engineers. TANTRANSCO may share the performance results of the same.

During the 13" NPC Meeting, Chairperson, CEA suggested that a committee may be formed
with the representation from RPCs, CTU, POWERGRID, NLDC, RLDCs, PCD Division,
CEA, NPC and some of the prominent states to discuss and recommend on the introduction of
MPLS technology in ISTS Communication system. The draft framework for introduction of
MPLS technology in ISTS Communication system may be provided by CTU.

1.2 Joint-Committee Formation

NPC vide letter ref. CEA-GO-15-14/1/2021-NPC Division/256-277 dtd. 14.09.2023 (attached
at Annexure-I) constituted a Joint Committee to assess feasibility, integration & roll-out of
MPLS in ISTS Communication System.
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The composition of the Joint Committee is as follows:

S. No. | Designation/ Organization Name Member
1. Sr. General Manager, CTUIL Shri H. S. Kaushal Member Convener
2. | Chief Engineer, DPT, CEA Shri Vivek Goel Member
3. | Chief Engineer, ET&I, CEA Shri Surata Ram Member
4. | Superintending Engineer, SRPC Shri Meka Ramakrishan | Member
5. | Superintending Engineer, WRPC Shri P. D. Lone Member
6. | Representative from ERPC # Member
7. | Superintending Engineer, NRPC Shri. Anzum Parwej Member
8. | Superintending Engineer, NERPC Shri. S M Aimol Member
9. | Director, PCD, CEA/ Shri Len J.B./ Member
Shri Satyendra Kumar Member
Director, NPC, CEA/ Deputy Director, | Dotan/ Shri. Himanshu
10. | NPC, CEA Lal
11. | Chief General Manager, SRLDC Shri T R Ganesh Member
12. | Sr. General Manager, NERLDC Shri S P Barnwal Member
13. | General Manager, WRLDC Shri. S K Saha Member
14. | Sr. Deputy General Manager, ERLDC | Shri. L. Muralikrishna Member
15. | Deputy General Manager, NRLDC Shri Ankur Gulati Member
Deputy General Manager, Member
16. | POWERGRID Ms. Shyama Kumari
17. | Addl. Chief Engineer, WBSETCL Shri Biswajit Madhu Member
18. | Superintending Engineer, RVPN Shri Manish Athaiya Member
19. | Exécutive Engineer, KSEBL Shri Rafeeque K P Member
Shri K K Yadav Member
20. | *Superintending Engineer, CSPTCL Shri Ashish Rai

*CSPTCL has submitted their nomination for MPLS JC to NPC-CEA vide letter dtd.

22.04.2024 (Attached at Annexure-IA)

# Nomination not received.

1.3 Terms of reference (TOR) of Joint-Committee:

Study the feasibility/relevance of SDH technology in upcoming years.
Identify all activities required for transition from SDH to MPLS.

Assess the requirements of the communication system for Power Sector Grid

Management.

To roll out methodology for implementation of MPLS in ISTS communication

system, if required.

Dovetailing the MPLS network with the legacy SDH network of ISTS and

interfacing STU networks, if required.
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e Formulate the broad specification of MPLS in ISTS communication system, if
required
e Any other suggestions/recommendations on related matters

1.4 Deliberations during various JC (Joint Committee) Meetings

1.4.1 15* JC Meeting held on 19.09.23

The first meeting of the JC was convened by CTU on 19.09.23 on virtual mode in which
detailed discussion was done about “Assessment of present ISTS communication network”.

In the Meeting, constraints of the existing SDH based system were identified and Inputs were
sought from STUs on MPLS network implemented. During the Meeting, issues such as SDH
getting obsolete, roadmap and compatibility with UNMS and legacy network was discussed.
The Minutes of Meetings are attached at Annexure-II.

Gist of 1% JC Meeting held on 19.09.2023

e Input from STUs on their MPLS network acquired

e Input from POWERGRID on MPLS POC acquired

o Feasibility of different power system applications over MPLS was deliberated.
e Roadmap of JC deliberated

1.4.2 2" JC Meeting held on 17.10.2023
The Second meeting of the JC was convened by CTU on 17.10.23 on virtual mode in which
detailed Presentations on MPLS-TP and MPLS-IP were given by OEMs/Service Providers.

In the Meeting, presentations on MPLS-TP and MPLS-IP were given by Hitachi and Nokia
respectively and constraints for wider participation of OEM/Vendors as per Gol/DoT/MII
Orders were discussed. It was deliberated that committee should move as per ToR and MII-
related aspects can be taken up at the time of adoption of this technology during implementation
phases. The Minutes of Meetings are attached at Annexure-III

Gist of 2™ JC Meeting held on 17.10.2023.

e Members to provide the inputs to be covered w.r.t. Step-I of the committee roadmap.

e Presentation on MPLS TP/IP done by MPLS OEMs/Service providers.

e ERLDC to present use cases/ case studies on OTN in power-sector and if possible,
arrange for respective presentation by a vendor in consultation with CTUIL
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1.4.3 374 JC Meeting held on 15.12.2023
The Third meeting of the JC was convened by CTU on 05.12.23 on virtual mode in which
CTUIL explained briefly about the agenda points of the 3™ meeting to the JC.

(1) Functional requirement for new network technology

(i) Operational latency of different protection mechanisms at present

(ii1) Presentation on OTN by ERLDC

(iv) Comparison of MPLS features of different OEM/suppliers (CISCO, HITACHI, GE,
SIEMENS, NOKIA)

(v) PoC to be deliberated w.r.t. ISTS applications

Gist of 3" JC Meeting held on 05.12.2023.

e Presentation on OTN technology given by Tejas.

e Assessment of POWERGRID POC done

e Operational latency of different protection mechanism was discussed, Presentation
on OTN technology was given by Tejas/ERLDC and comparison of MPLS features
of different OEM/SUPPLIERS (CISCO, HITACHI, GE, SIEMENS and NOKIA)
was discussed.

Following was concluded in the meeting:

e CTUIL to contact IP/TP vendors to conduct the suggested PoC.

e OTN technology presentation by TEJAS was viewed as overdesigned by JC and for
the time being with next ten years MPLS/latest technology capacity shall be
sufficient as access and core network.

The Minutes of Meetings are attached at Annexure-IV

A meeting was organised among CEA, CTUIL, POWERGRID, and CISCO on 13.12.2023 in
online mode in which CISCO provided details about conduction of PoC. Minutes of the
meeting were published on 14.12.2023 and are attached at Annexure-V

A meeting was organised among CEA, CTUIL, POWERGRID, and NOKIA on 15.12.2023 in
online mode in which NOKIA provided details about conduction of PoC. Minutes of the
meeting were published on 18.12.2023 and are attached at Annexure-VI

1.4.4 4" JC Meeting held on 24.01.2024
The Fourth meeting of the JC was convened by CTU on 23.01.2024 on virtual mode in which
CTUIL explained briefly about the agenda points of the 4™ meeting to the JC.:

In the Meeting, Operational Latency figures for various applications were provided by
POWERGRID.
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Following was concluded in the meeting:

e POWERGRID to provide operational latency data for remaining applications.
e POWERGRID shall finalize the location/network for PoC in consultation with CEA
-PCD & CTU.

Gist of 4" JC Meeting held on 23.01.2024.

e POC discussions with MPLS — IP service providers with interoperability to be done
on SDH & MPLS-TP deliberated

e Study of such network in power sector utility discussed

e Network requirement for POC deliberated.

The Minutes of Meetings are attached at Annexure-VII

1.4.5 5% JC Meeting held on 12.03.2024
The Fifth meeting of the JC was convened by CTU on 12.03.24 at CTU Office in which
CTUIL explained briefly about the agenda points of the 5™ meeting to the JC.

Gist of 5™ JC Meeting held on 12.03.2024 at CTU office

e Requirement of hybrid MPLS equipment and their specifications deliberated.

e MPLS/OEMs/Vendor issues deliberated.

e Feedback and experience of STUs on MPLS (RRVPNL & TANTRANSCO)
deliberated alongwith their presentation

e Field Visit by JC members at RVPNL & TANTRANSCO sites agreed in the JC
meeting

e POC to be conducted on different make MPLS IP/TP equipment on
TANTRANSCO or RRVPNL network was deliberated.

The Minutes of Meetings are attached at Annexure-VIII

1.4.6 Field visit carried out at RRVPNL sites on 17.05.2024 by team of JC members (Field
visit report attached at Annexure -IX)

A team comprising of members from NPC-CEA, CTU, Grid India, NRPC &
POWERGRID visited the RRVPNL control centre Heerapura (Jaipur). This control
centre has been set up by RRVPNL for STNAMS network for the functioning of
remote monitoring and control of STU stations. The scheme consists of a main ring
on DWDM network for the long-haul links. The short haul links are interconnected
between DWDM & IP/MPLS equipment at stations optically. Separate fibers have
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been provided for STNAMS network besides ULDC network. The team observed
the tele-Protection (distance) successfully through E1 interface of MPLS-IP network
with latency figure of 3ms avg. (round trip). SCADA data latency was also found to
be within 3 ms avg. (round trip).

1.4.7 Field visit carried out at TANTRANSCO sites on 23.05.2024 team of JC members
(Field visit report attached at Annexure-X)

Observations of the Visiting Team:

A team comprising of members from NPC-CEA, CTU, Grid India, POWERGRID &
KSEB visited the TANTRANSCO stations Pullinathope 400/230 kV GIS SS &
Sriperumbudur 400/230/110 kV AIS. The team observed the following:

» Hybrid equipment used in the nodes of the backbone network to form a double
ring network for redundancy with one ring on STM-16 SDH protocol and
another ring on 10G MPLS-TP protocol.

» Tele-Protection (distance) over Ethernet interface of MPLS-TP network with
latency figure of 3.24ms was successfully observed.

» SCADA data latency was measured by Ethernet frames ping test and the same
was found to be 1.3 ms.

1.4.8 Online meeting with vendors on 27.05.2024.
The following was concluded in the meeting:

e TANTRANSCO to provide suitable 3 node of their MPLS-TP network alongwith
technical details within a week.

e After information received from TANTRANSCO, all OEMs shall submit their Test
Plans accordingly within 3 days.

e Detail logistics plan for all the requirement at TANTRANSCO sites to be provided
by each OEM for the POC.

e CTU/TANTRANSCO shall prepare the schedule of witnessing the POC by JC
Team.

e All the POC expenses shall be borne by the OEMs.

Minutes of meeting are attached at Annexure-XI

1.4.9 Online meeting with vendors on 21.06.2024
This meeting was convened to discuss their Test Plan / Schedule for interoperability
testing.

Salient points of online meeting held on 21.06.2024 are attached to Annexure-XII
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1.4.10 6™ JC Meeting held on 08.08.2024

The Sixth meeting of the JC was convened by CTU on 08.08.24 on virtual mode in
which CTUIL explained briefly the agenda points of the 6™ meeting to the JC.:

In the Meeting, Locations were finalized for interoperability testing and Test Setup
shared with the JC members were discussed.

Letter received by CTU from TANTRANSCO regarding consent of POC is attached
at Annexure- XIII.

Proposed details for interoperability test proposed at TANTRANSCO site alongwith
the site Test Plan is attached at Annexure-XIV.

1.4.11 7% JC Meeting held on 20.12.2024

The Seventh meeting of the JC was convened by CTU on 20.12.24 on virtual mode in
which CTUIL explained briefly the agenda points of the 7" meeting to JC and the
following were concluded in the Meeting:
e POWERGRID and Grid India to provide their comments/views/suggestions as
discussed.
e In the next meeting report shall be reviewed in view of the above
comments/views/suggestions.

Minutes of the Meeting are attached at Annexure-XIV(A)

1.4.12 8™ JC Meeting held on 19.02.2025

The Eighth meeting of the JC was convened by CTU on 19.02.25 on virtual mode in
which CTUIL explained briefly the agenda points of the 8" meeting to the JC and the
following were concluded in the Meeting:
e Final Report shall be circulated by CTU to all the JC members for their
comments/observations with a timeframe of 10 days.
e The report shall be signed by all the JC members and to be submitted to NPC
CEA by CTU for further necessary action.

Minutes of the Meeting are attached at Annexure-XIV(B)
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1.5 Inputs from POWERGRID on MPLS interoperability

POWERGRID informed that they have done their PoC on MPLS-TP technology in ER
connecting Jeerat — Behrampur - Farakka (NTPC) - GokarnaWB — Rajarhat —Subhasgram -
Kasba WB - ERLDC and WB SLDC. POWERGRID explained that the testing was done on a
mixed network of SDH & MPLS-TP to test the interoperability and compatibility of both. They
explained that they have tested the MPLS signal for 180km distance (on a 126 km distance
using attenuators) with amplifiers available at present. The Bandwidth (BW) limit was 1Gbps
signal from MPLS router was terminated on 1Gbps optical ethernet port of SDH. All the main
applications presently being used were tested on this MPLS network.

POWERGRID also informed about the switching time of ethernet circuit implies the time taken
for the data to be switched from main path to standby path at the control centre end i.e. if one
path is down then time taken for data to switch on the backup path at control centre end is
around 27ms.POWERGRID informed that DTPC latency was not measured as the POC was
conducted to test the performance of the link on live traffic and there is no ready tool to capture
latency data on regular basis . Latency only can be measured in a planned scenario by putting
testers and disrupting traffic.

Report provided by POWERGRID are attached at Annexure-XV
1.6 Discussions & Reviews with MPLS OEMs/Service Providers

1.6.1 Nokia Network Solutions

Nokia Network Solutions presented their solutions on implementing MPLS technology with
the legacy ISTS network. M/s Nokia explained the various technical aspects along with the
advantages of MPLS-IP and MPLS-TP technology.

Nokia explained that their solution can meet the requirement of latency (using QoS) (Quality
of Service) and bandwidth. Nokia further explained that their solution has three levels of
priority with several QoS functions, and their end-equipment can provide multiple interfaces
for connecting to any application.

Regarding MII, M/s Nokia stated that currently there is no regulation for IP-Routers which are
manufactured in their plant located in Mexico and presently MII regulations are not affecting
their operations in India.

Presentation is attached at Annexure-XVI

Page 17 of 51



Report on Introduction of MPLS Technology in ISTS Communication System

1.6.2 Hitachi

M/s Hitachi presented their solution on MPLS TP in respect of ISTS communication. M/s
Hitachi gave the presentation vide which they explained needs of power sector and grid
management applications and how MPLS technology befits these requirements. During the
presentation, they emphasized on a single-box technology with single NMS which can provide
all interfaces for every power application desired. However, replying to a question on STM-64
capacity to be integrated with MPLS M/s Hitachi replied that they have commercially operated
upto STM-16. However, they have done some trial links on STM-64 also and they can gear up
for such integration also, if required

Hitachi focused on its FOX-615 product which could take SDH traffic as well as MPLS traffic
also with a lifespan of 20-25 years. Regarding the delivery timelines, it stated that in today’s
scenario, there is a delivery time of 3-4 months for hardware being faced globally.

M/s Hitachi representative from Switzerland also explained that there are very few vendors
which support both MPLS TP and IP technology whereas the others are on either TP or IP. In
case of MPLS-TP, several vendors are available with experience of deploying this technology
for large utilities. Vendors such as Huawei and Cisco are providing both MPLS-IP and MPLS-
TP based solutions to its customers. It was also conveyed that SDH chips are going out-of
market due to decrease in its customer base and recently a 7-digit investment was made by
Hitachi to support its existing SDH customers due to these problems.

During the presentation, CTUIL requested Hitachi to express their status with respect to MII
policy. Hitachi stated that their FOTE equipment is manufactured in Switzerland works and
remaining activities like survey, installation & commissioning and training are provided by
Hitachi India. In view of this, Hitachi India does not meet the present MII policy of Gol;
however, they are approaching the relevant authorities in this regard.

Presentation is attached at Annexure-XVII

1.6.3 TEJAS NETWORKS

During the presentation, TEJAS stated that as the data requirement is growing at a faster pace,
we should have main core network of OTN which caters for higher bandwidth around 100g
and not the entire network as data congestion is more in core network. They further stated that
the core network however shall be integrated by access network running on various other
technology like SDH, MPLS etc.

POWERGRID stated that congestion is not the reason for migration of existing SDH system
but, the primary reason is the obsoletion of SDH technology worldwide. CTUIL further stated
that at present SDH technology is only being used for access as well as core network and is
mostly of the capacity of STM 16 with few links of STM 64. This implies that the
communication network required for grid management purpose can be sufficiently managed
upto 10g capacity. Thus, OTN capacity seems to be overdesigning for the purpose of our grid
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management communication network. Moreover, all the applications for grid management can
be run on the same access and core networks.

On a query by CTUIL for the presence of networks based on OTN in power utilities worldwide
or PoC conducted, TEJAS informed that same shall be checked and confirmed. CTUIL stated
that they plan based on systems proven and operating successfully and TEJAS shall provide
some details on the same.

Presentation is attached at Annexure-XVIII

1.7  Inputs from STUs on their MPLS Migration

1.7.1 KSEBL

KSEBL stated that they have planned MPLS for their state network and at present it is in
tendering phase. They also informed that they are operating differential protection through dark
fibres for which channel latency is around 3ms and it can be measured through relays and
distance protection can be measured by looping.

1.7.2 TANTRANSCO

TANTRANSCO stated that their project is under execution and agreed to share details after

successful implementation. Presentation given by TANTRANSCO is attached at Annexure-
XIX

1.7.3 WBSEB

WBSEB stated that they are also planning to switch from SDH to MPLS based communication
system.

1.7.4 RRVPNL

RRVPNL made a presentation on the MPLS-IP deployed in their network. They stated that
they started a project “smart grid platform” in the year 2016-17 in which around 14500 kms
fibre was laid with MPLS equipment at around 552 locations with Network Management
System (NMS). Presentation given by RRVPNL is attached at Annexure-XX
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Chapter 2: ISTS Communication System

2.1 Overview

The preferred media used for Fiber Optic Communication System FOCS is optical fibre
(mostly OPGW) due to its large bandwidth (BW) capacity and availability, however, where
optical fibre is not available, PLCC, VSAT and Lease line from telecom service providers is
used as an interim arrangement.

ISTS communication system is divided into five regions i.e. NR, SR, ER, WR, NER in line
with ISTS system.

Network Architecture:

[woc]  [emoc]

STU Ge;\erator | I STUS/s | [ ‘ ]

[ stsss | [ sessis | [Cevrisssys | [ Rregencos |

2.2 Present ISTS Communication system

The Present ISTS Communication system comprises of a Fiber Optic communication system.
At present, ISTS OPGW (24F) of around 85000 Kms has been laid throughout the country
connecting various substations/generating stations/control centres amounting to around 800
communication nodes. These nodes are interconnected with approx. 672 communication links.
The capacity of these links varies from STM-1 (155Mbps) to STM-64 (10Gbps). This network
was initially deployed in the Year 2000 and is being upgraded/ renewed from time to time,
which is under use till date.

To monitor this vast network, it has been broken into 5 regional networks having one regional
Load despatch centre (RLDC) in each region, one state load despatch centre (SLDC) for each
state. The stations of the state essential for ISTS system report to the respective SLDC which
further report to respective RLDC. The stations of the central sector utilities are made to report
directly to respective RLDC. Finally, all the RLDCs report to the NLDC. All the control centres
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also have their backup centres which are integrated in the ISTS communication system. Each
regional network has been provided with multiple NMSs (Network Management System) of
different communication equipment OEMs which are proprietary in nature. Besides this there
are some communication equipment nodes which are monitored through FCT as they cannot
be mapped into existing NMSs.

The above mentioned 800 nodes of the legacy network are added time to time as per the
requirement, in a phased manner. These nodes have been equipped with SDH FOTE equipment
which are assigned to be depreciated completely within seven years as per CERC regulations.
Thus, the legacy network consists of operational SDH equipment which are new/within seven
years/ and about to be replaced.

The ISTS communication network needs a shift in the communication data transmission
technology which shall be compatible with the functional requirements of the users. In view of
this various communication technology options are reviewed below:

2.3 Options for migration of Present ISTS communication system

2.3.1 OTN: Optical transport networks

Optical Transport Network (OTN) is a standardized digital transport protocol that provides a
robust, high-capacity method for transmitting large volumes of data over optical fibre
networks. It is designed to support multiple types of traffic (such as voice, video, and data) and
enables high-speed, efficient, and reliable long-distance communication. OTN uses WDM
technology to carry multiple data signals simultaneously over a single optical fibre by assigning
different data streams to different light wavelengths (channels). This significantly increases the
bandwidth available on the fibre. Brief points about OTN:

1. New technology evolved in 2010-2015

2. Operates at Layer -1/Layer 0 -operates at photonic layer.

3. Connection oriented

4. Dedicated BW

5. Deterministic

6. It can integrate with all legacy technologies expect at E1 level (slowly it is phasing out)
Pros:

1. It is the latest technology.
2. More immune to cyber threats as compared to SDH & MPLS -TP technology since it
operates at an Optical level
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Cons:

1. BW of more than 100 G are only available, which is overdesign for ISTS requirement.
2. Testing is to be done for adaptation of technology with respect to Power system
applications.

2.3.2 SDDN: Software defined digital network:

A Software-Defined Digital Network (SDDN) is a network architecture that enables the
management and configuration of network resources through software, rather than
traditional hardware-based methods. It separates the control plane (which makes decisions
about how traffic should flow) from the data plane (which forwards traffic), allowing for
more flexible, programmable, and efficient network operations. Some key points are:

1. Latest technology evolved in 2015 -2020

2. Specialized site equipment is used to separate Data plane, control plane and Manage
plane of equipment

3. Automation and programmability

1. Centralized network provisioning
2. Lower operating costs
3. Dynamic allocation of bandwidth as per traffic requirements

1. It requires a change in the entire network infrastructure to implement the protocol and
the controller required for SDDN.

2. Itrequires a complete reconfiguration of the network. which increases the overall cost.

3. A new management tool needs to be procured, and everyone should be trained to use
it.

4. Security is a big challenge.

2.3.3 DWDM: Dense Wavelength Division Multiplexing

Dense Wavelength Division Multiplexing (DWDM) is an optical communication technology
that significantly increases the bandwidth of fibre optic cables by multiplexing multiple data
signals onto the same fibre. Each data signal is transmitted at a different wavelength (or
channel) within a narrow spectrum, allowing for the simultaneous transmission of many
channels without interference.
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Pros:
High capacity

Cons:
1. Not cost-effective for low channels.
2. Wide band channel, CAPEX and OPEX high.

2.3.4 Multiprotocol Label Switching (MPLS) Technology

i.  Multiprotocol Label Switching (MPLS)

MPLS is a versatile data-carrying technique that assigns labels to packets, enabling efficient
and scalable routing through a network. It operates between the data link layer (Layer 2) and
the network layer (Layer 3) of the OSI model, facilitating the creation of predetermined, highly
efficient paths for data traffic.

MPLS-TP (Multiprotocol Label Switching - Transport Profile) and MPLS-IP (Multiprotocol
Label Switching — Internet Protocol) are two variants of MPLS technology designed to address
different networking needs.

ii. ~MPLS-TP (Transport Profile)

MPLS-TP is a variant of MPLS specifically designed for transport networks. It incorporates
features from both MPLS and traditional transport technologies (like SDH/SONET and OTN)),
making it suitable for carrier-grade networks that require high reliability, management, and
protection mechanisms. Key characteristics of MPLS-TP include:

e OAM (Operations, Administration, and Maintenance): Enhanced capabilities for
fault detection, performance monitoring, and network management.

o Deterministic Behaviour: Ensures predictable performance and reliability, crucial for
transport networks.

o Static Provisioning: Supports static setup and management of label-switched paths
(LSPs), reducing complexity in certain scenarios.

ili. ~MPLS-IP (Internet Protocol)

MPLS-IP refers to the standard implementation of MPLS within IP networks. It leverages
dynamic routing protocols and a control plane (such as LDP or RSVP-TE) to manage label
distribution and path selection dynamically. MPLS-IP is widely used in service provider
networks for applications like traffic engineering, VPNs, and QoS (Quality of Service)
management.
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iv.

Salient features of MPLS Technology

» Network Monitoring and Management

Unified Network Management Systems: Developing or adapting NMS to monitor
both legacy and new MPLS systems concurrently.

Performance Metrics: Establishing performance metrics to assess the
effectiveness of MPLS in real-time operational scenarios.

» Latency and Quality of Service

Real- Time Applications: Ensuring that latency requirements for critical
applications (e.g., SCADA, Tele-protection systems) are met during and after the
transition.

Traffic Prioritization: Implementing QoS mechanisms to prioritize traffic
effectively.

» Advantages of MPLS

Scalability: Leveraging MPLS's scalability to support a wide range of services and
traffic types.

Reliability: Combining MPLS-TP's transport-grade reliability with MPLS-IP's
dynamic routing ensures high availability and robust performance.

Operational Efficiency: Unified management and OAM simplify network operations,
reducing complexity and operational costs.

Service Flexibility: Ability to offer both traditional transport services and modern IP-
based services over the same network infrastructure.

Futureproofing: Preparing the network for future demands by supporting evolving
service requirements and technologies.

New vulnerabilities introduced by MPLS technology, if any are also being addressed
suitably to provide adequate security from potential cyber threats.

From the above, it is seen that MPLS technology befits our present requirements very closely
and is also being followed in various power sector utilities globally.
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Chapter 3: Challenges in Migration of SDH to MPLS

3.1 Functional requirements for POC on IP and TP Technology

ISTS applications e.g. SCADA, PMU, AGC, Voice to be transmitted over MPLS
Latency requirement for protection applications.

Interoperability issues (other equipment like SDH)

Repeaters requirement

Hybrid equipment capacity STM-4 / STM-16 / STM-64

Monitoring through UNMS

e e o

3.1.1 ISTS applications e.g. SCADA, PMU, AGC, Voice to be transmitted over MPLS.

The applications of Information Systems and Telecommunications Systems (ISTS), such as
SCADA (Supervisory Control and Data Acquisition), PMU (Phasor Measurement Unit), AGC
(Automatic Generation Control), and voice communications, can effectively be transmitted
over MPLS (Multiprotocol Label Switching) networks. MPLS is widely used in utility
networks due to its ability to provide efficient, secure, and reliable data transport with Quality
of Service (QoS) capabilities. Benefits of these applications from MPLS:

i. SCADA over MPLS

SCADA systems require reliable, real-time communication to monitor and control industrial
processes. MPLS provides:

* Low latency and high reliability for real-time monitoring and control.

* QoS for prioritizing SCADA traffic over other data types.

* Redundancy and fault tolerance, ensuring consistent data flow even in case of link
failure.

ii. PMU over MPLS

Phasor Measurement Units (PMUs) are critical in electrical grids for measuring electrical
waves to monitor grid stability in real time. MPLS helps by:

* Minimizing latency to ensure real-time measurements and data transmission for grid
monitoring and control.

* High bandwidth for transferring time-synchronized measurements.

* QoS mechanisms that ensure PMU data is prioritized due to its time-critical nature.
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1ii. AGC over MPLS

Automatic Generation Control (AGC) is used in power systems to maintain the system
frequency and power output of generating units. MPLS supports AGC by:

* Providing deterministic paths with minimal jitter for sending control commands.
* Redundancy features ensuring AGC.

3.1.2 Latency requirement for protection applications.

Latency for Tele-protection: Distance <10ms & Differential < Sms by main and redundant
routes.

Redundant routes may have multiple nodes (hops) which may increase latency.

3.1.3 Interoperability Issues (other equipment like SDH)

Compatibility with Legacy Systems: Ensuring MPLS can seamlessly integrate with
existing SDH infrastructure and other legacy communication systems.

Vendor Diversity: Different MPLS vendors may have varying protocols and standards,
leading to potential compatibility issues.

3.1.4 Repeater requirements

OEMs informed that with EDFA amplifier the repeaterless distance in general can be achieved
up to 150 Km and with RAMAN amplifier up to 200 Km, depending on the losses, SNR etc.
At present, repeaterless link length are generally at 225 Km. in the SDH networks operating
with STM-16, thus an optimization in this regard is also required to collocate the repeaterless
distances of MPLS environment with the legacy network.

3.1.5 Hybrid equipment capacity STM-4 / STM-16 / STM-64

Hybrid MPLS equipment should be compatible with legacy SDH. TANTRASNCO has
deployed 40+ hybrid MPLS-TP equipment which support concurrent communication over
MPLS-TP and SDH.

3.1.6 Monitoring through UNMS

POWERGRID informed in the JC meeting that both MPLS-IP and MPLS-TP network
management system (NMS) can be integrated with Unified Network Management System
(UNMS).
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Besides the above-mentioned functional requirements of the ISTS communication system, the
support of the following shall also be required to operate the Grid Management adequately and
foster the existing network:

e Maintaining high availability & reliability

e Optimization of existing Infrastructure

e Maintaining grid management with all power sector applications

e Making the system smart & future-proof for upcoming technologies
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Chapter 4: Interoperability Test at TANTRANSCO Chennai

4.1 Introduction

The POC proposed for interoperability functions among cross technology and OEMs
was tied up with TANTRANSCO. However, due to the sharing of TANTRANSCO
operational network and shifting of the equipment by the OEMs, it could not be
extended for a longer time. In view of this the POC was curtailed as an interoperability
test after stabilization of the links and lasted for around two weeks.

The test report of the interoperability test presents the findings of a comprehensive
MPLS testing initiative aimed at evaluating its suitability for power transmission
communication networks. The primary objective was to assess the technical feasibility
of migrating from legacy TDM-based SDH technology to packet-based MPLS
technology, ensuring interoperability between different MPLS vendors and
technologies, and integration with existing legacy SDH systems.

4.2 Testing team

The testing team constituted with the members from the following organizations:

NPC, CEA
PCD, CEA
CTU

SRPC

SRLDC
POWERGRID
KSEBL

Nk wd—

4.3 Test Plan
The testing involved various combinations of MPLS-TP, MPLS-IP & SDH equipment
from different OEMs. The focus was on evaluating the performance and
interoperability of these implementations in terms of distance Tele-protection,
differential Tele-protection, VoIP, SCADA/PMU/AMR and E1 services.

4.4 Participating OEMs

For the ease of interoperability to be tested, it was decided by the JC that since the test
is to be conducted at TANTRANSCO which is already operating with MPLS -TP (M/s
Hitachi) along with the legacy SDH network shall be coordinated by the Hitachi team.
Further, since POWERGRID has already carried out POC successfully with M/s Tejas
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and report is enclosed at Annexure- XV. Further, as per the implementations of IP &
TP OEMs in various countries by GE, HITACHI, SIEMENS, CISCO, NOKIA etc. it
was considered that two IP and two TP OEM equipment links shall be made available
for the said interoperability test supported by Hitachi.

. GE (MPLS-TP)

. Hitachi (MPLS-TP)
. Belden (MPLS-TP)
. Cisco (MPLS-IP)

. Nokia (MPLS-IP)

D A~ W N =

4.5 Objectives

1. To evaluate the technical feasibility of MPLS technology for Power Transmission
communication networks for migration from legacy SDH technology to MPLS
technology.

2. To assess the feasibility of interoperability between different OEM’s MPLS-TP
with MPLS-TP, different OEM’s MPLS-IP and MPLS-IP and MPLS-TP with
MPLS-IP equipment.

3. To verify the integration capabilities of MPLS technologies with legacy SDH
systems, including the ability to handle SDH tributaries (STM, E1, Ethernet
services).

4.6 Test Set-Up

Test Set-Up
Kanchipuram /S Sriperumbudur §/S Korattur §/S y AT N
/ TAN TRANSCO \
Ethernet I Existing \
Q5 SRR ) | switch Comnection_| GE Equipment L e — MPLS - TP Network \
7705 SAR-8 (MPLS-IP) 1 Gops DXC Faily (MPLS-TP) | Yy Hitachi Equipment [ |
50 %m Fax Family (MPLS-TP) | TS O LR A |
| Station A
2 I | I N I ) R e
z" | Station B
\ TTTIT
Cisco Equipment _Snn;'é:":;mn Belden Equipment _m:.;:v v stoc | /
NCS = 540 (MPLS-IP) 1Gbps XT-2210 (MPLS-TP) 30Km \ |ITAN TRANSCO|/
S0 ¥m \—T——=—=
N 7/
- 7
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4.7 Tests Conducted

a. MPLS-TP to MPLS-TP
1. Hitachi — Belden
1i. GE — Hitachi

b. MPLS-IP to MPLS-IP
1. Cisco — Nokia

c. Between MPLS-TP and MPLS-IP
i. Nokia Cisco GE Hitachi--------------- Belden
--over IP-- - Ethernet Switch----  --over TP-- --over TP--

4.8 Unresolved Tests and Issues

a. MPLS-TP level connectivity between GE & Belden is unresolved due to MPLS label
range mismatch.

b. El1 to El integration between different MPLS OEMs is not yet universally
successful.

4.9 Details of Tests performed with various services and findings.

i. Between MPLS-IP to MPLS-IP

Kanchipuram S/S

Nokia Equipment MPLS - IP Cisco Equipment
7705 SAR-8 (MPLS-IP) 1 Gbps NCS — 540 (MPLS-IP)
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ii. Between MPLS-TP to MPLS-TP

Korattur S/S

Sriperumbudur S/S

MPLS - TP Hitachi Equipment
FOX Family (MPLS-TP)

GE Equipment
1Gb
DXC Family (MPLS-TP) 30 Kpms

Hitachi DTPC

Hitachi DTPC
NSD570

NSD570

Sriperumbudur S/S Korattur S/S

Belden Equipment Mlpa' :P Hitachi Equipment
XT-2210 (MPLS-TP) 30 Kpm FOX Family (MPLS-TP)

Hitachi DTPC
NSD570

Hitachi DTPC
NSD570

iii. MPLS-TP to MPLS-IP (by extending Ethernet port as a service

on a switch)

Kanchipuram S/S Sriperumbudur S/S

Ethernet
Nokia Equipment Switch Connection GE Equipment
7705 SAR-8 (MPLS-IP) 10 Gbps DXC Family (MPLS-TP)
50 Km

MPLS - IP
1 Gbps

Hitachi DTPC

Nokia Equipment
NSD570

7705 SAR-8 (MPLS-IP)

IEthemetI

F
o
c
=
o

<
=

W

Hitachi DTPC
NSD
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4.9.1 Differential protection (C37.94) over MPLS-TP to MPLS-TP between same OEM

works

Belden Equipment

XT-2210 (MPLS-TP)

C37.94
Multimode
Connection

Sriperumbudur S/S

MPLS - TP
1 Gbps

Belden Equipment

XT-2210 (MPLS-TP)

Soft Loop

4.9.2 VoIP (Voice Over IP) - VoIP is supported across different MPLS-TP and MPLS-IP
systems, and interoperability between MPLS-TP and MPLS-IP is achievable through service-
level switching.

i.

Works between different MPLS-TP OEMs

Sriperumbudur S/S

Korattur S/S

Hitachi Equipment

] MPLS - TP
GE Equnpment 1 Gbps
DXC Family (MPLS-TP) 30 Km

FOX Family (MPLS-TP)

MPLS - TP

Network

/

= Existing = f

|

|

\

\
\

/

-_—~
= ~
TAN TRANSCO \

Existing

Ve

/ MPLS - TP Network

Station A
VolP

Station B
VolP

SLDC
TAN TRANSCO
VolP

\

\

\

\
|
|
|
/

/
/
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~

/ N
TAN TRANSCO
Sriperumbudur S/S Korattur S/S / Existing
MPLS - TP Network

MPLS - TP Hitachi Equipment weis-p | Station A
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4.10 Test Observations:

1. Distance Tele protection Testing on over MPLS Path

OEM-1 OEM-2 Latency Remark
HITACHI (MPLS | GE (MPLS  TP)| 3.1 ms | Using DTPC (DTPC
TP) Korattur S/s | Sriperumbudur S/s (One way | should be of same make
time) at both ends)
HITACHI (MPLS | BELDEN (MPLS TP) | 3.6 ms | Using DTPC (DTPC
TP) at Korattur | Sriperumbudur S/s (One way | should be of same make
S/s time) at both ends)
CISCO (MPLS|GE (MPLS TP)|3.56ms Using DTPC (DTPC
IP) Kanchipuram | Sriperumbudur S/s should be of same make
S/s at both ends) using
ethernet
CISCO (MPLS | NOKIA (MPLS 1IP) | <1 ms CISCO & NOKIA
IP) Kanchipuram | Kanchipuram S/s equipment are connected
S/s with Laptops

2. Testing of C37.94 Differential Protection on MPLS

Tested only between MPLS TP (M/s BELDEN) to MPLS TP (M/s BELDEN). 1t is
to mention that M/s GE (MPLS TP) could arrange only one set of their equipment, so
it could not be tested for GE equipment link. Further, due to the label mismatching
issue of GE and BELDEN equipment, the same could not be tested for cross OEM
MPLS-TP links. The MPLS TP vendor/s responded on CTU query that cross-OEM
TP equipment links can be made operational for the tele-protection provided the label
matching and the same make DTPC equipment are ensured. However, the vendor
stated that cross technology links of MPLS are not feasible for tele-protection.

It 1s to mention that M/s CISCO & M/s NOKIA (MPLS IP) could arrange only one
set of their equipment and no C37.94 interface cards, so tele-protection could not be
tested for their equipment links either for same OEM or cross OEMs.

The MPLS IP vendor/s had not responded in the stipulated time given in the CTU
query. It is understood that the differential tele protection has not been implied by the
IP vendors as it is seen from above that IP links in RRVPNL network are also being
used for distance protection only.

4.11 Test report signed by witness team is attached at Annexure — XXI
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Chapter 5 Observations and Recommendations
5.1 Overall Observations

With the present technologies available on MPLS and the detailed deliberations in JC
meetings, OEMs inputs, various field visits and interoperability test conducted at
TANTRANSCO, JC proposes the following:

5.1.1 Integration of legacy SDH networks with MPLS networks

a. MPLS TP network can be integrated with legacy SDH networks with hybrid or any
intermediate interfaces supporting SDH technology provided the labels supported by
the MPLS TP equipment being integrated shall match.

b. MPLS IP network can be integrated with legacy SDH networks with suitable
intermediate interfaces supporting SDH technology provided the labels supported by
the MPLS IP equipment being integrated shall match.

5.1.2 Interoperability with MPLS TP & MPLS IP networks

a. Data Communication is possible through MPLS payload on TP-TP equipment of
different OEMs and on IP-IP equipment of different OEMs provided the labels
supported by the MPLS equipment of different OEMs being integrated shall match.
However, with IP-TP equipment integration, data communication is feasible at tributary
(ethernet) level and not through MPLS payload.

b. VOIP Communication is possible through MPLS payload on TP-TP equipment of
different OEMs and on IP-IP equipment of different OEMs provided the labels
supported by the MPLS equipment of different OEMs being integrated shall match.
VOIP functionality was also successful among all the nodes of TANTRANSCO
through intervening IP/TP MPLS links.

Tele-Protection applications
1. Distance Tele-Protection: This protection works on two types of interfaces i.e. E1
& Ethernet
1. Distance Tele-Protection (Ethernet): This works on MPLS payload on TP-
TP equipment of different OEMs and on IP-IP equipment of different OEMs
provided the labels supported by the MPLS equipment of different OEMs
being integrated shall match. Moreover, the DTPC equipment shall be of same
make at both ends. The latency is within the limits of CEA standards.
However, with IP-TP equipment integration, Distance Tele-Protection
(Ethernet) works at tributary (ethernet) level and not at MPLS payload.
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2. Distance Tele-Protection (E1): This could not be conducted due to
inadequate availability of E1 cards with the OEMs during the testing.

3. Differential Tele-Protection (C37.94): This was successfully conducted on
MPLS payload on TP-TP equipment of same OEM. Tested only between
MPLS TP (M/s BELDEN) to MPLS TP (M/s BELDEN). The MPLS TP
vendor/s confirmed that cross OEM TP equipment links can be made
operational for the tele-protection provided the label matching and the same
make DTPC equipment are ensured. However, the vendor stated that cross
technology links of MPLS are not feasible for tele-protection.

Due to no response of IP vendors as stated above, it is understood that the
differential tele protection has not been implied by the IP vendors. However,
IP links in RRVPNL network are being used for distance protection only.

5.2 Migration from SDH to MPLS Scenario

Migration to MPLS from SDH may be possible by adopting a hybrid approach, which should
be capable of integrating with both MPLS technologies (MPLS-TP / MPLS-IP) and legacy
SDH systems.

e  With hybrid solution, the transition to packet based MPLS technology can be achieved
without disrupting existing services while maintaining compatibility with existing
infrastructure. This will help to ensure a seamless and cost-effective transition while
paving the way for future scalability. The integration of MPLS with SDH legacy system
should also provide full feature support for adding and dropping SDH tributaries (STM,
E1, Ethernet service) on the node. This approach will enable a smooth transition from
SDH to MPLS without sacrificing the ability to handle traditional SDH services.

e Various OEMs of MPLS should work in collaborative manner to resolve the various
interoperability issues, particularly for label range mismatches, cross technology
integration, cross-vendor E1/C37.94 etc.

Globally, it is observed that power utilities often deploy both MPLS-TP and MPLS-IP to create
robust communication networks tailored to following diverse needs:

e MPLS-TP is favoured for Operational Technology (OT) traffic due to its deterministic
nature, high reliability, and suitability for real-time grid control applications.
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e MPLS-IP is employed for Information Technology (IT) traffic, which benefits from its
flexibility, scalability, and cost-efficiency.

MPLS-IP is increasingly being adopted in the power sector for SCADA systems, often as part
of a hybrid approach where critical OT traffic is routed through deterministic networks like
MPLS-TP or SDH, while MPLS-IP supports both SCADA and IT traffic with appropriate QoS
configurations. This deployment model allows utilities to leverage the scalability, flexibility,
and cost-effectiveness of MPLS-IP while ensuring that the stringent requirements of SCADA
systems are met.

Utilities deploying MPLS-IP for SCADA must carefully manage QoS, redundancy, and
security to ensure reliable performance. Hybrid MPLS-TP and MPLS-IP solutions are likely to
remain common, allowing utilities to balance the needs of both operational and business
networks.

5.3 Methodology
5.3.1 MPLS Network integration for existing/mew ISTS nodes

It is proposed to have a connectivity of all the control centres preferably in ring topology with
the more deterministic MPLS TP network alongwith the existing SDH network. In the existing
SDH network, MPLS TP equipment shall be suitably provided with proper configuration on
Regional/ National UNMS to meet the following:

e Link feasibility design requirements to route the existing data efficiently.

e To substitute the SDH equipment if it has lived the depreciated life (i.e. 7 years).

e Wherever SDH is not substituted, MPLS TP equipment may be required as per the network
designed.

All nodes coming in the path interconnecting control centres shall be proposed with MPLS TP
equipment.
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Connectivity of PAN India control centres preferably in ring topology with the more
deterministic MPLS TP network alongwith the existing SDH network is shown below:

Migration Methodology for Existing ISTS nodes

NRLDC  Existing SDH RING SRLDC

- Existing SDHRING S
NLD(://"u Proposed MPLS TP RING
A
New Node: WRLDC

MPLS TP

SLDCS\n uF//‘ERLDC

a Control centre

B -

ackup-RLDCs NERLDC MPLS TP RING
e SDH RING

Various Scenerios of Node Integration
1) Connectivity of Existing ISTS Node on legacy Network with the proposed MPLS TP

Network is shown below:
cETH

Existing ISTS node on SDH getting terminated to control centre with MPLS TP Network

Control center

MPLS-TP payload
N
P |
y
\
A

Legends:
MPLS-TP Pay Load —
Ethernet Service Leve|

=0

Existing ISTS Node

&:;)@
™

SDH
Tunnel
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2) Connectivity of New ISTS node getting terminated to control centre through existing
ISTS Node with MPLS TP Network is shown below:

Migration Methodology for new/upcoming ISTS nodes cET! ;

New ISTS node getting terminated to control centre through existing ISTS Node with MPLS TP Network

Control centre

Em—

Legends:
MPLS-TP Pay Load —
Ethernet Service Leve|

MPLS-TP payload

o

Existing ISTS Node

4N
~ — — —

P
L
-
SDH
Tunnel

New ISTS Node

3) Connectivity of New radial ISTS Nodes with the proposed MPLS TP Network is shown

below:
&3

Migration Methodology for New ISTS nodes

New node with MPLS TP getting terminated radially to control centre

Control Centre

New Node

Legends:
MPLS-TP Pay Load  e—
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5.3.2 MPLS Network integration for new/existing nodes other than above ISTS Nodes

For Nodes other than those discussed in 5.3.1 (viz. [IPP/RE/Bulk consumers etc.) are proposed
to be reviewed and engineered for either MPLS IP or MPLS TP equipment. The new/existing
nodes of IPP/RE/Bulk consumers etc. can be adopted and integrated through MPLS TP/IP
equipment with the evolved ISTS MPLS TP Network with proper configuration on Regional/
National UNMS Following situations arise in this connectivity as under:

Various Scenerios of Node Integration

1) New node with MPLS TP getting terminated to an existing ISTS Node with MPLS Network to
reach the control center. In this case MPLS TP traffic shall be fed in the MPLS IP node via
ethernet and further transmitted through MPLS TP tunnel.

cETB

New Node getting terminated to control centre through existing ISTS Node with MPLS Network

Control centre

MPLS-IP payload @
l )

)

)
MPLS-TP SDH

Tunnel Tunnel
Legends:

MPLS-TP Pay Load — New Node
MPLS-IP Pay Load — Existing ISTS Node

4N

Ethernet Service Leve|
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2) New node with MPLS IP getting terminated to an existing ISTS Node with MPLS Network to
reach the control center. In this case MPLS IP traffic shall be fed in the MPLS TP node via
ethernet and further transmitted through MPLS IP tunnel.

&3

New Node getting terminated to control centre through existing ISTS Node with MPLS Network

Control centre

.t

MPLS-TP payload @

gl

)
.
o | )
y -
—)
A
MPLS-IP SDH
Tunnel Tunnel
Legends:
MPLS-TP Pay Load —
MPLS-IP Pay Load — New Node Existing ISTS Node

Ethernet Service Leve|

3) Connectivity of New radial MPLS IP Nodes with the proposed MPLS TP Network is

shown below:
Ly

New node with MPLS IP getting terminated radially to control centre

Control Centre

New Node

MPLS IP

Legends:
MPLS-IP Pay Load —
Ethernet Service Leve|
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4) Connectivity of New radial MPLS TP Nodes with the proposed MPLS TP Network is

shown below:
Loy

New node with MPLS TP getting terminated radially to control centre

Control Centre

New Node

Legends:
MPLS-TP Pay Load  e—

5) Connectivity of New MPLS TP Nodes through existing MPLS IP Node with the
proposed MPLS TP Network is shown below:

&3

New node with MPLS TP getting terminated to an intermediate MPLS IP node to reach the control centre

Control Centre

MPLS-IP Tunnel@ Existing Node
[ )\
(lI )
K 0 )|
=) MPLS-TP Tunnel
Legends:
MPLS-TP Pay Load —
MPLS-IP Pay Load —
Ethernet Service Leve|

New Node
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5.3.3 Roll-over Plan from SDH to MPLS

The Rollover from SDH to MPLS of the existing Main & Backup control centers
(SLDCs & RLDC) alongwith their existing ISTS stations (RTM/TBCB) is suggested
to be implemented first in a smaller region like NER.

This Rollover is suggested to be connected through additional pairs of fibers on MPLS
TP Network with suitable and optimized provision of repeaters and proper
configuration on Regional/National UNMS. Moreover, to meet the space constraints in
the Control Room (CR) of the stations, the equipment panels can be optimized for SDH
& MPLS equipment.

There may be some intervening STU nodes on the ISTS paths, which shall also be taken
up after deliberations in appropriate RPC forums for the said network implementations.
One of the two (2) standby channels of the above nodes, shall be fed through this MPLS
TP N/w.

The network shall be monitored and stabilized for at least 6 months or the closing of the
non-conformities observed, whichever is later. After stabilization of this 1% standby channel
on MPLS TP N/w, 2" standby channel shall also be fed to the MPLS TP N/w.

After stabilization of the 1% standby channel on MPLS TP N/w of the above-mentioned
NER N/w, Rollover Plan from SDH to MPLS of the remaining regions for the existing
Main & Backup control centers (SLDCs, RLDCs & NLDC) alongwith their existing
ISTS stations, can be initiated for recommendations of RPCs and approval of NCT.
After approval of NCT, the steps mentioned above from point no. 2 to 5 (for NER) shall
be implemented for each of the remaining regions.

Finally, both main operational channels of the SDH equipment shall be fed to the MPLS
TP Network at the corresponding nodes as and when the SDH equipment needs to be
removed. Gradually, all SDH equipment will be phased out after reaching the end of
its useful life.

Thus, now the complete 2+2 configuration of channels shall be on MPLS TP N/w.

. The commercial aspect for the implementation at RTM & TBCB stations shall be taken

up suitably at appropriate forums.

After completion of the rollover of MPLS TP Network in the ISTS system, the existing nodes
of IPP/RE/Bulk consumers etc. shall be required to ensure integration of their existing
communication equipment in line with the above-mentioned steps for rollover to MPLS TP
Network and proper configuration on Regional/National UNMS.
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5.3.4 Phase wise Roll-over Plan with Timeline (for NER Region)

Rollover Plan for NER

Required transition to

Phases Existing Network MPLS Network Outcome Tentative Timeline
. CTU shall award
Existing SDH N/w (2 Main + Existing SDH N/w - after NCT approval
2 STBY)
(Zero date)
Readiness of additional 1* First additional
SDH N/w (2 Main + fibre pair on existing Fiber pair for
Phase- 1 2 STBY) OPGW for proposed MPLS Trl)) s read
MPLS TP equipment Y
Procurement of MPLS RLDC receiving
equipment and main data through 24 months
Shifting of 1% standby SDH N/w &
Phase- 2 channel from SDH to Standby data
SDH N/w (2 Main+ 1 MPLS N/w on 1% through SDH and
STBY) + MPLS TP additional fiber pair MPLS N/w
(1 STBY on RLDC receiving
.. « .
add1t10na.l 1* fibre Monitoring of MPLS main data through > 30 months '
pair) : SDH N/w & (Depends on closing
channel and resolving the
Phase-3 non-conformities Standby data of the non-
through SDH and conformities)
MPLS N/w
. .\ SDH N/w (2 Main)
Readiness of additional | /5y gpp (3 Parallelly done
2"¢ fibre pair on existing .
OPGW for proposed .S.TBY on during Phase-2 &
SDH N/w (2 Main+ 1 MPLS TP equipment additional 1* fibre Phase-3
STBY) + MPLS TP quip pair)
(1 STBY on Shifting of 2" standby -
additional 1* fibre channel from SDH to RIfDC fecelving > 31 months
Phase-4 . d main data through
pair) MPLS N/w on 2" (1 months from
. . SDH N/w &
additional fiber pair Phase-3
Standby data completion)
i through MPLS N/w P
SDH N/w (2 Main) + Shifting of Both Main All Main and > 32 months
MPLS TP (2 STBY) | channels on additional 1* (1 months from
. . d : . Standby channels
(2 Main on additional | & 2™ fiber pairs subject to on MPLS TP N/w Phase-4
1t and 2" fibre pairs) | point no. 8 of clause 5.3.3 completion)
MPLS TP (2 STBY
on 1*t and 2" fibre Monitoring of MPLS RLDC receiving
Phase-5 pairs) + MPLS TP channels migrated from data of main &
N/w (2 Main on legacy N/w and resolving | Standby channels 36 months
additional 1% and 2™ the non-conformities through MPLS N/w
fibre pairs)
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5.3.5 PAN India Timeline for Migration of legacy network to MPLS

The PAN India migration shall start from the timeline of the stabilization of NER MPLS
N/w with both standby channels on additional pair of fibers and closing of the observed
non-conformities.

The timeline for the said migration in each region depends on two factors:

a. Number of ISTS/ISGS nodes in the region
b. Insertion of new Repeater Nodes for MPLS equipment
c. Completion of depreciated life of legacy equipment i.e. SDH

At present there are around 41 ISTS/ISGS locations in NER and the completion time
accessed by migrating both standby channels on both additional pair of fibers is
tentatively 36 months. At the end of Phase 4 of Clause 5.3.4, the work of readiness of
both additional fiber pairs can be taken up after the formal recommendation by RPC
and approval in NCT. Simultaneously, the procurement of MPLS equipment shall also
be initiated and after receipt of equipment both standby channels shall be migrated from
SDH equipment to MPLS equipment/Network. On the basis, of this all the remaining
regions completion timeline is tabulated below

Region ISTS/ISGS Nodes Tentative Completion Time
(Number) (Months)
ER 86 30
WR 96 30
SR 139 36
NR 184 42

Finally, based on the completion of depreciated life of the legacy equipment i.e. SDH
both Main channels shall also be migrated to MPLS Network on Node-by-Node basis.
Thus, it can be stated that the PAN India timeline for migration to MPLS network shall
be around 42 months after the completion of Phase 4 of Clause 5.3.4, which is already
> 31 months (Depends on closing of the non-conformities of Phase 3 of Clause 5.3.4).

Hence, the Total Timeline for MPLS Migration (subject to migration of both standby channels
on MPLS Network) shall be around atleast 73 months from the date of NCT approval for NER
Region.
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5.3.6 Training and Skill Gap

e Personnel Training: Existing staff may require training to manage and maintain the new
MPLS technology effectively.

e Knowledge Transfer: Ensuring that knowledge about legacy systems is properly
transferred to the new MPLS system.

e Training and Expertise: Network operators may require training to manage and

troubleshoot integrated MPLS-TP/MPLS-IP environments effectively.

5.3.7 OAM (Operation, Administration & Maintenance) Integration

e Integrating MPLS-TP OAM allows for comprehensive monitoring and maintenance
across the entire MPLS infrastructure, improving fault detection and performance
management. The UNMS (Unified Network Management System) for ISTS
communication system is being deployed in all the regions presently. This UNMS shall
be used to integrate the legacy SDH and MPLS TP/IP environments efficiently.

5.3.8 Redundancy Measures

¢ Implementing adequate redundancy to prevent service disruptions during the migration.
For this new channel can be configured in the legacy network to mitigate the disruption
in channel redundancies while migrating from SDH to MPLS environment.

5.3.9 Cyber Security

e Implement robust security measures to protect both MPLS-TP and MPLS-IP traffic in
line with the CEA cyber security Guidelines, 2021. CTU/implementing agency shall
ensure that OEMs have their equipment complied with certification specified in CEA
Cyber Security Regulations (under process). The OEMs shall review their equipment
to comply the requirement fully, in case their equipment is not fully compliant they
may approach Cyber Security division, CEA for further clarifications before
participation in bidding and act accordingly.
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5.3.10 Make in India (MII)

During the 15" NPC Meeting, Chairperson, CEA/NPC advised CTU to prepare a
demand trajectory for MPLS equipment required during the migration from SDH to
MPLS over the next 7-10 years. CEA 1is in process of taking up this matter with the
Ministry of Power (MoP) to optimize the MII percentage for MPLS equipment.

5.4 Recommendations
The committee has recommended the following

1. The methodology for migration & rollover from legacy SDH to MPLS TP technology
for existing ISTS network including control center shall be adopted as stated under
clause 5.3.1 above. However, for the upcoming/future ISTS nodes shall be provided
with MPLS TP equipment and suitably integrated with the evolved ISTS MPLS TP
Network with proper configuration on Regional/ National UNMS as per clause 5.3.1
above.

2. For the upcoming nodes of IPP/RE/Bulk consumers etc. MPLS TP/ MPLS IP can be
adopted and integrated with the evolved ISTS MPLS TP Network with proper
configuration on Regional/ National UNMS as stated under clause 5.3.2 above.

3. As per the Terms of Reference (ToR) of the Joint Committee and the MoM of the 15th
NPC held on 14.11.2024, the Technical Specifications (TS) for MPLS technology in
ISTS communication, shall be formulated by the Joint Committee.

4. Accordingly, the Joint Committee shall submit the final Technical Specifications (TS)
for MPLS technology in ISTS communication within six months.

5.5 Way Forward
As the technology is improving day by day, the focus lies on bridging the gaps of seamless
integration of MPLS technology with all availabilities of IP and TP make equipment,
besides other upcoming state of art technologies.
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Some of the power sector utilities migrating to MPLS in various countries is given

below:
S. No. Country Power Sector Utility

1. USA Austin Energy. Great River Energy, Pacific Corp, American Electric
Power, Southern California Edition, Duke Energy, Sce&G , Hawaiian
Electric Maui Electric Hawai’i Electric Light, NV energy , Smud ,
Cps, Nipsco, Doe, Ouc

2. UK ORES, WPD

3. Germany 50 HERTZ, OVAG

4. Denmark Energinet

5. Norway BKK, TENAGA NASIONAL, OStfold Energi

6. Belgium MVEM Energie

7. France RTE

8. Croatia HEP/HOPS

9. Finland TVO

10. | Mexico CFE

11. | Peru Engie

12. | Paraguay ANDE

13. | Australia AusNet

14. | Japan Tohoku

15. | Korea KEPC

16. | Indonesia JKMRT
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HIRd W/Government of India
W/ Ministry of Power
a?"_kﬁ"q ﬁ'-{ga mm$?W/Central Electricity Authority

APT fagga Ifffa TUIT/Nec pivision
1%t Floor, Wing-5, West Block-II, R.K. Puram, New Delhi-66

No. CEA-GO-15-14/1/2021-NPC Division/ 3 0 Lf — 3 “i ?‘ Date: 13.09.2023
To,

(As per distribution list)

fawa.- emsudiey TuR vorel # Tudivaey Wenfie! ) IRsema w Tt ok ey
YA & fore g aftfa &1 7767 & ey A

Subject: - Constitution of Joint Committee to discuss and recommend on the introduction
of MPLS technology in ISTS Communication system-reg.

[t was decided in the 13" NPC meeting held on 05.07.2023 at Kolkata that a Joint Committee
may be formed with the representation from RPCs, CTU, POWERGRID, NLDC, RLDCs, PCD
Division, CEA, NPC,CEA and some of the prominent states to discuss and recommend on the
introduction of MPLS technology in ISTS Communication system.

In this regards, NPC division vide letter No- CEA-GO-15-14/1/2021-NPC Division/256-
277 dated 24.08.2023 requested RPCs, CTU, POWERGRID, NLDC, RLDCs, PCD Division,
CEA, NPC,CEA and some of the prominent states to send nomination for Joint Committee to
discuss and recommend on the introduction of MPLS technology in ISTS
Communication system.

Accordingly, based on the nomination received from RPCs, CTU, POWERGRID, NLDC,
RLDCs, PCD Division, CEA, NPC,CEA and some of the prominent states, the Constitution
of the Joint Committee is as follows:-

Chief Engineer ,DPT,CEA Shri Vivek Goel Member
Chief Engineer ,ET&I,CEA Shri Surata Ram Member
Chief Engineer GM,CEA Shri Chandra Prakash Member
Superintending Engineer, SRPC | Shri Meka Ramakrishna | Member
Superintending Engineer, WRPC | Shri P.D.Lone Member
Representative from ERPC Nomination not received | Member
yet.

Superintending Engineer, NRPC | Shri Anzum Parwe;j Member
Superintending Engineer | Shri S M Aimol Member
NERPC




Director, PCD, CEA/Assistant
Director, PCD,CEA

Shri Len J. B./ Shri | Member
Prateek Srivastava

Director, NPC, CEA/Deputy

Shri Satyendra Kumar | Member

Director, NPC,CEA Dotan/Shri  Himanshu

Lal
Chief General Manager, SRLDC | Shri T R Ganesh Member
Sr. General Manager, NERLDC | Shri S P Barnwal Member
General Manager, WRLDC Shri S. K. Saha Member

Sr. Deputy General Manager,
ERLDC

Shri L. Muralikrishna Member

Deputy  General = Manager,
NRLDC

Shri Ankur Gulati Member

Deputy = General = Manager,
POWERGRID

Ms. Shyama Kumari Member

Addl. Chief Engineer, | Shri Biswajit Madhu Member
WBSETCL :

Superintending Engineer RVPN | Sh. Manish Athaiya Member
Executive Engineer, KSEBL Shri Rafeeque KP Member

Representative from CSPTCL

Nomination not received | Member
yet.

Sr. General Manager, CTUIL

Shri H. S. Kaushal Member Convener

2. Terms of Reference of the Committee is as follows:-

il.
1ii.
1v.

Vi.
Vil.

Study the feasibility/relevance of SDH technology in upcoming years.

[dentify all activities required for transition from SDH to MPLS.

Asses the requirements of communication system for Power Sector Grid Management.
To roll out methodology for implementation of MPLS in ISTS communication system.
Dovetailing the MPLS network with the legacy SDH network of ISTS and Interfacing

STU networks.

Formulate the broad specifications of MPLS in ISTS communication system.
Any other suggestions/recommendations on related matters.

Joint Committee can co-opt any member, if required.

Hadla/ Yours faithfully

NP
WA

(HWHT IRUI/Rishika Sharan)

HB 3= Ud 9o Aianfa
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CfPTCL CHHATTISGARH ST&E POWER TRANSMISSION CQMPANY LTD.
e (A Government of Chhattisgarh Undertaking)
OFFICE OF EXECUTIVE DIRECTOR (TRANSMISSION)
CIN - U 40108CT2003SGC015820
Address:- Qua. No. C-8/11 First Floor, Danganiya, Raipur (C.G:.) 492013

No. 0219 88 iaipur, Date” 9 9 ApR 4004

To,

Smt. RishikaSharan

Member Secretary (NPC)
Central Electricity Authority

Ist Floor, Wing-5, West Block-11,
RK Puram, New Delhi-66

Email Id- rishika@nic.in

Sub: Regarding nomination of member from Chhattisgarh (CSPTCL) for Joint Committee (JC)

constituted by National Power Committee (NPC), which is mandated to carry out detailed
study of MPLS/IP SRVICE .

Ref: Minutes of 5" MPLS Joint committee Meeting held at CTU Gurugram on 11.03.2024

-000-

As per the Minutes of 5" MPLS Joint committee Meeting held at CTU Gurugram on 11.03.2024
nomination from CSPTCL was desired. Accordingly, name of following officials from Chhattisgarh
(CSPTCL) are nominated to become member of Joint Committee (JC) to carry out detailed study of
MPLS/IP SRVICE as constituted by National Power Committee (NPC) :-

Sr. | Name of Officer’s Nameof | Contact Details

No. Entity
I | Er. Karunesh Kumar Yadav | CSPTCL | SE (400KV S/s) Circle, CSPTCL. Raipur.

Mob.No.-9907432665

Email 1d- se.400kvss circle.trans@gmail.com

2 | Er. Ashish Rai CSPTCL | SE O/o ED (Project), CSPTCL, Raipur.

Mob. No.- 84351-77900

e A\

This is for information & further needful please.

(Er. R C AGRAWAL)
Executive Director(Transmission)
: CSPTCL, Raipur
Copy To:
1. The ED (Project) CSPTCL Raipur,
2. The SE O/o MD CSPTCL, Raipur...... This is for information with reference to approval granted
ide UO N { 4.2024
400KV $/s) Circle, CSPTCL, Raipur.
roject) , CSPTCL, Raipur.

omm),CTU Ist Floor, Suadamini, Plot No. 2. Sector-29.
N s This is for information with reference to your
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Minutes of 15t MPLS Joint Committee Meeting held in Virtual Mode on 19t Sept. 2023

A meeting of Joint Committee (JC) was held on 19-Sep-2023, 1100 Hrs. through MS-Teams
Online Meeting platform to discuss and recommend on the “Introduction of MPLS technology in
ISTS Communication System”.

The list of participants is attached at Annexure-1.

Sr. General Manager (CTUIL) welcomed all the participants at the meeting and appraised the
participants regarding formation of JC on the MPLS technology regarding its feasibility for
adoption in ISTS network. He mentioned that as per MoM of 13th NPC Meeting held on 05th July
2023 (refer https://cea.nic.in/wp-
content/uploads/nat_power_com/2023/08/Minutes_of the 13th Meeting of NPC held on_05.
07.2023 at_Kolkata.pdf), it has been stated that the aforementioned JC has to discuss and
recommend upon the MPLS technology. It was then requested to take up the agenda points after a
brief introduction of all the participants.

1.0 CTU elaborated the ToR of the committee in detail emphasizing on requirement of MPLS

technology and the constraints being faced with the existing SDH technology. This shall be
followed up with all the activities to be taken up for review, analysis and implementation of
migrating from SDH to MPLS and the process of dovetailing the MPLS network with the legacy
SDH network wherever existing SDH equipment has yet not completed its life (presentation
attached at Ammexure-II). The JC shall also formulate the broad specification of MPLS
technology for ISTS communication system. Some of the major points of 13™ NPC meeting
related to Joint Committee are as follows:

e Project Monitoring Group of PSDF has already been approved implementation of MPLS TP
in place of SDH for Kerala and Tamil Nadu.

e CTUIL and STUs to ascertain the performance of MPLS-TP and IP-MPLS vis-a-vis SDH,
particularly in respect of tele-protection requirement.

e Pilot project may be taken up for recommended technology.

e Deploying hybrid FOTE (SDH cum MPLS technology) can also be explored. The same has
been incorporated by TANTRANSCO in its “Reliable communication scheme” tender at 38
nos. 230 KV sub stations.

e A draft framework for introduction of MPLS technology in ISTS Communication system may
be provided by CTUIL.

e A committee may be formed with the representation from RPCs, CTU, PowerGrid, NLDC,
RLDCs, PCD Division, CEA, NPC and some of the prominent states to discuss and
recommend on the introduction of MPLS technology in ISTS Communication system.


https://cea.nic.in/wp-content/uploads/nat_power_com/2023/08/Minutes_of_the_13th_Meeting_of_NPC_held_on_05.07.2023_at_Kolkata.pdf
https://cea.nic.in/wp-content/uploads/nat_power_com/2023/08/Minutes_of_the_13th_Meeting_of_NPC_held_on_05.07.2023_at_Kolkata.pdf
https://cea.nic.in/wp-content/uploads/nat_power_com/2023/08/Minutes_of_the_13th_Meeting_of_NPC_held_on_05.07.2023_at_Kolkata.pdf

2.0 Constraints of the existing SDH based system

CTU explained that in the existing SDH system, it is getting shifted as an obsolete technology as
major telecom players forming majority of the usage-base for manufacturers have moved towards
latest proven technologies such as MPLS-TP/MPLS-IPetc. and slowly with time the availability
of necessary chipsets and other spares will not be easily available for maintaining SDH technology.

3.0 Inputs from STUs on MPLS network implemented

CTU invited the state utilities who are planning/implementing the MPLS in their state
communication network to share their feedback on the urge to go for MPLS,
implementation/operational problems (if any), regulatory and other issues. CTU further also
sought the performance of Tele-protection signal if made operational through this technology. The
experiences shared by different utilities are as follows —

¢ Kerala State Electricity Board (KSEB): They stated that they have planned MPLS for their
state network which is at present in tendering phase as they are seeking clarifications from
CEA w.r.t. Make in India (MII) policy. They also explained about the new protocols,
applications & Voice being used in Power system are being built-up on IP protocols which
are more compatible with MPLS technology. Apart from this, due to shift in power
transmission applications, vendors have also upgraded from SDH based to MPLS based
equipment.

KSEB further stated that presently they have 28 SDH nodes. While implementing MPLS in
their network, nodes interfacing with ISTS will be kept as SDH itself. Under the reliable
communication scheme 165 MPLS TP/ IP equipment will be installed creating a ring using
separate fiber all around the Kerala. The state services at the tributary level operational on
Ethernet or 2Mbps E1 shall be connected over MPLS network upto the nearest ISTS station.

e TANTRANSCO: They stated that they are facing problems with SDH as one or two vendors
are only available for SDH. They also stated the other vendors have declared that SDH has
become obsolete technology now. Chip availability has also fallen to large extent as it is not
a standard chip. They further suggested that as a public utility one should safeguard public’s
money while investing in obsolete SDH technology in view of lack of competitiveness and
long-term support for maintenance. Also, SDH is not bandwidth efficient and new packet-
based applications in MPLS require less inventory. WRLDC enquired about the
interoperability of MPLS TP and Hybrid. TANTRANSCO confirmed that hybrid FOTE and
MPLS TP are interoperable and they have successfully tested it in one of their substations but
they want some standard organization to ascertain the interoperability test between vendors as
per the standards.

TANTRANSCO further informed that their project is under execution based on hybrid FOTE
supporting both SDH as well as MPLS-TP. MPLS-TP has the capacity as 1G and 10G at
present. It is envisaged as a backbone network around the state, which will cover SLDC at



Chennai, Backup SLDC at Madurai and sub-load dispatch center at Erode. Backbone ring
network will be over 2 rings, one will be on the MPLS-TP and the other one will be over the
SDH. Hybrid FOTE are being installed in the 230kV and above substations connected in the
ring. However, 110kV and some hydro stations are connected through MPLS-TP equipment.
They have also approved a DPR to install about 10,000 kilometers of OPGW connecting
approx. 620 nos. of 110kV substations on MPLS-TP under reliable communication project.
They are also implementing differential and distance protection through MPLS. Cyber
security concern is also being taken care by using Pseudo wire mode. CTU requested them to
share the successful operation of these networks after implementation.

e WBSEB: They stated that presently they are using SDH and are planning to implement
MPLS. Their SDH system has still 8-9 yrs. of life remaining but its capacity is full and has
started choking at some point causing data blackout. So, they are planning to switch over to
MPLS for communicating some vital data to SLDC.

4.0 Inputs from POWERGRID on PoC conducted

CTU requested POWERGRID to share their experience in MPLS as they have done PoC in Eastern
Region (ER). POWERGRID stated that they have done their PoC on MPLS-TP technology in ER
connecting Jeerat — Behrampur - Farakka (NTPC) - GokarnaWB — Rajarhat —Subhasgram - Kasba
WB - ERLDC and WB SLDC. POWERGRID explained that the testing was done on a mixed
network of SDH & MPLS-TP to test the interoperability and compatibility of both. They explained
that they have tested the MPLS signal for 180km distance (on a 126 km distance using attenuators)
with amplifiers available at present. The Band-width (BW) limit was 1Gbps signal from MPLS
router was terminated on 1Gbps optical ethernet port of SDH. All the main applications presently
being used were tested on this MPLS network.

Teleprotection (distance protection) was tested using bandwidth between Subhasgram to Rajarhat
station which had no hops. POWERGRID stated that Line differential protection has not been
tested.

5.0 Feasibility of different power system applications over MPLS

POWERGRID finally stated that the major purpose of the PoC conducted in Eastern Region was
to check whether the applications which are being used for data communication to RLDC can be
run on MPLS with the same performance parameters or not and to see how the amplifier solutions
are working.

SRLDC also conveyed that as POWERGRID has done the PoC for MPLS, they shall submit their
report along with statistics to the committee for some more insight. SRLDC stated that the ISTS
communication system is integrated with state networks from the SLDCs to RLDCs and NLDC
and besides this, the central sector ISTS and ISGS nodes are also to be reported at respective



RLDC:s. This calls for an integrated PoC covering the control centers and stations to test the various
requirements on this technology. Committee requested POWERGRID to submit the MPLS POC
report along with statistics

SRLDC also enquired whether this committee will take into consideration the States network also
for upgrading to MPLS. CTU clarified that state transmission network is not in the scope of this
committee but integration of the state network with the ISTS network will be in the scope of this
ToR. CTU further clarified that equipment installed in state-network under ULDC schemes will
also be upgraded to MPLS based on the methodology i.e. hybrid/ standalone, as approved by NPC.

6.0 Integration with Unified NMS (U-NMS)
NERLDC enquired about whether MPLS will have a separate NMS and any challenges in getting
it integrated with the U-NMS system. CTU informed that POWERGRID has already clarified that
UNMS will integrate new technologies.

7.0 Upgradation/Replacement of SDH in ongoing projects

NERLDC enquired about the upgradation / replacement of SDH equipment in the ongoing
projects, some of which are Central sector nodes. CTU replied that it may be upgraded/ replaced
in phased manner for ISTS as per recommendations of JC & approval by NPC. The committee
was of the view that states may go ahead with their current projects after taking approvals from
their SERCs or other associated state bodies, as applicable, till there is any such instruction from
regulatory body for transition towards MPLS technology.

8.0 Detailing of MPLS/ SDH Technology

CTU gave a brief presentation about the MPLS/ SDH technology (presentation attached at
Annexure-III). CTU also stated various constraints of SDH technology and benefits of migrating
to MPLS technology. CTU also stated that global communication market is moving from SDH to
MPLS resulting in decrease of chip production for SDH system due to declining demand. On the
other side, market is flooded with MPLS-based system and if power-sector communication system
won’t match with the markets trends, then it will be very difficult in maintaining existing SDH
system as well as procurement of new SDH equipment.

POWERGRID agreed and stated that as MPLS is being preferred by all, no new innovation/ R&D
is taking place for SDH. Also, various new power system applications are also packet based, hence
it is advisable that users should adapt this new proven technology.

CTU further explained that presently “repeater distance span” is around 225 km in case of STM-
16. If the MPLS routers could maintain the 225 km distance, it can be optimized with the existing
repeaters but if in MPLS case the distance is less than that, then new repeater locations will be
required with detailed design and specification, optimizing the existing ones.



NPC enquired about the cost-estimate of MPLS-TP & MPLS-IP. CTU stated that session from the
equipment provider, suppliers or OEM's will be arranged in the subsequent meetings where JC can
interact for the same. Also, the Make-in-India aspects can also be discussed during this time.

9.0 Participation from certain State-Utilities in JC

CTU conveyed to the JC for the request made by NERLDC for joining of AEGCL-Communication
division (from Assam) representative to be a part of this committee on MPLS. Same request was
also made by SRLDC/ CTU to add TANTRANSCO as committee member. NPC stated that
AEGCL (Assam) and TANTRANSCO (Tamil Nadu) may submit requisition for consideration.

CTU stated that member from Chhattisgarh and ERPC have not been nominated which shall be
taken care by NPC for the subsequent meetings. NPC agreed the same.

10.0 Road-map for the Joint Committee

CTU presented a step-by-step roadmap for the JC so that the report can be finalized till 31%
December 2023. The major steps proposed by CTU are as follows —

e Step 1: Assessment of present ISTS communication network.

e Step 2: Meeting with MPLS OEMs/ Service Providers.

e Step 3: Deliberation & finalization of functional requirements of ISTS network for PoC of

IP/TP MPLS.

e Step 4: Review of PoC, deliberation & finalization of broad specifications.

e Step 5: Roll-out plan.

e Step 6: Preparation deliberation and finalization of report.

11.0 Miscellaneous Points

ERLDC stated that SDH and MPLS may be integrable to each other but both of them are old
technologies. Service provider network has different type of challenges regarding scalability,
frequent upgradation of network and applications. Power system communication requirements are
different as in view of Bandwidth requirements, latency & jitter requirements, cyber security and
other operational challenges. ERLDC further stated that Power system communication shall
explore new communication technologies as well keeping in view of challenges that may come in
operations in upcoming 15-20 years. CTU appreciated the concern and suggested that as the ToR
of JC is regarding introduction of MPLS technology for ISTS communication system, the mandate
of the JC has to follow the same. However, ERLDC may submit their valuable suggestions during
the subsequent meetings.

NERPC and NERLDC requested that the matter of transition towards MPLS may be explained by
CTU in form of a brief presentation in upcoming NETeST sub-committee meeting so that DPRs
being prepared by state-utilities under State-Reliable Communication Scheme with 90% PSDF



funding (for e.g. 1200 kms. OPGW project under planning by AEGCL) can also incorporate this
technology, if required. CTU conveyed that although this matter need not be taken up to any RPC-
level sub-committee at this stage but knowledge sharing presentation can always be given if
requested by NERPC.

CTU finally concluded the meeting thanking all the members and especially NPC for forming the
JC.

-_—XX--
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Joint-Committee to discuss and recommend on
the introduction of MPLS technology in ISTS
Communication System
Welcome committee members on the
1%t meetingon 19.09.2023




Major Milestones

Activity  bate
Joint- Committee formation Date 24.08.2023
Members Nominated Date* 14.09.2023
Tentative Committee Report (Expected) 31.12.2023

* Nominations from CSPTCL & ERPC yet to be received

TOR of

Committee




Agenda Points for First Meeting

* Constraints of the existing SDH based system

* Inputs from the STUs on MPLS network implemented

* Inputs from POWERGRID on POC conducted

* Tele-Protection feasibility over MPLS

* Feasibility of different power system applications over MPLS
* Any other point

Adoption of New Technologies

* Regulation

* As per clause 22 of CEA (Technical Standards for Communication System in Power
System Operations) Regulations 2020

* Adoption of new technologies. Plan shall be made for introduction and adoption of new
technologies, with the approval of the appropriate Commission or as per the regulations
or pursuant to the reforms programme of the appropriate Government.



Power System Applications/Requirements:

SCADA

PMU to PDC

Tele protection

Telecontrol

AGC

Voice (VolP)

Automated Metering Application (Upcoming)
Video conferencing

. ICCP (between control canters)

10.PDCto PDC

11.Supervision of communications System (NMS/UNMS)
12.Video Surveillance

13.Data Sync between MCC & BCC
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Annexure-II1

Presentation
on
MPLS Technology in Indian Power Sector

Current Technology Scenario

7 Existing FO Network for ULDC requirements is around 70000Kms.
7 Supported by FOTEs (SDH) of capacity STM-64/ STM-16/ STM-4/ STM-1.

# The SDH equipment of various capacities have been provided by different OEMs whose NMSs are propriety.



Why migrate from SDH?

» End of life of SDH technology, will be obsolete soon, (Last development- 2000).

» SDH network difficult to maintain with greater penetration of solar power, microgrids, battery storage,
and electric vehicle charging.

» SDH is having fixed bandwidth channels for various communication applications and not as per use.

» Bandwidth efficiency is not high because of large overheads.

» SDH OEMs are advising to go for new technologies as globally chip production of SDH equipment is
reduced and thus maintenance of SDH equipment is getting difficult.

» Trend in technology change, Globally Power Utilities are migrating from conventional SDH (circuit
switching) to MPLS-TP (Packet Switch Network) such as Energinet Denmark, ORES UK, Austin
Energy USA etc.

» A platform needed for growth using flexible protocols to support future applications.

Why go for MPLS?

» Use of new IP-based applications, including GOOSE and CCTV in Power Sector.

» MPLS is Packet Switch Network technology, no reservation of data bandwidth (BW), high BW
efficiency.

» MPLS-TP Operations, Administration, and Maintenance (OAM) tools, feature rich like SDH
OAM.

» Long term availability of spares as new technology.

» No need of protocol conversion unlike in SDH IEC 60870-5-104/ 101 gateway/protocol.

» Various Class of Service available for different applications data.

» Different services can be mapped in different VPNs through single physical port.



Typical Data Communication from Substation to Control Centers

Main Control Center Backup Control Center

H
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FE Main FE backn,pi
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ICCP Link 2
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Substation

Protection by SDH Network

Power Relay

Teleprotection Teleprotection
Fiber Optics Fiber Optics
IEEE C37.94 IEEE C37.94

Multiplexer Multiplexer
E E1, PDH, SDH E1, PDH, SDH m
Protection Channels Protection Channels

Volce, Data, Video Volce, Data, Video



MPLS BASIC CONCEPTS

Label Switched Path (LSP) A
unidirectional network wide tunnel
between source and destination
routers.

Customer Edge (CE)
Customer equipment

Label Edge Router (“LER™) -
Ingress Node
The router which makes the initial

Label Edge Router (“LER™)
— Egress Node

The final router at the end of an
LSP. which removes the label

path selectionand encapsulatesa
packet inside an MPLS LSP

Iabel Switching Router(“LSR™)
- Transit node
Does only label switching m the

middle of an LSP

Comparison of Technologies

i  emmm—— 111 2—| IP-MPLS TP-MPLS

Channel routing Static user defined Dynamic network defined  Static user defined
Channel directions Bidirectional (same To-Fro Unidirectional (different To-  Bidirectional (same To-Fro
paths) Fro paths) paths)

Channel Supervision End to end Link wise Endtoend

Data channel Deterministic Non-determimstic (without  Nearly deterministic (if
special measures) network planned properly)

NMS & ControlPanel  Same Different Same

Resilience (Protection  <50ms =>50ms <50ms

mechanism switching)

Latency 0.06ms = (.06 ms 0.02ms

Bandwidth efficiency Fixed BW Efficient Efficient

CoS choice same class of service, Multiple Choice for Pre defined choice can be
different application made for different

application,
QoS Determined by BER Determined by Packet loss ~ Determined by Packet loss



Adoption of MPLS

Regulation
As per clause 22 of CEA (Technical Standards for Communication System in Power System
Operations) Regulations 2020

Adoption of new technologies. Plan shall be made for introduction and adoption of new technologies,
with the approval of the appropriate Commission or as per the regulations or pursuant to the reforms

programme of the appropriate Government.



Annexure-ll|

Minutes of 2"d MPLS Joint Committee Meeting held in Virtual Mode through MS-
Teams Platform on 17t October 2023

The 2rd meeting of Joint Committee (JC) constituted by NPC was held on 17-Oct-2023
through Online mode to discuss and recommend the “Introduction of MPLS technology in
ISTS Communication System”.

The list of participants is attached at Annexure-1.

Sr. General Manager (CTUIL) welcomed all the participants at the meeting and proceeded
with the agenda items. The summary of discussion is mentioned below:

1.0 Confirmation of minutes of 15t MPLS JC meeting
CTUIL took confirmation regarding the MoM of 1st JC Meeting held on 19th September 2023.
Representative from NPC stated that based on MoM of 21st Project Monitoring Group
meeting of PSDF chaired by Member (GO&D, CEA) held on 4th and 8t March 2022, they had
sent comments as under -

e Para 6.6 KSEBL, Kerala (Proposal-141), (c) (i): As tele-protection is a critical service and
MPLS being comparatively new technology in the Indian Power Sector, it is
recommended that main channel for tele-protection should be through SDH/PLCC and
alternate channel may be through MPLS-TP/MPLS-IP.

e Para 6.6 KSEBL, Kerala (Proposal-141), (c ) (ii): For speech and data communication,
MPLS-TP/MPLS-IP technology can be used.

Further, NPC asked to share the performance report regarding use of MPLS technology with
PCD Division- CEA and NPC Division- CEA for analyzing its future prospects.

In reply to this, CTUIL stated that as implementation aspects of MPLS in KSEB (Kerala) and
TANTRANSCO (Tamil Nadu) is a matter between STUs and PSDF Committee(s), so CTUIL has
no provisions as per Terms of Reference (ToR) to include these comments in MoM of 1st
meeting. However, CTUIL requested NPC to provide the MoM regarding these issues of the
states which is attached at Annexure-II with the MoM for reference purposes but there is no
further need of issuing a corrigendum for 15t JC MoM. Forum agreed for the same.

2.0 Completion of Step-I of Committee Roadmap
CTUIL while stating the progress of the JC highlighted the Step-I i.e. “Assessment of present
ISTS communication network” of the committee road-map which was covered at a large
extent in the previous JC meeting. Representatives from GRID-INDIA stated that the step-I
has some gaps to be filled for which suitable replies were given by CTUIL as mentioned in
table below.
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Observations from Grid-

1 India/CEA on Step-I Replies from CTUIL (as member coordinator)
No. | (Assessment of present ISTS
communication network)
GRID - INDIA

1 | Preparing comprehensive list | Not under ToR of JC; may be required at the time of
of equipment based on SDH | adoption of this technology and preparing region-
technology at present. wise implementation plans.

2 | Details of the equipment such | Not under ToR of JC; may be required at the time of
as make/model, useful life left | adoption of this technology and preparing region-
(w.r.t. 15 years general life), | wise implementation plans.

STM-4/16, nodes of
congestion, integrated map,
etc.

3 | Preparing functional | List of power system applications/functionalities
requirements such as list of | was presented by CTUIL to JC and any additional
power-system applications, | requirements can be submitted in next JC meeting.
bandwidth required, bit-error | Detailed technical parameters will be taken as per
rate, max. acceptable latency, | respective Technical Standards by CEA.
etc.

4 | Expected interface nodes | Shall be required after the approval of the JC report
between SDH and MPLS | by NPC for the adoption of this technology and
devices for dovetailing. preparing region-wise implementation plans.

5 | Including cost-comparisons | Shall be required at the time of adoption of this
under Roll-out plan technology and preparing region-wise

implementation plans after the approval of the JC
report by NPC.

Roll-out plan mentioned in the JC ToR implies
mainly the modus operandi of the schemes to be
taken up on national /regional/ state level basis.

6 | Carrying out a pilot project as | This was deliberated during 13t NPC meeting and

mentioned in MoM of 13th
NPC meeting.

is to be considered by ]JC, although it is not
mentioned in the ToR of JC. CTUIL stated that as
several states are adopting this technology and
have gone through POC as per their requirements,
they can provide their feedback. Moreover in the
1st meeting of JC, POWERGRID also gave the
feedback of the POC conducted. In view of this,
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Observations from Grid-
Sl India/CEA on Step-I

No. | (Assessment of present ISTS
communication network)

Replies from CTUIL (as member coordinator)

additional POC shall be conducted for the
requirements/aspects which are

still not covered, if any, for the ISTS communication
system.

CEA-PCD

7 | CEA-PCD stated their | CTUIL requested POWERGRID and GRID INDIA to
observation on presentation | provide the data for further analysis.

of CTUIL depicting first step
of assessment of committee
roadmap of ISTS network
needs  further  analysis.
Factors like latency,
bandwidth, criticality = of
service etc. needs to be
finalized.

3.0 Presentations on MPLS-TP and MPLS-IP by OEMs/Service Providers
CTUIL introduced Nokia Network Solutions for presenting their solutions on implementing
MPLS technology with the legacy ISTS network. The presentation is attached as Annexure-
III. M /s Nokia explained the various technical aspects along with the advantages of MPLS-IP
and MPLS-TP technology.

ERLDC enquired about bandwidth availability and latency for PMU data communication
using MPLS. In addition to that, TANTRANSCO stated that in implementation of MPLS in their
state-network, they have provision of 10 Mbps for each station. Nokia replied that their
solution can meet the requirement of latency (using QoS) and bandwidth.

Further, POWERGRID clarified that however, each PMU is considered for a bandwidth of 2
Mbps but several VPN rings are also designed with multiple PMUs on the ring and sharing
the common bandwidth of 2 Mbps.

CEA-PCD stated whether SDH is able to meet the latency requirement as per CEA regulations,
if so, can the same be met by MPLS. This will help JC to finalize the needs and specifications for
ISTS network for Implementation of MPLS in line with prevailing requirements.

TANTRANSCO asked whether priority levels for different applications can be arranged, as
some applications require higher priority such as tele-protection. Nokia stated that their
solution has three levels of priority with several QoS functions. TANTRANSCO further asked
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about interfaces available on their end-equipment. Nokia replied that their end-equipment
can provide multiple interfaces for connecting to any application.

CTUIL enquired about Make-In-India (MII) regulations/policy or other difficulties faced by
Nokia for implementation of MPLS. M /s Nokia stated that currently there is no regulation for
[P-Routers which are manufactured in their plant located in Mexico and presently MII
regulations are not affecting their operations in India.

After the presentation by M/s Nokia, CTUIL welcomed M/s Hitachi for the presentation on
MPLS TP in respect of ISTS communication. The presentation is attached as Annexure-IV.
M/s Hitachi gave the presentation vide which they explained needs of power sector and grid
management applications and how MPLS technology befits these requirements. During the
presentation, they emphasized on a single-box technology with single NMS which can
provide all interfaces for each and every power application desired. However, replying to a
question on STM-64 capacity to be integrated with MPLS M/s Hitachi replied that they have
commercially operated upto STM-16. However, they have done some trial links on STM-64
also and they can gear up for such integration also, if required.

Hitachi focused on its FOX-615 product which could take SDH traffic as well as MPLS traffic
also with a life-span of 20-25 years. Regarding the delivery timelines, it stated that in today’s
scenario, there is a delivery time of 3-4 months for hardware being faced globally.

M/s Hitachi representative from Switzerland also explained that there are very few vendors
which support both MPLS TP and IP technology whereas the others are on either TP or IP. In
case of MPLS-TP, several vendors are available with experience of deploying this technology
for large utilities. Vendors such as Huawei and Cisco are providing both MPLS-IP and MPLS-
TP based solutions to its customers. It was also conveyed that SDH chips are going out-of-
market due to decrease in its customer base and recently a 7-digit investment was made by
Hitachi to support its existing SDH customers due to these problems.

CTUIL requested Hitachi to express their status with respect to MII policy. Hitachi stated that
their FOTE equipment is manufactured in Switzerland works and remaining activities like
survey, installation & commissioning and training are provided by Hitachi India. In view of
this, Hitachi India does not meet the present MII policy of Gol; however, they are approaching
the relevant authorities in this regard.

CTUIL thanked M/s Hitachi & enquired about the suitability in power sector of the upcoming
technologies i.e. SD-WAN. In respect to that, Hitachi representative from Switzerland stated
that SD-WAN is a non-established technology based upon software adaptations and also non-
standardized to a stable extent. It has limitations of legacy interfaces also. Moreover, for OT
systems, the SD-WAN technology is not seen anywhere in the world as per knowledge of
Hitachi.
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4.0 Optimization of MPLS system with present infrastructure of ISTS
CTUIL requested the JC panel to focus on the proposal provided by ERLDC and give their
views on the same. CTUIL further explained the proposal of ERLDC which had comparison
of several existing and upcoming communication technologies with their pros and cons. In
view of this, CTUIL requested all JC members to give their views on these considerations
providing within the framework of ToR for the ]C.

ERLDC stated that MPLS technology is also being projected as obsolete by some vendors &
could be fading out within 2 years. This was a big concern for the JC and CTUIL asked
TANTRANSCO regarding the life of the MPLS system deployed by them. TANTRANSCO
replied that it has been planned and agreed by the service provider/OEM for atleast 10 years
with service guarantee.

Further, ERLDC again raised their views of adopting new & long-living technologies and
suggested Optical Transport Network (OTN) as one of the probable options. POWERGRID
stated that this technology is not adopted in power-sector till now to the best of their
knowledge and the same views were also stated by other members. CTUIL then requested
ERLDC to provide case studies / Use cases proven on OTN-based technology in power sector.
ERLDC agreed for the same.

Chief Engineer (Grid Management, CEA) stated that as per ToR para 2 (i) and 2(iii), the
concerns of ERLDC is well within the scope of the JC and new technologies can also be
explored as found feasible by JC members. Forum requested ERLDC to share some use-
cases/case-studies for discussion in next meeting along with brief presentation from an OTN
vendor, if possible.

5.0 Constraints for wider participation of OEM/Vendors as per Gol/DoT/MII Orders
KSEB representative mentioned that only 1 vendor for MPLS-TP with MII compliance
participated in its associated tender. However, vendors are parallelly taking up the things
with appropriate ministries at their level.

It was observed by the committee that major vendors approaching power-sector utilities
globally are GE, Nokia and Hitachi with few others. JC Members agreed to restrict themselves
to ToR of committee limited to usage of MPLS and its feasibility with not extending the scope
which could further complicate the things with no substantial benefits.

All joint committee members were requested for the following -
e Members to provide the inputs to be covered w.r.t. Step-I of the committee road-map.
e ERLDC to present use cases/ case studies on OTN in power-sector and if possible,
arrange for respective presentation by a vendor in consultation with CTUIL.
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6.0 Other points
CTUIL requested NPC that it will be beneficial for the JC to have participation from ERPC and
Chhattisgarh also from next meeting onwards.
CTUIL stated that members from ERPC, RVPN, SRPC, ET&I-CEA could not attend the meeting
may be due to other important engagements. This may kindly be taken care by NPC-CEA.

Meeting ended with noting of the above.
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Annexure-I

CEA
1. Sh. Len ].B. Director, PCD, CEA
2. Sh. Sateyendra Kr. Dotan Director, NPC, CEA
3. Sh. Vivek Goel Chief Engineer, CEA DP&T
4, Sh. Chandra Prakash Chief Engineer, CEA GM
5. Sh. Prateek Srivastava Asst. Director, PCD, CEA
6. Sh. Subba Reddy PCD, CEA

WRPC
1. | Sh. Pramod Lone WRPC

NRPC

1. | Ms. Priyanka Patel

Manager, NRPC

NERPC

1. | Sh.Rajib Das

Assistant Director, NERPC

SRLDC

1. | Sh. T.R. Ganesh

CGM, SRLDC

NERLDC

1. Sh. Sugandh Prasad Barnwal

Sr. General Manager, NERLDC

Sh. Akhil Singhal

Dy. GM, NERLDC

Ms. Gargi Dutta

Ch. Manager, NERLDC

Sh. Sakal Deep

Asst. Mgr, NERLDC

Sh. Gaurav Bhattacharya

Asst. Mgr, NERLDC

S I R

Sh. Royal Sutnga

Engineer, NERLDC

6 Sh. Amba Prasad Tiwari

Engineer, NERLDC

WRLDC

1. | Sh.SK.Saha

WRLDC

ERLDC

1. | Sh. L. Murlikrishna

Sr. DGM, ERLDC

NRLDC

1. \ Sh. Ankur Gulati

DGM, NRLDC

POWERGRID

1. Ms. Shyama Kumari

DGM, POWERGRID

2. Sh. Gaurav Awal

Ch. Mgr., POWERGRID

WBSETCL

1. Sh. Biswajit Madhu

Addl. Chief Engineer, WBSETL

KSEBL
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1. Sh. K.P. Rafeeque Executive Engineer, KSEBL
TANTRANSCO

1. Sh. K N Srinivasan EE, TANTRANSCO

2. Sh. K. Umarani EE, TANTRANSCO

3. Sh. T.G. Kannagi AEE, TANTRANSCO

M/s Nokia Solutions & Networks

1. Sh. Aashutosh Varma Director-Technical
2. Sh. Yogesh Pandey Head- Govt. & PS Business
3. Sh. Vishal Verma -
M/s Hitachi Energy
1. Sh. Mathias Karanich -
2. Sh. Yogendra Patwardan Associate Sales Director
3. Sh. Girish Sonparote
CTUIL
1. Sh. H.S. Kaushal Sr. GM
2. Sh. Shiv Kumar Gupta Sr. DGM
3. Ms. Kalpana Shukla Dy. GM
4, Sh. Tej Prakash Verma Ch. Manager
5. Sh. Kaushal Suman Manager
6. Sh. Divesh Kamdar Engineer
7. Sh. Prakhar Pathak Assistant Engineer Trainee
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Annexure-lV

Minutes of 3" MPLS Joint Committee Meeting held on 05" December 2023 through
Virtual Mode

The 3™ meeting of Joint Committee (JC) constituted by NPC was held on 05-Dec-2023 through
virtual mode to discuss and recommend the “Introduction of MPLS technology in ISTS
Communication System”.

The list of participants is attached at Annexure-I.

Sr. General Manager (CTUIL) welcomed all the participants at the meeting and apprised with
the concern of NPC to finalize the JC report at the earliest so that the SDH obsoletion is not a
constraint. CTUIL then proceeded with the agenda items. The summary of discussions is
mentioned below:

1.0 Confirmation of minutes for 2" MPLS JC meeting

CTUIL took confirmation regarding the MoM of 2™ JC Meeting held on 17" October 2023
and informed JC that no inputs w.r.t. Step-1 of the committee roadmap i.c. Assessment of
present ISTS communication network were received from any JC member. This implies that
all the issues discussed in the previous meeting have been confirmed by the JC.

2.0 Presentation of CTUIL for 3"¢ MPLS JC meeting
CTUIL explained briefly about the agenda points of the 3™ meeting to the JC as under:

Functional requirement for new network technology

Operational latency of different protection mechanism at present

Presentation on OTN by ERLDC

Comparison of MPLS features of different OEM/Suppliers (CISCO , HITACHI, GE ,
SIEMENS , NOKIA)

= POC to be deliberated w.r.t. ISTS Applications

3.0 Deliberations
3.1 Functional requirement for new network technology

CTUIL explained the functional requirements which need to be met by the technology to be
migrated, e.g. interoperability, optimization of repeater location, monitoring, latency etc. The
presentation is attached at Annexure-IL

NPC Division, CEA suggested to add scalability, Cyber security, Make in India also in the
functional requirement. However, NPC further suggested Backup Data storage & analysis,
faster fault detection & Recovery, incorporate Predictive maintenance shall be taken care by
the respective NMS/UNMS system. The MPLS system shall comply with applicable standards
and regulations of CERC/CEA etc. It is understood that the functionalities called for, are
applicable to the entire communication system which shall remain intact. The JC agreed to the
same.



3.2 Operational latency of different protection mechanism at present

CTUIL informed JC that a format for collecting operational latency data of various applications
was mailed to RLDCs and TSPs (POWERGRID, INDIGRID, ADANI POWER and
STERLITE) but was not responded by anyone. POWERGRID in their response mentioned that
latency data cannot be provided as the same is not available in the NMS. CTUIL reiterated the
requirement of this data, explaining that as the same is being run on the SDH network for
healthy grid and operational data shall provide a view of this data vs as specified by CEA
guidelines. CEA clarified that latency data which CEA has specified is for general
recommendation.

GRID INDIA -NRLDC stated that they cannot provide channel latency data as they don’t have
this. POWERGRID also stated that they cannot measure the latency data as the same is not
available in the NMS. The only way to measure this data is through tester and that too requires
disrupting the traffic. WRPC stated that the latency data can be obtained from disturbance
recorder (DR) and through the tripping time recorded in the relays. Moreover, the line
differential takes place through dark fibre and the pilot protection is also similar and takes place
through a separate fibre.

KSEBL informed that they are operating differential protection through dark fibres for which
channel latency is around 3msand it can be measured through relays and distance protection
can be measured by looping. PCD Division, CEA informed that they had witnessed the POC
conducted by GE for TANTRANSCO. The channel latency data for differential protection
through FOTE (i.e. by Bandwidth) for MPLS TP was around 5.1ms and for SDH with FOTE
was around 3.5ms whereas for distance protection channel latency for MPLS TP was around
3.5ms and for SDH it is around 1.5ms.

KSEBL has submitted that they are currently in the tendering stage for implementing an MPLS-
TP/IP MPLS network. Further they have provided test set up for latency measurement and
details regarding channel delay for line differential protection and Tele protection (distance
protection). These details are attached at Annexure-III.

In view of above CTUIL requested POWERGRID to provide the desired data for some of the
sampled stations. POWERGRID stated that they shall try to collect channel latency data for
SCADA/VOIP/PMU/Tele-Protection (Distance & Differential-Bandwidth) services through
testers. POWERGRID told that they shall try to install tester at the new substations for the
measurement and also requested other utilities to do the same. CTUIL requested POWERGRID
to provide channel latency data after confirming from sites within a week.

3.3 Presentation on OTN by ERLDC

CTUIL requested GRID INDIA-ERLDC to give their presentation on OTN and suggest the
suitability of this technology in respect of the ToR requirements of JC. GRID INDIA -ERLDC
informed that they have arranged the same with M/s TEJAS NETWORKS (TEJAS) who is
also an OEM of MPLS .

TEJAS made a nice presentation on the requirement of OTN technology at the core network
supported by other technologies like MPLS TP/IP, SDH etc. at the access network.



During the presentation, stated that as the data requirement is growing at a faster pace, we
should have main core network of OTN which caters for higher bandwidth around 100g and
not the entire network as data congestion is more in core network. They further stated that the
core network however shall be integrated by access network running on various other
technology like SDH, MPLS etc.

POWERGRID stated that congestion is not the reason for migration of existing SDH system
but, the primary reason is the obsoletion of SDH technology worldwide. CTUIL further stated
that at present SDH technology is only being used for access as well as core network and is
mostly of the capacity of STM 16 with few links of STM 64. This implies that the
communication network required for grid management purpose can be sufficiently managed
upto 10G capacity. Thus, OTN capacity seems to be overdesigning for the purpose of our grid
management communication network. Moreover, all the applications for grid management can
be run on the same access and core networks.

On a query by CTUIL for the presence of networks based on OTN in power utilities worldwide
or PoC conducted, TEJAS informed that same shall be checked and confirmed. CTUIL stated
that they plan based on systems proven and operating successfully and TEJAS shall provide
some details on the same.

3.4 Comparison of MPLS features of different OEM/SUPPLIERS (CISCO, HITACHI ,
GE , SIEMENS , NOKIA)

CTUIL showed and explained the replies received on the queries asked by JC from different
MPLS vendors i.e. CISCO, HITACHI, GE, SIEMENS, NOKIA. Replies received from
different vendors are attached at Annexure-IV.

TAN TRANSCO enquired about the 4" point of Annexure-IV i.e. Interoperability of MPLS
TP and MPLS- IP OT sub-networks of a single utility communication system and suggested
that it must be tested by some competent authority and CIGRE views can also be seen on this.
CTUIL stated that as per the data received from the OEMs interoperability is either not possible
or possible in a limited manner however Siemens has only mentioned this feature as possible.
CTUIL informed the JC that this aspect shall be further explored with Siemens. TAN
TRANSCO also enquired about the UNMS monitoring to which POWERGRID replied that
UNMS monitoring is possible for every technology i.e. MPLS, OTN etc.

3.5 PoC to be deliberated w.r.t. ISTS applications

CTUIL requested POWERGRID to clarify some issues regarding maximum & average ingress
of PMU data, ethernet circuit switching time and DTPC latency as mentioned in the report of
POC conducted on MPLS TP by TEJAS on ISTS network owned by POWERGRID.

POWERGRID replied that average calculation of PMU ingress data is for a time period and
not just the average of minimum and maximum values for the day and they also stated that high
values of maximum ingress PMU data on some specific days may be due to some particular
event.

POWERGRID also replied about the switching time of ethernet circuit implies the time taken
for the data to be switched from main path to stand by path at the control centre end i.e. if one
path is down then time taken for data to switch on the backup path at control centre end is



around 27ms.POWERGRID stated that DTPC latency was not measured as the POC was
conducted to test the performance of the link on live traffic and there is no ready tool to capture
latency data on regular basis . Latency only can be measured in a planned scenario by putting
testers and disrupting traffic.

In view of above, CTUIL summarized that PoC has been successfully conducted for all
applications of grid management through MPLS TP as per POWERGRID PoC report. Further
PCD Division, CEA has also witnessed the distance and differential (Bandwidth) protection
through MPLS TP at TAN TRANSCO as stated in 3.2 above. CTUIL further stated that
differential protection conducted through dark fibres is of not much relevance for latency as
signal travels without FOTE in this case.

For better clarity on MPLS technology, it was suggested to go for PoC through MPLS IP for
verifying the latency of all the applications including distance and differential protection and
interoperability with MPLS TP node/network. CTUIL stated that they shall explore the same
with MPLS IP/TP vendors/OEMs/service providers and coordinate for the PoC to be conducted
by POWERGRID or any other TSP. Further, CTUIL informed that if PoC to be conducted on
MPLS IP technology, extra time may be required for final submission of final report of JC.

NPC Division, CEA also suggested to have a physical meeting for discussion and call all the
vendors. CTUIL stated that during the meetings of JC prominent vendors have already made
their presentations and exhaustive deliberations have taken place. CTUIL shall explore the
possibility of the suggested PoC and if required a physical meeting may also be conducted.
4.0 Following was concluded in the meeting

(i) CTUIL to contact IP/TP vendors for conducting the suggested PoC.

(i1) OTN presentation by TEJAS was viewed as overdesign by JC and for the time being with
next ten years MPLS/SDH capacity shall be sufficient as access and core network.

5.0 Other points

CTUIL stated that some of the members could not attend the meeting due to other important
engagements. This may kindly be taken care by NPC-CEA.

Meeting ended with a vote of thanks.



Annexure-V

Minutes of the Meeting held on 13.12.2023 among CEA, CTU, POWERGRID, CISCO to
discuss PoC requirement on MPLS/IP

1. A meeting was held among CEA, CTU, POWERGRID & M/s CISCO on 13.12.2023
on virtual mode to explore PoC possibility for MPLS/IP technology on POWERGRID
ISTS communication network as decided in the 3" meeting of Joint Committee on the
“Introduction of MPLS Technology in ISTS Communication System”. List of
Participants is attached at Annexure-I.

2. Atthe outset, Sr. GM (CTU) welcomed all the participants in the meeting and explained
the agenda.

3. CISCO stated that they have implemented MPLS/IP based communication network for
various power utilities in many countries such as Canada, Malaysia, Norway, Mexico
etc. They also stated that in the above operational networks various services like
Distance & Differential Protection, SCADA, PMU, VoIP and surveillance have been
tested successfully.

4. On query regarding latency of above operational applications, CISCO stated that they
meet the latency figures mentioned in the CIGRE green book. However, they shall
review the latency recommendations of IEEE/CEA standards and confirm the same.

5. CISCO also informed that with EDFA amplifier the repeaterless distance can be
achieved up to 150 Km and with RAMAN amplifier up to 200 Km, depending on the
losses, SNR etc. Moreover, they also stated that interoperability of IP/TP is possible for
all real time data except line protection with limited network management system.
CISCO further informed that they have done PoC for RVPNL on Heerapura— Sanganer
line but it is not operational as of now.

6. CISCO stated that for line protection, identical types of equipment shall be required at
the originating and terminating ends e.g. SDH -SDH, MPLS/TP-MPLS/TP, MPLS/IP
-MPLS/IP. CEA proposed that while migrating from legacy to the new network, care
should be taken to account this, and migration shall be carried out in clusters.
POWERGRID also agreed for the same.

7. CTU stated that POWERGRID and few STUs viz.
TSTRANSCO/TANTRANSCO/KSEB have already got conducted PoC for grid
management applications and line protection through MPLS/TP technology. CTU
further stated that as discussed in the JC, a PoC is required to be conducted on MPLS/IP
for all grid management applications alongwith line protection and interoperability with
MPLS/TP. POWERGRID stated that maximum duration of PoC shall be three months.
However, CTU stated that the duration can be further deliberated in the JC.

8. CISCO agreed for conducting such PoC on MPLS/IP without any cost implications and
providing the necessary equipment/interfaces/services/test gears at their own cost. They
requested CTU/POWERGRID to consider the PoC preferably in the Northern Region.



CISCO stated that after reviewing at their end they shall be confirming the same
through letter.

9. CTU requested POWERGRID to finalize a network section which shall be able to run
all the desired requirements as under:
(1) Repeaterless network length of around 150/200 Km.
(i1) Selected nodes shall support SCADA, PMU, AGC, VolIP, Distance/Differential
protections besides the other real time data.

10. CTU further requested POWERGRID to tie up with MPLS/TP vendor also for
providing a section on MPLS/TP to ensure the interoperability of MPLS IP network.

Meeting ended with vote of thanks.
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Annexure-VI

Minutes of the Meeting held on 15.12.2023 among CEA, CTU, POWERGRID, NOKIA
to discuss regarding PoC for MPLS/IP technology on POWERGRID ISTS
Communication Network.

1. A meeting was held among CEA, CTU, POWERGRID, NOKIA on 15.12.2023 on
virtual mode to explore PoC possibility for MPLS/IP technology on POWERGRID
ISTS communication network as decided in 3™ meeting of Joint Committee on
“Introduction of MPLS technology in ISTS communication system”. List of
Participants is attached at Annexure-I.

2. Atthe outset, Sr. GM, CTU welcomed all the participants in the meeting and explained
the agenda.

3. NOKIA stated that they have implemented MPLS/IP based communication network for
various power utilities in many countries such as U.S., New Zealand, Australia, etc.
They also stated that these MPLS/IP networks are running in power utilities since
2012.The above operational networks are working for various services like Distance &
Differential protection, SCADA, PMU, VolP, and AMR successfully. NOKIA also
informed that in India, they have done PoC in power distribution sector.

4. On query regarding latency of above operational applications, NOKIA stated that tele-
protection latency for relay to relay is less then 20msec whereas channel latency is less
than Smsec.They also stated that the latency figures for differential as well as distance
protection are same for their MPLS/IP networks deployed. NOKIA shall share the
reports of latency with CTUIL.

5. NOKIA informed that with EDFA (Erbium-Doped Fiber Amplifier) the repeaterless
distance can be achieved up to 180 Km and with RAMAN amplifier greater then 200
Km.

6. NOKIA stated that interoperability of MPLS/IP with other equipment e.g. MPLS/TP,
SDH etc. is possible. NOKIA also stated that for protection purpose, identical
equipment is required at both originating and terminating ends. However, if mixed
equipment is used latency will increase for protection applications. CTU requested
NOKIA to provide details of mixed network. NOKIA agreed to demonstrate the
working of MPLS/IP with mixed network in a TELCO company in Delhi NCR and
shall confirm for the visit within a week. CEA also agreed for the same and stated that
migration should be done in phased manner. CTU and POWERGRID also agreed with
CEA.

7. CTU stated that POWERGRID and few STUs viz. TSTRANSCO/ TANTRANSCO/
KSEB have already got conducted PoC for grid management applications and line
protection through MPLS/TP technology. CTU further stated that as discussed in the
JC, a PoC is required to be conducted on MPLS/IP for all grid management applications
along with line protection and interoperability with MPLS/TP. POWERGRID stated
that maximum duration of PoC shall be three months. However, CTU stated that the
duration can be further deliberated in the JC.



8. NOKIA stated that for conducting such PoC on MPLS/IP without any cost implications
and providing the necessary equipment/interfaces/services/test gears, they need
approval from their higher authority. NOKIA stated that after reviewing at their end
they shall be confirming the same through letter. They requested CTU/POWERGRID
to consider the PoC preferably in the Delhi NCR/Mumbai. NOKIA stated that after
reviewing at their end they shall be confirming the same through letter.

9. CTU requested POWERGRID to finalize a network section which shall be able to run
all the desired requirements as under:
(1) Repeaterless network length of around 180/200 Km.
(i1) Selected nodes shall support PMU, AGC, Distance & Differential protections
besides the other real time data.

10. CTU further requested POWERGRID to tie up with MPLS/TP vendor also for
providing a section on MPLS/TP to ensure the interoperability of MPLS/IP network.

Meeting ended with vote of thanks.
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Annexure-VII

Minutes of 4" MPLS Joint Committee Meeting held in Virtual Mode through MS- Teams
Platform on 23" January 2024

The 4™ meeting of Joint Committee (JC) constituted by NPC was held on 23-Jan-2024
through Online mode to discuss and recommend the “Introduction of MPLS technology in
ISTS Communication System”.

The list of participants is attached at Annexure-I.
CTU welcomed all the participants at the meeting and proceeded with the agenda items.

Agenda for the 4" MPLS meeting is attached at Annexure-I.
The summary of discussion is mentioned below:
1.0 Explanation of agenda for 4" MPLS JC meeting

CTU took confirmation regarding the MoM of 3™ JC Meeting held on 05" December 2023
and explained the agenda points for the 4" meeting to the JC which are as follows:

1. POC discussions with MPLS — IP service providers with interoperability to be done
on SDH & MPLS-TP

2. POC details to be finalized.

3. Operational Latency figures for various applications as per 3" JC MoM- by
POWERGRID

4. Study of such networks in power sector utilities

1. Agenda point: POC discussions with MPLS — IP service providers with interoperability to
be done on SDH & MPLS-TP

CTUIL informed that they have discussed for PoC on MPLS -IP with NOKIA & CISCO which are
the prominent suppliers of MPLS-IP in India. NOKIA has not yet confirmed for conducting
PoC, but CISCO has confirmed that they can conduct PoC on FoC basis, but they also raised
certain queries about interoperability with TP/SDH networks. Moreover, CISCO also raised
issue that they need at least 45 to 50 days’ time to arrange for amplifier to cover long
lengths.

CTU informed that for the interoperability with MPLS-TP, they have contacted Hitachi &
Belden for providing their MPLS-TP equipment for the POC. POWERGRID stated that even
MPLS-TP equipment of different makes shall also be tested for interoperability during POC.
CTU also informed that as per the feedback from different vendors, the major issues being
faced in conducting a PoC are commercial obligations because of their participation
constraints for implementation due to Make in India (MIl) policy.

2. Agenda point: POC details to be finalized.
CTUIL informed that details like topology, location, applications to be tested,

interoperability etc. needs to be finalized and provided to the vendor for PoC. CTUIL
requested POWERGRID to provide these details.



POWERGRID suggested to conduct PoC in a network where either MPLS IP or MPLS TP is
already deployed so that interoperability between MPLS IP/TP and SDH can be done by
deploying just one additional network. CTU stated that 9 km link of TSTRANSCO which was
witnessed by CEA-PCD is a very small link as compared with ISTS network, so it is preferred
to do PoC on a ISTS network. PCD-CEA also agreed for the same. CTU proposed that they
shall along with CEA-PCD and POWERGRID finalize the network to be offered for PoC.

CTU enquired CSPTCL whether they have conducted any PoC, to which CSPTCL replied that
due to lack of participation from the vendors they are not able to conduct PoC. They also
stated that their PoC is part of the Bid documents. CSPTCL also stated that there was no
response to their earlier RFP based on MPLS-IP.

KSEBL informed that PoC is part of their tender and there was no participation due to Mll
constraints. Hence PoC could not be conducted.

PCD -CEA informed that PoC in TSTRANSCO was conducted by GE where link length was
around 9 Km. PCD-CEA suggested to get a detailed report of PoC from TSTRANSCO.

NPC Division, CEA highlighted that as per the Terms of Reference (TOR) of the committee, JC
doesn’t have any authority for any relaxation on MlIl constraints .So the solution shall be in
accordance with the prevailing norms unless they are changed/amended by authorities. NPC
Division-CEA further suggested that Mandatory Testing and Certification of Telecom
Equipment (MTCTE) shall also be referred during finalization of report.

3. Agenda Point: Operational Latency figures for various applications as per 3™ JC MoM-
by POWERGRID

CTU informed that we have received the latency data for SCADA and PMU from
POWERGRID however the remaining data also needs to be furnished. POWERGRID agreed to
the same.

Latency figures provided by POWERGRID are attached at Annexure-Iil.
4. Agenda Point: Study of such networks in power sector utilities

CTU informed that since India has a complex power system communication network
constituting of ISTS, STUs, DisComs, RE/IPP generators, control centres (RLDCs & SLDCs) etc.
It would be prominent to make a detailed study for handling the said network so that the
migration along with integration of legacy network can be maintained healthy.

Moreover, CTU stated that different STUs are coming up with specific MPLS technology i.e.
TP/IP, which needs to be integrated with ISTS backbone communication system. For design
and planning of ISTS communication system, study of such operational networks in similar

power utilities is essential due to:

i Use cases details not furnished by suppliers/service providers due to Non-
Disclosure Agreement (NDA).
ii. Very less deployment of this technology in India for power sector applications.



NPC Division, CEA stated that the agenda on “Introduction of MPLS to ISTS system” shall be
discussed in the next NPC meeting which is to be held on 03.02.2024 and CTU may raise
their concerns in the NPC meeting.

2.0 Following was concluded in the meeting.

(i) POWERGRID to provide operational latency data for remaining applications.

(ii) POWERGRID shall finalize the network for PoC in consultation with CEA-PCD & CTU.
(iii) To address the above constraints/issues in the upcoming NPC meeting.

Meeting ended with a vote of thanks.
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POC discussions
with MPLS — IP
service providers
with

interoperability to
be done on SDH &
MPLS-TP

Discussed with NOKIA & CISCO MPLS/IP service

providers.

As per interactions with them it is understood that

there are challenges for the expected PoC.

i.  Interoperability of MPLS/IP with TP/SDH

networks-Teleprotection.
ii. Arrangement of amplifiers will take time.

iii. Commercial obligations not finalized so far.

iv. Arrangement & capacity (STM-4/16) of MPLS/TP

equipment.



a) Topology
b) Location
c) Applications to be tested

POC details to be d) Inter-operability with Legacy and MPLS-TP

finalized

e) Observations & Test Results
f) PoC Report

POWERGRID to review and finalize a network in
the Northern region for the same.




Operational Latency Figures For Various Applications
POWERGRID As Per 3@ JC MOM-by POWERGRID

Input data from




Study of MPLS with
legacy networks in

power sector
utilities.

It is observed that different STUs are coming up with specific MPLS
technology which needs to be integrated with ISTS backbone
communication system. For design and planning of ISTS
communication system, study of such operational networks in
similar power utilities is essential due to:

i. Use cases details not furnished by suppliers/service providers due
to NDA.

ii.Very less deployment of this technology in India for power sector
applications.



VARIOUS COMMUNICATION APPLICATIONS WITH LATENCY
REQUIREMENT

S. No

Application/Services

RTU/SCADA
PMU/PDC

Voice

Telecontrol

Telemetering

Automatic Generation Control
Teleprotection

Line Differential

Pilot Protection

Direct Transfer Trip

Channel Latency
Standard

/
100-1000 ms (5-7)

100-1000 ms (5-39)
100 ms ?

1-5sec?

1-5sec?

0.1-1 sec?

<5 msec?

<8 msec ?

<10 msec ?


Prakhar Pathak
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Annexure-VIlI

Minutes of the 5" MPLS Joint Committee Meeting held at CTU Gurugram on
11.03.2024

The 5" meeting of Joint Committee (JC) constituted by National Power Committee
(NPC), CEA was held at CTU Gurugram on 11.03.2024 “To discuss and recommend
on the Introduction of MPLS technology in ISTS Communication System”.

The list of participants is attached at Annexure-I.

At the outset Sr.GM (CTU) welcomed the participants and gave a brief note about the
formation of the Joint Committee (JC) and the deliberations held in the previous
meetings. He said that the said JC was constituted on 14" September 2023. 1st
meeting of the JC was held on 19" September 2023 followed by subsequent meetings
on 17" October 2023, 5" December 2023 and 23" January 2024. He also spoke about
the activities of various STUs like Rajasthan, Tamil Nadu, Kerala, Chhattisgarh,
Telangana on their migration to MPLS technology.

Member (PS), CEA made the opening remarks and welcomed the participants.

Dy.COO (CTU) in his opening remarks emphasized the importance of communication
arrangements in Power System. He stated that failure of communication system may
lead to difficulty in real time visibility in the grid and possibility of failure of the grid.

COO (CTU) added that several STUs and other cross border utilities are moving
ahead with adoption of MPLS technology, thus it is pertinent that CTU may also have
a review of the communication technology adoption road map.

Member (PS), CEA stated that migration to the new technology should be smooth and
hassle free and legacy issues should be taken care. While selecting the technology
option, Make in India policy should be given due attention. At the same time there
should be adequate competition also.

Moreover, as it is a country level project, a uniform approach is essential for
compatibility and conformity. Besides this it should be ensured that the integration of
new technology with the legacy network shall ensure seamless data transmission and
other functionality. Life of the system and obsolesce are other aspects which deserve
due attention.

Agenda for the 5" MPLS meeting is attached at Annexure-II.
The summary of discussion is mentioned below:

CTU took confirmation regarding the MoM of 41" JC Meeting held on 23" January 2024
and explained the agenda points for the 5" meeting to the JC which are as follows:

1. Alternative of Proof of Concept (PoC).

2. Requirement of hybrid Multi-Protocol Label Switching (MPLS) equipment and
their specifications.

3. MPLS Original Equipment Manufacturers (OEMs)/Vendors issues.

4. Make in India related issues.



5. Feedback and experience of State Transmission Ultilities (STUs) on MPLS
technology adopted in their system of Rajasthan Rajya Vidyut Prasaran Nigam
Limited (RRVPNL) and Tamil Nadu Transmission Corporation Limited
(TANTRANSCO).

6. Any other points

1. Alternative of PoC

CTU stated that they understand that RRVPNL is using Multiprotocol label
switching — Internet Protocol (MPLS-IP) technology for Tele-protection along
with other applications including grid management. The representative of
RRVPNL confirmed the same and stated that they have used both MPLS-IP for
all IT/OT applications and Multiprotocol Label Switching — Transport Profile
(MPLS-TP) for tele-protection applications. The presentation of their MPLS
system is enclosed at Annexure-lll.

CTU also mentioned that POWERGRID has also conducted PoC for all grid
management applications except tele-protection on their network for MPLS-TP
provided by M/s Tejas Networks (India). However, POWERGRID informed that
they have also conducted the PoC on MPLS-TP for distance protection on a 40
km link for a duration of 3 months without having any deviations on latency
issues but the same was not brought out in the PoC report clearly.

TANTRANSCO stated that they had conducted PoC on MPLS-TP and
presently they have one path through SDH and other through MPLS-TP on their
network in certain links. They also stated that they are to use Disturbance
recorder (DR) and Transmission Wave Fault Locator (TWFL) which will also be
an application using the communication network. TANTRANSCO gave a
presentation regarding the same which is attached at Annexure-IV.

NRLDC raised the point of interoperability of these networks for different
makes/OEMs and the interoperability of networks of MPLS-IP and MPLS-TP
technologies.

M/s GE stated that they have integrated their MPLS equipment with MPLS
equipment being provided by Hitachi and Siemens. Other vendors also stated
that all other applications of grid management can be operated through different
makes of MPLS-TP equipment network as well as MPLS-IP equipment
network. The vendors/OEMs further stated that the tele-protection application
is also met with different makes of IP or TP networks if the Digital Tele-
Protection Coupler (DTPC) is a standalone equipment and not a built-in device.
In case DTPC is built-in the main equipment [Fiber Optic Terminal Equipment
(FOTE)] then same makes are essential to be on either side of transmission
line for tele-protection purposes. This is also true for the Power Line Carrier
Communication (PLCC) equipment being used.

In view of above the JC suggested for the PoC for interoperability of different
makes of MPLS-TP equipment. For this it was suggested that the
TANTRANSCO network shall be expanded for few more nodes on MPLS



equipment by deploying the devices of the vendors other than the devices of
M/s Hitachi.

. Requirement of hybrid MPLS equipment and their specifications

For the interoperability of MPLS-TP/MPLS-IP/SDH networks, the JC suggested
that as the RRVPNL operational network comprises MPLS-TP, MPLS-IP and
SDH networks, its experience will be useful.

POWERGRID stated that at present all their applications are running on
ethernet ports, except for the tele-protection which is through E1 links. Hence
if MPLS networks are to be used with ethernet ports then converters would be
required for tele-protection interfacing. M/s Hitachi and M/s Valliant stated that
their equipment supports E1 interfaces also, hence converters are not required.

TANTRANSCO stated that the Technical Specifications (TS) for their
operational MPLS network can be downloaded from public domain whereas
RRVPNL agreed to provide the specifications adopted in their system.

NPC informed that the Project Monitoring Group (PMG) of PSDF, in its 21st
PMG held on 04.03.2022 & 08.03.2022, deliberated on the request of state
utilities for change in technology from SDH to MPLS for the implementation of
projects of reliable communications for the state’s transmission network. In 215t
meeting of PMG, with consideration of the inputs of PCD Division, CEA on the
matter, the request of state utilities for change in technology from SDH to MPLS
was approved under the following conditions:

(i) As tele-protection is a critical service and MPLS being comparatively new
technology in the Indian Power Sector, it is recommended that the main channel
for tele-protection should be through SDH/PLCC and alternate channel may be
through MPLS-TP/MPLS-IP.

(i) For speech and data communication, MPLS-TP/MPLS-IP technology may
be used.

The above can be further evaluated for confidence building.

. MPLS OEM/Vendors issues

(i) Interoperability
The interoperability issues of different makes of MPLS-IP or MPLS-TP
equipment has been detailed at item No. 1. The interoperability aspects of
MPLS-IP and MPLS-TP equipment shall be observed at system installed in
RRVPNL. Moreover POWERGRID confirmed that both MPLS-IP and
MPLS-TP network management system (NMS) can be integrated with
Unified Network Management System (UNMS).

(ii) Make in India (MIl) policy aspects



The STUs stated that they are not receiving wider participation from the
vendors/OEMs for MPLS system, and they have to annul their bids for
multiple times.

Representative from PCD Division, CEA stated that DPIIT, vide OM dated
06.09.2022, has conveyed that “Ministry of Power is hereby advised to issue
instructions to all procuring entities under its administrative control to adhere
to the guidelines issued by Department of Telecommunication (DoT) in
compliance to PMI and Local Content along with testing requirements for
procurement of Fiber Optic Terminal Equipment (FOTE) and other Telecom
Equipment used in power system network, as notified in DoT Notification
No. 18- 10/2017-IP dated 29.08.2018 and Notification No. TEC/01/2017
dated 23.06.2020.” There is a need to examine the local capacity and
competition for MPLS based FOTE exclusively for power sector purposes
as it would have direct implications on electricity grid monitoring and
operation.

Nodal Officer for MIl, CEA/MoP clarified that the STUs seeking funding
support from the central funds are required to comply with the PPP-MII
Orders of DPIIT, MoP and DoT, while the STUs tenders contained conditions
restrictive to Make In India and deterred participation from indigenous
venders. Class-| local suppliers also raised the same concern, while some
OEMs reporting themselves to be Class-Il Suppliers stated that MLC
requirement notified by MoP and DoT regarding FOTE equipment is
restricting their participation.

Nodal Officer for Mll, CEA/MoP stated that the MIl issues viz. the higher
Local Content (LC) content as stated in the Ministry of Communication
(MoC, DoT) order dated. 29.08.2018 are applicable to all sectors uniformly
and whereas MoP Order dated 26.11.2021 is applicable to the Power
Sector.

The JC also opined that it would formulate the general specifications for
FOTE keeping in view the functional requirement in respect of the
telecommunication and tele-protection applications in the power sector and
then would refer the same to CEA to examine the issue of MLC in this
equipment based on the various provisions of Government of India’s orders
on MIl and cyber security aspects. Member Secretary National Power
Committee CEA [MS(NPC), CEA] also agreed with this point.

Out of the present vendors/OEMs only Tejas Networks stated that they fall
under Class-I (LC=50%) for both MPLS-IP and MPLS-TP products. M/s
Valliant Communications stated that they also fall under Class-I for MPLS-
IP products. M/s Hitachi and M/s GE stated that they fall under Class-I
(20%<LC<50%).

4. Feedback and experience of STUs on MPLS installed in their
communication network in respect of power system applications -
RRVPNL, TANTRANSCO

(i) Presentation by RRVPNL



RRVPNL made a presentation on the MPLS-IP deployed in their network. They stated
that they started a project “smart grid platform” in the year 2016-17 in which around
14500 kms fibre was laid with MPLS equipment at around 552 locations with Network
Management System (NMS). For this project 50% grant was given from Power System
Development Fund (PSDF). Main control centre is at Jaipur and backup control
centres at Jodhpur and Ajmer. Moreover 480 MPLS routers are installed. Dense
wavelength-division multiplexing (DWDM) was used on the top of MPLS layer to
reduce latency. 206 Voice over Internet Protocol (VolP) phones, 1261 video
surveillance cameras were also installed at 220 kV and above locations. The main
objective behind implementation of this project is that Renewable Energy (RE)
integration is increasing so it is important to manage the complex network through
improved communication system. A mobile application was also developed in which
fault details and location are sent to the concerned person on mobile phones.
Applications like Supervisory Control and Data Acquisition (SCADA) automation, line
protection, Phasor measurement units (PMUs), voice, CCTV are presently
implemented and working.

It was also presented that the testing of tele-protection on MPLS-IP with special
tunnelling feature tested by them in FAT as well as one smaller line of 10-12 km in
Jaipur City but widespread adoption for protection is yet not implemented. However,
they are ready to coordinate for the testing of the feature as POC with concerned
MPLS-IP vendor to showcase the integration of various technologies for taking
suitable view by the study group.

(ii) Presentation by TANTRANSCO

TANTRANSCO stated that they had gone for PoC with Hitachi and Siemens
separately. Finally after studying the pros and cons of MPLS -TP/IP technologies
preferred to go for MPLS-TP networks to meet their functional requirements and have
installed Hybrid FOTE (SDH cum MPLS-TP) and MPLS-TP FOTE equipments in
certain links in their state transmission network. They are running these networks
along with SDH equipment and configuring one path on SDH and other path through
MPSL-TP in certain links. Their MPLS-TP network products are provided by Hitachi
and they have commissioned some links for data and tele-protection applications and
are in the process of commissioning certain other links including VolP voice based
communication.

(iii) It is observed that Chhattisgarh has been present in all the JC meetings however
nomination for the JC is not received yet even after repetitive request from NPC, CEA.
Hence, Chhattisgarh may submit a nomination to become a member of the JC in
writing.

5. Following was concluded:

(i) Experience of RRVPNL on interoperability of MPLS-TP, MPLS-IP and SDH to
be shared. Field visits to be undertaken by a team of JC members.

(i) PoC to be conducted for different makes of MPLS-TP and MPLS-IP equipment
on TANTRANSCO/RRVPNL network within one (1) month to assess/confirm



that both the technologies are suitable for functional requirements of power
system with respect to data, voice and tele-protection. The JC in association
with OEMs and STUs /POWERGRID will get the PoC conducted.

(iif) Technical specifications (TS) are to be prepared by the JC and same shall be
circulated to OEMs/vendors/stakeholders for their inputs and feedback. It was
opined that the specifications may be prepared keeping the technical/functional
requirements of the power sector wrt ToR of JC. The technical specifications
may be prepared by the JC on priority and afterwards, the issues related to Mil
may be dealt with by CEA/DoT/MoP as per the Make in India Policy. The JC to
finish the work of preparation of DRAFT TS before July 2024.

(iv)Chhattisgarh to send the nomination for the JC within one week.

Meeting ended with a vote of thanks.
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Migration status of STUs to MPLS

Rajasthan
RVPN

Telangana
TSTRANSCO

TamilNadu
TANTRANSCO

Chhattisgarh
CSPTCL

Mumbai

AIML &TATA
Power

Commissioned MPLS-IP for Tele-
protection in few links learnt- Not in
use

Floated Bid documents but poor
response-due to Ml policy-
approached CEA. Coming up with
tender in which POC is a part

Conducted POC on MPLS-TP
witnessed by CEA

Commissioned MPLS-TP based
standalone & hybrid n/w including
distance protection

Received no response in earlier
tender with MPLS-IP. Coming up
with tender in which POC is a part

Commissioned MPLS-TP based N/w
for Voice, Telemetry/SCADA data &
Line protection( Distance and
differential)
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Constraints & Proposal [{-’ﬂﬂq
S
1

Latency for Tele-protection: Distance:<10ms &

Differential:<6ms by main & redundant routes

suitability to be checked for Latency of tele- Study of operational network in various
protection by main & redundant routes similar utilities

Redundant route may have multiple nodes (hops)

which may increase the latency.

2 Actuation of Tele-protection with dissimilar Such combination has not been tested in
communication equipment at either end of the Tx POC can be envisaged in upcoming POC.
line

3 Adoption of technology: MPLS-IP or MPLS-TP, to

meet ISTS communication requirement
Study of operational network in various

Interoperability :Different makes MPLS-IP/TP &  Similar utilities
MPLS/SDH equipment

4 MII Policy constraints Can be put up to CEA/MoP for relaxation.




Alternative of PoC

» MPLS-TP PoC done by POWERGRID
» MPLS —IP operational in Rajasthan (RRVPNL)

o RRVPNL-share the operational performance & PoC if any

» MPLS-TP tele-Protection application (TANTRANSCO)

o  TANTRANSCO- share the operational performance
» RRVPNL and TANTRANSCO —confirm about their MPLS networks are with single make or multiple make of MPLS equipment.
» Tele-Protection and other applications- PoC for TP /IP to be reviewed

» MPLS-TP/IP network deployed in STUs to be integrated with ISTS network



R equirement of hybrid MPLS equipment

<fTw

Hybrid MPLS equipment
should be compatible
with legacy network.

Technical Specifications
of RRVPNL and
TANTRANSCO to be
reviewed wrt functional
requirement.

J

Integrability with other
makes of MPLS-IP/TP
and SDH equipment
meeting functional
requirement.




MPLS
OEM/Vendors

1ssues

Integration of different make |P

or TP equipment.

Integration issues of IP and TP
equipment in a single network.

Integration of IP and
NMSs and also with UNMS.

P network
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MII Related Issues

Eligibility of Class | & Class Il local Local Content (LC) =2 50%—> Ministry of Commerce & industry
suppliers Class | order Dtd: O4.06.2020 Clause-2:
20%<LC<50%—-> Class I Definitions

MPLS-TP LC>65% Ministry of Communication order

MPLS-IP LC>60% Dtd: 29.08.2018 (Not Referred by
MoP)

MPLS technology products Not Mentioned Ministry of Power order Dtd:
03.07.2023

Services such as Not part of Local content Ministry of Power order

Transportation, Insurance, calculation Dtd:16.11.2021 ->Clause:7 in

Installation, Commissioning, Appendix

Training and AMC

Participation for bidding Participation is for PSDF or govt.

funded/granted projects or any

. other fundings also. -
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ICT for RRVPNL

“Design, Supply and Implementation of Information and Communication
Technology Infrastructure under Package-B of Smart Transmission Network and
Asset Management System (STNAMS)”

Rajasthan Rajya Vidyut Prasaran Nigam Limited
(RRVPNL)

RRVPNL , Communication Segment



SCOPE OF WORK

* Planning, Design e MCCC at 400kV e Structural cabling with - NMS Application
 Methodology Heerapura GSS IP-MPLS Node 552 RPF- Software
e Back up and Sub-Control POP EHV Substations « NMS Hardware with
Center at Jodhpur & Accessories
Ajmer

* IP Surveillance * 500 Mbps — ISP link - Voice Gateway * Maintenance Training

Cameras for all 552 GSS e IP Phone on implementation,
customization,

« POE Switches location e Firewall utilization and
¢ |PS & ATP maintenance

RRVPNL, Communication Segment 3



GEOGRAPHICAL FOOR PRINT OF GSS POP LOCATIONS

Geographical representation of all 552 GSS POP locations spread across whole Rajasthan and 3

Command Control Centres
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No. of
SS Category sites
765kV 2
400kV 15
220kV 121
132kV 414
Total 552
Zones N?' of
sites
UOM Nos.
Jaipur 181
Jodhpur 189
Ajmer 182
Total 552
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LOCATION-WISE INFRASTRUCTURE

1 Main Control centre at Jaipur 1
2 Backup Control centre at Jodhpur 1
3 Sub Control centre at Ajmer 1
4 Total Substations 552
. . Earlier proposed to be connected on ISP Network
4 (a Substations with only MPLS router 480 !
(@) v N later changed to be connected on OPGW Network
4 (b) Substations with MPLS router and DWDM 72 UL IO e IR A T
beginning
5 S eanne i e Tk O g7 Outside building via flb.er; ,rema_nnlng connected in
Substation’s switch
3 UCM with Phones 206 138 GSS Locations + 45 locations in VB+ 23 in
Command centres
9 Video Surveillance 261 (138 +3)FC at GSS+ 36 FC at CC + 84 PTZ ; 42

Switches, 84 Poles

RRVPNL , Communication Segment 5



Smart Transmission Network and Asset Management System (STNAMS)
Project Objective

‘ Operations management for efficient, safe & stable grid via Wide Area Network.

Monitoring, Control of the Transmission Grid and substations from Control centre through
real time data transfer with reliability, speed and geo-referenced localization of faults
\
Quality management of Power flow through maintaining the Voltage and Frequency
under prescribed limits by effective monitoring and utilizing the reactive elements.

|

‘ Asset Management at Substations via Dynamic GIS Maps.

4

‘ The accurate data and estimations for future Planning and studies.

RRVPNL , Communication Segment



SMART GRID Architecture

Applications

SCADA

Automation

Line Protection |

IP/ MPLS

PMU
= Security, Availability,
: Flexibility, Performance AMI
Voice
'Corporate CCTV
Mobility

Integration wit
GIS for asset
tracking and

localization of
fault.

RRVPNL , Communication Segment 7
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INTRODUCTION

* RRVPNL has decided to implement Cisco IP/MPLS (Multi-Protocol Label
Switching) WAN (Wide Area Network) solution for its various utility
applications and services including Supervisory Control and Data Acquisition
(SCADA) systems, Tele-Protection, Phasor measurement unit (PMU) data, IP
Voice/Video and IP Camera for Surveillance.

* The RRVPNL IP/MPLS WAN solution is designed to build a common fast
convergent IP/MPLS platform for 552 sites.

* The RRVPNL IP/MPLS WAN solution that connects Operational Technology
(OT) endpoints over an IP packet-based infrastructure will allow RRVPNL to
form the core of an advanced communications solution for implementing
intelligent network services that facilitate new business requirements now
and into the future.

RRVPNL, Communication Segment 8



OBJECTIVES

* The objective of project is to provide the Information and Communication
Technology Infrastructure for the proposed Smart Transmission Network and Asset
Management (STNAMS) system. The reliable, efficient and scalable communication
backbone as proposed under this project shall enable the achievement of following
wider objectives under proposed STNAMS.

* The IP/MPLS WAN will provide the following functions and capabilities to RRVPNL.
- Implementation of a network architecture based on IP standards
—->Deployment of a multiservice network
—>Integration of equipment from multiple vendors across a common

communications solution.

—>A tailored approach for meeting the requirements of RRVPNL's defined services.

RRVPNL, Communication Segment 9



* DATA CENTER DESIGN

* RRVPNL Campus is based on a 2-level hierarchical design, including the levels of
Access and Core.

* The Access level provides end-users connectivity, along with Access Points
connectivity.

* The Core level, at the top of the hierarchy, aggregates all traffic coming from
Access switches and connects the LAN Campus to the other Campus blocks.

RRVPNL , Communication Segment



Figure 3-1 Jaipur Datacenter
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JODHPUR DATA CENTRE ARCHITECTURE

Core Router 1 Core Router 2

30X
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o IAnn APTA . ntl APT-2
:m

Po100 4 Po100
S
EUM/6 EthiN
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Core Switch 1§
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AJMER DATA CENTRE ARCHITECTURE
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MPLS RING DIAGRAM
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RRVPNL IP MPLS network architecture for substation location

Datacenter
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MPLS POP CONNECTIVITY
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TELE-PROTECTION CONNECTIVITY

13.2 EoMPLS Terminologies

Pseudowires: Pseudowires(PW) are used to provide end-to-end services across an MPLS network.
They are the basic building blocks that can provide a point-to-point service as well as a multipoint
service such as VPLS, which is practically a mesh of PWs used to create the bridge domain across

which the packets flow.
The end-to-end service is composed of 2 parts. The Attachment Circuit (AC) part and the Pseudowire

part. The whole circuit end-to-end is still referred to as Pseudowire in Cisco Trasnport
Controller(CTC), but bear in mind the two part distinction exhibited here for the troubleshooting that

follows.

Pseudowire part practically starts and stops at the tunnel end points (if you exclude the MPLS
encapsulation block shown here).

Figure 13-3. Pseudowirs

[ Pseudowire on Port/viLAan

Working Tunnel
( fas
Source —
AC

Destination AC

Protect Tunnel

s — — Pseudowire part

Armrachmens Circuir (AC) - The AC carries the customer traffic In #s native form. ie. Ethamet frames with
or without VLAN tagaing depending on whether we are creating a VLAN based Pseudowire or Ethemet
Based Pseudowire (AC Type box in the PVW creation wizard). The MPLS labels for the specific PW
service as well as for the tunnel over which @t is nding are then added. Packets are then sent across
the Pseudowire part of the circuit into the MPLS cloud. This process is called Label Impositon in MPLS
termnology. On the far end. the reverse process occurs. i.e. the labels are removed or the Label
Disposition occurs. and the packe:s. which are now back to native Etheme: frames, are then delivered
to the other end through the far end AC par of the Pseudowire circuit.

13.3 EoMPLS Forwarding

VWhen the ingress PE router recerves the Ethemet frame, it stnips off the preamble,. Start of Frame
Delimiter (SFD). and FCS fields. adds s control word, labels the frame., and forwards & across the
MPLS network . If the Sthermnmet fframe is tagged with an 802.1Q tag. this tag is kept, tooc. On the egress
FPE router, thhe VC label is strnipped off, the controd word s removed. the Ethermet FCS is added. and
the frame is sent toward the CE router or switch.

13.3.7T VLAN ID Rewrite

VAN 1D Rewrite is the feature whereby the S02.1Q tag might be rewritten in Ethemet VAN mode F
the S802.1Q VLAN ID is differ=ent at both sides of the AToM network. You might have VLAN 700 on the
ingress PE router and VLAN 200 on the egress PE router, for example. The VLAN 1D raewrite happens
either on the imposition side or on the disposition side. The VLAN ID Rewrte is an automatically

enabled feature, so No configuration is neaded to enable it

13.3.2 EoMPLS carrying one VLAN

In RRVPNL s network., in the scenarno of EoMPLS canrying one VLAN, you have an 802.1Q trunk
between the CE and the FPE routers. Each VLAN is mapped to one pseudowire. | he advantage of thas
scenaric compared o non vian tagged scenario is that each VLAN has its own pseudowire and can
be routed differently through the MPLS network. or the different pseudowires can be between different

CE routers.

RRVPNL , Communication Segment



TELE-PROTECTION CONNECTIVITY

14.4 Teleprotection

A secure and uninterrupted supply of electricity is only possible with the help of comprehensive
protection and control functions, which ensure the reliable operation of the power system. To prevent
the system from failure and damage, the Teleprotection system has to selectively disconnect the faulty
part by transferring command signals within the shortest possible time.

Tele-protection schemes employ protection relays that sense anomalies in power line current, phase or
voltage, and signal between geographically separate substations to protect grid infrastructure such as
transformers and circuit breakers, as depicted in the below Figure.

Figure 14-9: Smart Grid Tele-protection

HV Transmission Line

'_ N\ 77, =N |
734 |
)
v
< £ D
.:I' Communication Network .EI‘
Substation 1 Substation 2

Cisco ASRY903 has a interface module that delivers 6 ports of Ear and Mouth (E&M) interfaces. The
design emphasizes Smart-Grid and low-latency applications environments. Typical uses cases for this
module are Teleprotection and Land Mobile Radio applications. The module supports E&M type |, Il,
I, and V on 2 or 4 wire modes with selectable 600 or 900 ohm impedances. The physical connectivity

RRVPNL , Communication Segment



TELE-PROTECTION CONNECTIVITY

on the interface module is using standards based RJ-45 connectors. The E&M signals and voice data
can be transported using CESoPSN with and without Channel Attached Signalling (CAS) over MPLS.

Over the IP/MPLS network the Teleprotection data frame will be transported between two Substations
with P2P L2VPN. The L2VPN technique we will be using is called EOMPLS as explained L2VPN section.
There was a requirement, that if point to point link fails, the L2VPN tunnel should be redirected through
alternate path. This will be done by using MPLS targeted LDP sessions. This concept has already been
explained in MPLS LDP session protection.

Figure 14-10: L2VPN packer flow

(FR. Ethernet,

5 ' . (FR, Ethernet,
HOMGEFE N Pseudowire _ i HDLC, PPR.ATM)

M v .= -

==

. I e MPLS or [P core

—

Teleprotection

X

Teleprotection

Local 1.2 Tunnel

Header label VC label | Control word L3 PDU

-~
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TELE-PROTECTION TEST CASES

16.7 L2VPN config test

Tac?‘noloq/ (Conforrnanco Tests)
Standard:

Hosiname:

7Elenn)n::; Managed (NMS Tests):

I A

L2VPN

Verisy MPLS L2 VPN Config on ASRSO3
vy mplemeaented natwork topoiogy build out as

[ Test Title:
} =
Test Purpase:

Tests will be carried out on full

Test Setup:
described in the LLD.
Procedure: 1. Verify L2VPN and Psoudowire Config —
_ show xconnect all X
Thucks: =33
1. Verily L2VPN configs 5 Pass: [ Fai: []
2. Veorify Psaudowire configs. Pass ] Faa: |}

’ L2veN should ba configured

Expected ‘Results

'l-"npls Idp noighbor.,
mpis dp disoove-fy L

‘Legend:
T UP=Up
SB8=Silandby }

uN-—Do'wn . D=Admm Daown
ot - Standby RV;Reo«:vedng o

s1 ':Sé'grnonl 2
5 . o

A

CESofPsSN Basic) .

XC sT Segmor}t;‘l g

UP prl_ac CEO/3/0.

UP mpls 10:4.32.13:100

-Passed:; (initial).

Faoled: {initial)

e

GQJ']-Q:‘—-:»

Reason for FAallgzi:
RELE SRS B
27, e

Reomarks:
|
-

Communication S




TELE-PROTECTION TEST CASES

e . R S et e L s
Fo st -0 0.5 ' 128, 7 Standard/Optional: Standar

At | S %%ig:: T Tisc s ASR BO3 - ‘ Product Card 1D: NIA

H S8 RIS =3 =
I Fashae 8o I Aot | (Confonance Tests) A
St ! L

— ——

NYA,

Faititerina: Vernly SMPLS L2 VPN siatlus
| Fast 2s:a IF'ssc: w4l ba camiad out on fully implemontaed network topolegy build out as
doscoisad in the LLD.
ST ETR 1. Verify L2VPN and Pssudowire status '
| 2hor mpls 12transport ve datail

Y 'y eo L6523 1 3?, ! Anspont oo 100 -t aii
Laval iz nilvael 2 L s 302010 a2 protocosl up, CESoPSM S8asic O up
tos it 1TE e e oLt s 1D, W HY: 100, VC sintus: up
» ; LA 1;2osud label stack (> 20}

LEER il B e el | ".n.':;.':(’

L xoaata il oo IyER sl changa dme: 1d0ah
v f a7l 7 378 22040 20y 1o 2 BiMO: l-'u'z,d

- B atie ) BRI e 100,352,130 up : -

‘ prey atiaed : L 0P Id) = 10.4.32.17, LOP is UP

! Fean I gt e g a2 sapdlopne - oansd anabled

. Mows ST 0 kel 0 oe % Zoeviigurad and no( enanlzd

: > ¥ S F R T R A A s tdoso K- rmots) - ei{‘_ab}nd.'m:ppcrtsd‘:f

| LD fstiys vyl : epablodi ™.

| abal g s = W E - . a’c'i!a_b:'l-lshed, t yuRru

Lastlocil 3% 00 w2y o ata rovil: NS fault

Lasd 553 1.3 e,y $frins vovd: Not sent -

L3 i85 4Bl LTy sty raevel: No fauit

MY e %

Communication S



TELE-PROTECTION TEST CASES

s AL 70 ey An':..‘—- iy oty oy
Last local AC circull status sent: No fault
Last local PW f circ status revd: Mo fault
Last local LDP TLV  status sent: No fault
Last rerﬁo!o LDP TLV status revd: No fauit
Last ramote LDP ADJ status revd: No fault
MPLS VC labels: local 16, remote 20
Group iD: local 39, romota 51
MTU: tocal 0 remiote 0 :
Remote interface description:
Sequoncing_: receive disabled, send disabled
Control Word: On (configured: avtosense)
SSO Descriptor: 10.4.32.13/100, local labe!l: 16
Dataplane:
SSM segment/switch IDs: B197/4097 (used), PWID: 1
vC statistics:
transit packet totals: lecelve 87397025 send 87397043
transit byto totals. receive 4369851250 send 3670675806

1. Ver fyIZVPN N configs it . _.E.ass;_m/ Fall: [

2. Verily Pseudowire configs, Pa:ss\:,],a" Faif: []
Expecl;d Rssqlts: VC(Virtua)l __cj(cui:) status should be *UpP” i K
Passed: (lnmal)‘

Failed: (Initial) - B _ |

Reason for Failure:

Remarks:

RRVPNL , Communication Segment



Administrator: C:\WINDOWS\system32\cmd.exe

Control-C
&

C:\Users\administrator>ping 10.255.1.95 -

.25

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
18.
10.
10.
10.
10.
10.
10.
1e.
10.

Ping statisti
Packets:

5185
255.
255,
255,
255.
255.
255;
255.
255.
255.
2555
255,
255.
255.
255.
255;
255.
255.
2555
255.
255.
255.

ik
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

cs for
Sent =

with 32 bytes of data:

=952
<95:
2955
.85:
2957
<952
95>
.85:
.95:
2953
<952
.S5:
.95:
2957
<95z
.85:
.85:
<952
2953
.95:
.95:

10

21, Received = 21,

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

+255.31.95:

time=13ms
time=14ms
time=15ms
time=13ms
time=14ms
time=14ms
time=14ms
time=14ms
time=13ms
time=37ms
time=14ms
time=13ms
time=14ms
time=14ms
time=14ms
time=14ms
time=13ms
time=14ms
time=17ms
time=14ms
time=14ms

LOW LATENCY IN NETWORK

t

TTL=245
TTL=245
TTL=249
TTL=249
TTL=249
TTL=245
TTL=249
TTL=245
TTL=249
TTL=245
TTL=249
TTL=249
TTL=249
TTL=249
TTL=24%
TTL=249
TTL=249
TTL=249
TTL=249
TTL=249
TTL=249

Lost = @ (8% loss),

Approximate round trip times in milli-seconds:
13ms, Maximum = 37ms, Average = 15ms

Minimum =

RRVPNL , Communication Segment
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LOW LATENCY IN NETWORK

Administrato \ Aemd.exe == g X
Minimum = 13ms, Maximum = 37ms, Average = 15ms

Control-C

HE

C:\Users\administrator>ping 10.255.0.7 -t

Pinging 10.255.8.7 with 32 bytes of data:

Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 10.255.0.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=56ms TTL=251
Reply from 10.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 1©.255.0.7: bytes=32 time=4ms TTL=251
Reply from 10.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.9.7: bytes=32 time=3ms TTL=251
Reply from 18.255.0.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 10.255.0.7: bytes=32 time=2ms TTL=251

Ping statistics for 1€.255.0.7:

Packets: Sent = 208, Received = 20, Lost = @ (©% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 5@ms, Average = 4ms
Control-C
Lo &
C:\Users\administrator>_

13:02

Hll O Type here to search =) i ﬁ £ e 'ﬂ. a o £ @ - 4 £ 2°C Haze A F10) o N
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JAIPUR DATA CENTRE EQUIPMENT ROOM VIEW
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AJMER DATA CENTRE VIEW
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PTZ CAMERA VIEW-1

or-A00KV-SWP Yard_Car
Antispace_Arey Cam2
Seever room_Cam1_ATS

Servee room_Cam2_Cyler

Serverroom_Cam3_VEST

Serverroom_CAMA_PAC
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PTZ CAMERA VIEW-2
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GSS LOCATION CONTROL ROOM FIXED CAMERA VIEW
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TANTRANSCO PRESENTATION OF ITS IMPLEMENTATION OF
ITS MPLS-TP BASED OT COMMUNICATION SYSTEM
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Dt : 11-03-2024

5TH MPLS JC Presentation. 11-03-2024 1



Introduction:

* TANTRANSCO has a vast network of grid substations ranging from 110KV , 230KV , 400KV, 765KV

quantifying to 200+ nodes of communication equipments.

* Comprises 100+ SDH, PDH and recently 40+ Hybrid and 10+ MPLS-TP FOTE equipments apart

from Legacy PLCC equipments for voice,Data and tele-protection applications.

HYBRID ABB /HITACHI (FOX615)

MPLS-TP ABB/HITACHI (FOX 605)

5TH MPLS JC Presentation. 11-03-2024



Adoption of modern tech:

* Adoption of modern technology is to be exercised with caution and at the same

time seamless migration to modern technologies avoiding major risks in migration
process.

* Security, reliability, maintainability of communication network is of importance.

* Hence the adoption of MPLS-TP technology is by gradual basis by deploying

hybrid equipments that support concurrent communications over MPL-TP and SDH
network.

* MPLS-TP is more characteristic of the Transmission utility applications in terms of
network deisgn, deterministic communication, N/W management etc.



Technology

Bandwidth Efficiency

Product and service
support

Inventory

Other features

TANTRANSCO- Key Reasons for Adoption of MPLS-TP

Obseleteness

Not optimised as TDM based

Waning availability of vendors.

Inventory of hardware is high leading to
higher cost of inventory due to various
types of legacy interfaces for voice, tele-

protection, Data applications.

Aspects/ Criteria _ Modern technology (MPLS-TP)

Investment protection necessitates to adopt modern technology
instead of obsolete technology.
At the same time suitable for power utility application.

Optimised as packet based

Growing availability of vendors.

Inventory of hardware is optimised since most of applications are
migrating to ethernet based interface

Tele-protection : External / Builtin are ethernet based

Data : Ethernet based protocols such as 104, C37.94 etc.,
Voice comm.: VoIP is ethernet based

CCTV : Video (Future) PoE+ based

QoS,Priority tagging of traffic data etc.
Retains SDH flavour suited for power utilities in respect of
Deterministic time for Tele-prot, User defined network path definition

BFD prot switching < 50ms etc.



TANTRANSCO - MIGRATION FROM SDH NETWORK TO MPLS-TP NETWORK
USING HYBRID NODES & STANDALONE MPLS-TP NODES

Grid Map of Tamil Nadu . The Project — 400 Kv Ottapida ram
w“ e F""‘ ﬂf jfm as * Migration of TDM based legacy application for OT
= 10 KR ‘0_‘,"* Qq./wmver network with Hybrid FOTE over 230 KV above and

e \R;if“‘:* -;’Oi‘:,;:%& MPLS-TP for 110 KV S/S

f Hf: i f / ‘HJU”DA!‘ %HARA MANI . . .

| T‘W“C“‘\i. I i :fi‘t}zm * Converge multiple applications, Data (IEC 60870-5-

[ 0 o T M AN 104 & 101) Differential & Distance Teleprotection on

HU@MT&N \\ -4 ,_/F:\_,’;?L;SS&HERRY the same infrastructure
B I ‘ 2 UPTRALY SBAHOOR
/ ~/“\), .,.,JQ%L:?'SEEE « Simplify management of legacy and packet networks
. \‘.‘”—/ METTUR TURINE 2@. {-\ T RS ,
Tantransco, India Gt T o FAES Proposed solution
Hybrid FOTE solution is *N{“.«uurm "*"'.z%.Uﬁ;f’:;Uf,“"L'{,; o “,; bALAIGUD FOX615 Hybrid Multiservice platform Transport:
implemented in our mission ‘\m *JﬂirLfo"ur?ff“A ' IL .s;wx?% 5 "T PAALIL 1G/10GbE Hybrid & MPLS-TP- capable
iy g . W/ ALUNICHANPATTY | RICH [
critical communication network Py AD U Bl \ - Ethernet IEC 60870-5-104 & IEC 60870-5-101 data.
migrating the legacy Time- A e wusieer] [ 7 Sy T s
A : . I§-§ e i ‘fDu“'?m 5 o KofL"_Aﬁc’Fm * Diff ial & Di Tel ion for

Division Multiplexing (TDM) S oo o, Jﬁ 7 ifferentia istance Teleprotection fo

)N e Y il . .. . -
method of transferring signals " lfﬁl.mz};iti:i%fi .,a.lf;pw intertripping application
like Ethernet (IEC 60870-5- | S-S ccnmal, /
104), RTU/SAS on Serial 8 1 | Spmaghpums Benefits

. g iRz D=\ .
V.24/V.28, Distance& ( A -a*”/j?‘ Supie ok * Increased efficiency with a single packet-switched OT
Differential Protection & to a “bé‘fjpg\\‘yp i network
- H - TC EDA]'I Kxur ;na;n‘ » ”
packet-switched (MPLS TP) xﬁ"#uo oo * Single NMS for overall network with all application
technology at Tamil Nadu TOT'P“} _,,,ff’ A s . . .
b . \ el including teleprotection.

Transmission Corporation. Vg '5’5““_‘.“

'-:“‘*:L‘if‘*’“”' goerin * Ensured high availability during a complex migration




No legacy circuits

Migration path from TDM to packet in the power utility operational network

Migrating from SDH where
legacy has mostly disappeared

Packet

Extensive packet capability

Extensive legacy interfaces Ethernet Provisioning

over MPLS, Native

-
k Packet IP/Ethernet Network
Moderate packet capability Packet
Extensive legacy interfaces > - < TDM Pseudowire
Emulation over MPLS-TP
TDM
J

Only legacy circuits
GbE over fiber or wavelength
Hybrid Platforms
SDH/ Ethernet/ MPLS
Separate Packet Core

ITU-T OTN
Ethernet over

SDH/SONET
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Hybrid Equipment : (Typical Configuration details)

HITACHI (Formerly ABB) FOX 615 with cross connect multiplexer, dual power supply cards & control cards, 4 port circuit emulation

card to support min. 16 E1s, tributary cards & other hardware accessories including subracks, patch cords,DDFetc.,

For SDH Interface:
(i) 4 port STM1/4/16 I/F card- 2nos. (with min.2 STM1/4 & 2 STM4/16 per card )

For MPLS-TP Interface:
 (ii) 4 port x 1G MPLS-TP opt. I/F card-1 no.
* (iii) 4 port x10G MPLS-TP opt.I/F card-1no.

Legacy interfaces:
 (iv) 2/4W, 8 channel E&M card - 1no.
* (v) 8 channel FXO card - 1no.
( vi) 8 channel FXS card - 1 no.
(vii) 4 port serial data I/F card -1 no. (V.11,V.24,V.35 etc.,)
(viii) 8 ch. E1(framed/unframed)card- 2nos.
(ix) 4 ch. Diff. protn interface card-(C37.94 compatible) (Where ever required)

Ethernet ports:
» 8 port 10/100/1000 Mbps ethernet I/F card with L2 switching capacity- 1no.



==K
WL
LAz /s

TANTRANSCO : Productbétails for MPLS-TP Equipments

MPLS-TP Equipment :

HITACHI (Formerly ABB) FOX 605 with redundant supply cards, all cablings, circuit
emulation card & other hardware accessories including subracks, patch cords,DDF etc.

(i) 4 port GE electrical ethernet card ( POE/ PoE+ capable) 1 Gb capacity/port- 1 no.
(ii) 4 port optical SFP interface card ,each port supporting E/FE/GE/STM1 - 1 no.
(iif) 4 ports interface card for E1 framed/ unframed channels -1no.

(iv) 4 port interface card for V.11, V.24, RS 485/ RS 232 etc.,) - 1no.

NMS: HITACHI (Formerly ABB) FOX MAN
NMS main servers at Chennai LDC,
Client machines at Madurai Backup LDC and at Erode Sub-LDC



Visualized Arcihtecture

MPLS-TP

HYBRID
5TH MPLS JC Presentatipn. 11-03-2024 -



TANTRANSCO- BACKBONE
NETWORK FORMATION USING
MPLS-TP AND SDH LINKS

CHENNAI MLDC
(MCC)

SP KOIL

VILLUPURAM

NEYVELI

THIRUVARUR

TRICHY

MADURAI BCC

5™ MPLS JC Presentation. 11-03-2024
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Present Case: MPLS-TP extension
EXISTING SDH NETWORK

&
<

J [ 1 0 L . > e [----- | [EEEEE [
SDH Hybrid MPLS-TP MPLS-TP
Gateway '\ Network Network
B = Extension Extension
SDH
SDH
1 1 ngn SDH

MPLS-TP

=
P SDH SDH HYBRID

Network Management System




Implementation of Distance Teleprotection Scheme & RTU/SAS Data Communication
via MPLS TP of Hvrbid Nodes

r Ottapidaram 400 kV Substation 3 | Kamudhi 400 kv S/s | | Kamudhi 200 kv 575
| FOX-615 | [ FOX-615 | | FOX-615{SDM) |
OX-61 DA SDH-STM 1/4{1+1} :
| i) | 1G MPLS-TP{1+1] ! —{tytetd) | o ;.2 |
fvlupectectonn o3 | X o o o
l ;’Mlntidv Boltiin = Ottapidacam 1 =3 §i N Kamutihi Km“‘som I
T atmpr et ocany P ' P 2 /| 3N Vucﬂ* CPAX ' | '
N2 R?'JV’— : - Hvbrid —— I {Hybrnid)
' e L4y ' ¢ :-_v: \Mapping of Cosp—2> W ixs— EPAX | | L |
- oo Hvbinid to ]l Teepascton o
I , I dd 5 l il =" S M1 Rty I
' FOX-615 | it I g ron {2 Retay | |
L AMybrid) = .
| [EPAX  §arswics vacee + a e e S T 7 Tuticorin ThermalPower Plant |
— AR | Meslavattan 230/ 110KV 575 i | ;
| '———“‘JRTU A S bt 10¢ Duame  DTtADEATAM [ I  FOX-615 | FOX-615 |
IBTU/SAS (R (Hybria) 16 MPLS-TRIL+L) | | (i 1G MPLS TP{1+1) | L (Mybed) Saepos
| (M1 Resayd-" 500 } - — 4 = 4 e rondmil Retay ] |
Yeres wCtvan Tuticonn TPS Teleprotecton
M2 Retavh otection | 7 J = M2 Reda
| SR I | Mesigvattan — ":UUT:'U"-“MI Ree’-av' | I (I brd] AR ‘1—“;‘_-’-‘ '
7 3 pe 2 LAWY O AKX '
I | TPS {Hybrid) e B (VT Retay | | I
' L Saden I
l I 2/ AW e Vo \'.t—‘; CPAX ' I I
S S P S SR OIS R e T e R AP S SR Ny SR SR pe
;" T T KandahPhase<1 | | = T 7 Kundah Phase-tv | Thudiyatur 230/1 10KV 5/5 | EGENDS:
eoxsasiyl | FOX-615 | FOX-615 {SDM) |
| __AMPLS- TP} | | 16 MPLS-TP{1+1) ! __AMPLS-TP} | SDI-STM 1/4i1+1) | : | SOMNODE
o) Thudiyalur
| t a Kuneihy Ph-IV ! Q ok MPLS-TP
KunaahPhd | | {MPLS TP} . 2 | e | NODE
| i :P_.: " Da bt - S D —_—
I RTLJSAS SEaoeymvar] IMPLSTP) | : VPLS Virtually | 101 Beu—g RTU/SAS I l — — — — — — — e
mapped to Lol ’
ALAGARKOIL 230/ 110KV $/5 SAMAYANALLUR 230/110KV S/5 Kinnimangalam 230/110 KV 5/
FOX-615 FOX-615 FOX-615%
{Hybrid] 10G MPLS TP{1+1) _mm:m._f 10G MPLS-TP{1+1} {Mybrid)
Alagar kol - o :
| RTL/SAS b—sc 103 Outo—e ik - Samayanalor ht KSRGS AR RIR-</ <o Voot _EPAX ]
(Hybrad} ayana L Tewprotetion M1 Rel | My tar id) Tedopxotection: ;
EPAX }—J.:'&'u\'yt Voo frturtor MPLS {Ytybrid] Dy LRela =S ENETT — Sidtin -‘__'\n_l_&l_ﬂl]
Node Pass through &P o=tomd 0 gelay| ; | Telemotection_fons oty |
- - MPLE TP Node HBufton = -
MPLS Node $—sc20: Osn—a RTU/SAS |
pe 2 AW e Vacme [PAX
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Hybrid Node
with MPLS_ TP Main Channel & SDH Redundant Channel

FOX-615 FOX-615
(Hybrid) (Hybrid)
ABB
NSD 570 1G MPLS-TP ABB
- NSD 570
DTPC — _ N ¢==m .
[Ethernet — MPLS-TP Thiruvalam 230 o Mosur 230 DiPc
2 EY—STAEA] STM-4 -SDH [Ethernet — MPLS-TP
21 & E1 —STM-4]

E1 Channel Loop Test Time is 5.9 ms
Ethernet Channel Loop Test Time is 3.1 ms

5™ MPLS JC Presentation. 11-03-2024 13



Integrability of Hybrid Node with other SDH Equipment

DCPC
FOX-615 FOX-615 ‘l FOX-615 FOX-615
(Hybrid) 10 G MPLS.TP (Hybrid) 10 G MPLS.TP (Hybrid) (Hybrid)
O X , O Trichy 230 | 10 GMPLS-TP
DR Neyveli 230 | Touvaue VPLS virtually — | Becs
- , 230 - Mapped to - »| MADURAI
STM-16 -SDH STM-16 -SDH EOS STM-16 -SDH
STM-4 -
Tejas Tejas Optical Patch
Kadalangud + ’

5™ MPLS JC Presentation. 11-03-2024
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VOICE Communication based on VOIP between
MPLS-TP connected stations

___Voya_rph_ase____| i____P_aykEFEse____|
FOX-605 FOX-605
(MPLS-TP) | 1G MPLS-TP | (MPLS-TP) | 1G MPLS-TP
. o) . o)
Moyar Ph | e | Paykara Ph | Q
(MPLS-TP)  $—2W Telephony—VoIP Gateway | | (MPLS-TP)  #—2W Telephony—4VoIP Gateway |
$—IEC-101 Data—q RTU/SAS | | +—IEC-101 Data—q RTU/SAS |
- _ |___________1
I Kundah Phase - V | |'_ ~ KundahPhase-vi | |_ "~ sandinellas/s | | |
| FOX-605 FOX-605 FOX-605 |
| (MPLS-TP) | 1G MPLS-TP | (MPLS-TP) | 16 MPLS-TP | (MPLS-TP) |
| Q i | [6) |
| Kundha Ph-V ' | Kundha Ph-VI I I Sandinella
(MPLS-TP) ’-2WTe|ePh°"V#V°|P Gateway | | (MPLS-TP) ’—ZWTelephony{VolP Gateway | | (MPLS-TP) '—ZWTelephonv{VolP Gateway |
&, | b—IEC-101 Data—q RTU/SAS | »—IEC-101 Data—e RTU/SAS | | »—IEC-101 Data—e RTU/SAS |
3 || oo T | L erimis | L peemedimmis
S —_— —_— —_—
© | Kundah Phase - | 1 | Kundah Phase - IV | | Thudiyalur 230/110KV S/S o
FOX-605 | FOX-615 FOX-615 |
| eS| | (Hybrid) | 16mpsTe | (Hybrid) |
Q
! | 1G MPLS-TP | Kundha Ph-IV l = I Thundiyalur |
= o} Hybrid ¢—2W Telephony—e Hybrid p—2W Telephony—\/oIP Gatewa
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TANTRANSCO : EMERGING TRENDS —-TECH SPEC -MPLS-TP Equipments

Power utility Applications MPLS-TP interface

Network management Ethernet based interface
Tele-protection interface Ethernet based interface between DTPC and FOTE
Voice communication Interface Ethernet interface based VolP supports:

- VoIP phone

- VoIP gateway for analog phone interface

Data communication: Ethernet interface based
SCADA : IEC 104 protocol
PMU Data : IEEE C37.94 Protocols
TWFL : Ethernet based exchange of fault data
DR & RAS : Ethernet based DR acquisition and File transfer

CCTV System PoE+ based interface

Significance: The ethernet based power utility applications interface facilitates MPL-TP suitable interface without the need of
legacy interfaces / circuit emulation hardware.
E/N based interface facilitates scope for interoperability with other make MPLS-TP subject to POC verification.



TANTRANSCO : EMERGING TRENDS —TECH SPEC —Grid substations

Redundancy: CPU Modules CPU Modules
Link : 1G/10G MPLS-TP i/f & Link : 1G/10G MPLS-TP i/f modules
STM-4/16 ilf SFP module for 1+1 redundancy
SFP module for 1+1 redundancy Power supply sources
Power supply sources Or
nxE1 ports Module and E/N port for Tele-prot  Device complete replication.
signalling
Tele-protection Main-1 ch through E1-SDH Main-1,Main-2 ch through E/N MPLS-TP
Main-2 ch through E/N MPLS-TP
Voice Legacy 2W/4W FXS,FXO,E&M interface — VolP- MPLS-TP
SDH/ MPLS-TP. Including hotline applications.
VolP- MPLS-TP
Data E/N based protocols — EoS over SDH, E/N — E/N based protocols — MPLS-TP
MPLS-TP
Line diff Prot comm. E1/C37.94 over SDH C37.94 Ckt emulation module —-MPLS-TP

C37.94/ E/N - MPLS-TP
Cyber security Encryption to support standard algorithm like AES 256

Pl.Note: Hardware to be specified for redundancy and for provision for future expansion, cross connect capacity.
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Background

5th Meeting of MPLS Joint Committee was held on 11.03.2024 at CTU office, Gurugram. The
relevant points of minutes of aforementioned meeting is quoted below:

Quote

5(i) Experience of RRVPNL on interoperability of MPLS-TP, MPLS-IP and SDH to be
shared. Field visits to be undertaken by a team of JC members.

5(ii) PoC to be conducted for different makes of MPLS-TP and MPLS-IP equipment on
TANTRANSCO/RRVPNL network within one (1) month to assess/confirm that both the
technologies are suitable for functional requirements of power system with respect to
data, voice and tele protection.

Unquote

It was suggested that these visits will help the members of JC for better understanding of MPLS
system and interoperability of MPLS-TP, MPLS-IP and SDH.

Purpose of the Visit

During the 5th Meeting of MPLS Joint Committee, it was requested to RRVPNL to share the
experience of their MPLS-IP system and their experience on interoperability of MPLS-
TP, MPLS-IP and SDH. RRVPNL agreed for the same. Therefore, a team was constituted
from the MPLS JC members/their nominated members to field visit at RRVPNL system for
experiencing the MPLS system of RRVPNL. List of members for the RRVPNL visit is
attached at Annexure-1.

Location of Visit

Team visited the 400 kV Heerapura substation and witnessed the RVPNL IP/MPLS system at
that substation and STNAMS (Smart Transmission Network and Asset Management System)
control centre (Heerapura) along with functioning of SCADA/ PMU data over MPLS.
Moreover, tele-protection (distance) function was also witnessed during the visit. RVPNL
demonstrated features of their STNAMS system under which they have implemented MPLS-
IP based communication among 3 control centres and 535 stations. The Power Map of
RRVPNL is attached at Annexure-I1.



Brief Summary of RVPNL STNAMS System:

PROJECT PROFILE & BACKGROUND INFORMATION

The RVPN is responsible for efficient, stable and safe operation of the transmission grid in the
state. It is mandated to maintain the transmission system availability, Voltage Profile,
Frequency profile and other parameters within the limits as prescribed by the Rajasthan
Electricity Regulatory Commission (Transmission Licensee’s Standards of Performance)
Regulations, 2004 and its subsequent amendments. RVPN is also required to comply with
Rajasthan Electricity Regulatory Commission (Rajasthan Electricity Grid Code) Regulations
2008 and other relevant regulations and operational codes as prescribed time to time by
relevant organisations. With the modern complex smart grids, issues related to Wide Area
Monitoring and Control, Integration of renewable energy, Open Access, Congestion
management, Asset Management etc. have become predominant which requires system
handling on real time basis with visualization, monitoring and data analytic capabilities for
faster control and operations.

The project for the Smart Transmission Network and Asset Management System (STNAMS)
was got approved in the 247th BOD RVPN meeting held on 16.08.2016 and also got 50%
funding from Power System Development Fund (PSDF).

The project consists of following packages:

1. Package-A | SCADA/EMS System that includes field infrastructure (RTUs,
DCUs, PMUs Interfacing/ adaption work at substations) and Main,
Back-Up and Regional Control Centres (Servers, Firewall, Printers,
Ethernet & associated software’s)

2. Package-B | Information and Communication Technology Infrastructure which
includes the data centre (NMS, UCS, VMS, Cyber Security), routers,
switches etc.

3. Package-C | OPGW network which includes OPGW and its associated hardware
accessories, approach cable and Fiber Optic Distribution panel.

Broad Objectives of scheme:
e Visualization and situational awareness of Transmission Grid.

e System for real time monitoring and control of substations and grid.

e Decision support system for maintaining voltage profile and reactive power management.

e Wide area monitoring and protection.

e Accuracy of data for planning studies, forecasting and implementing of required analytics
for decision making.

e (rid security and stability management.

e Remote operation of substations.

e Reliable communication backbone.

Communication backbone package- services/ facilities implemented: Under above

scheme total 14320 Km OPGW cable installed on RVPN transmission line along with




establishment of 3 Nos. Command and Control Centre and installation and commissioning of
terminal equipment at 552 Nos. locations.

e Monitoring: Internet Protocol Camera installed on 220 kV & 400 kV Substations are
operational and Live feed visible at Control Center.

e Network Management System: NMS Implemented and devices and control centers and
substations are monitored through it.

e Cyber- Security Layer: It is implemented at Command-and-Control center and web access/
exchange is being done through Cyber Security Layer

e Unified Call Manager (UCM): VOIP Telephony established between substations through
Voice & Video IP Phones

e RVPN- IP/MPLS Network and Internet Utilization: Vidyut Bhawan/ Other offices and
substations as approved are connected on LAN and using internet bandwidth (500 Mbps
available at Main Command and Control Centre).

e Tele-protection Connectivity: The connectivity tested and to be extended as per requirement
for carrier communication.

e Video Wall and Physical Infrastructure: The video wall and physical infrastructure as per
requirement.

Real Time Data Acquisition System- services/ facilities implemented: Total No. of
substations covered is 535 Nos.

e SCADA/EMS: Installations made at Control Center, presently showing data for 389 Nos.
of substations.

e Remote Operation: Remote operation for command output connected for 389 Nos. of
substation are tested successfully.

e Geographic Mapping/ Line network: Under Integration- Available transmission line co-
ordinates provided.

e DCU/RAS system: Numerical Relays at 378 Nos. of substations connected to control center
and data accessible at Control Center.

e AFAS System: Data accessible for the connected substation and analysis is being carried
out by system for generating various reports.

e WAMS: 14/ 25 PMUs integrated & operational. Remaining integration work is in progress.

e Report Module (Web and Mobile App): Dashboard and Mobile App developed, email
enabled and tested.

e ADMS (Advanced Demand Side Management): Software functionality implemented but to
be made operational based on the logic developed for load shedding and integration of those
substations and completion of cyber security audit.

e Asset Management: Module Developed and made operational for 20 s/s.



5.

Architecture of RVPNL STNAMS System and MPLS Network of RRVPN:

Architecture of RVPNL STNAMS System
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6. Testing of Tele-Protection (Distance):

Details of transmission line for demonstration of tele-protection on MPLS-IP:
a) Line: 220kV Heerapura — SEZ line
b) Line Length: 17.5 Km

c) Details of Relays under test:

220kV Heerapura end 220kV SEZ end
MiCOM P-442 (M1) MiCOM P-442 (M1)
SIEMENS SIPROTEC 7SA52 (M2) | MiCOM P-442 (M2)

d) Tele-protection time (Round Trip): 3 msec.

e) Equipment make/ model:

1. MPLS-I/P CISCO, ASR-903
DWDM CISCO, WOM4CI0KRC

f) SCADA data latency is also tested by ping test and that shall be half of 3ms which comes
to 1.5 ms.

7. Photographs of JC-Team Visit at RVPNL Site:
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8.

Conformities of the visiting team for RVPNL MPLS-IP network:

Sr.No Functions witnessed Observation
1. Applications to Witness in the MPLS System: | Testing of these applications
(a) SCADA were carried out and witnessed
(b) PMU successfully.
(c) VOIP Data communication between
(d) Protection routers was looped back and
tested. VOIP was not tested but it
was functional. Distance
Protection was also witnessed.
2. Round Trip Delay in the Following For SCADA, PMU and distance
Applications: Protection, ping test was carried
(a) SCADA out and total delay (round trip)
(b) PMU was around 3ms. VOIP was not
(c) Distance Protection tested but it was functional.
(d) VOIP
3. Interoperability between SDH, MPLS, and IP | Only MPLS IP network is
Interfaces present and is not connected with
SDH.
4. Maximum Bandwidth supported by the MPLS | Operational BW — 1Gbps
System Designed BW — 10Gbps
5. Tributary Level Study For Distance Protection, E1l
interface is used and for other
applications Ethernet ports are
used.
6. Study of Interfacing Equipment at the Junction | Interfacing not available
of SDH and MPLS-IP
7. 535 Locations are Installed with MPLS in Only MPLS IP.
RVPNL, whether these locations have MPLS
or Hybrid of MPLS-SDH
8. | MPLS Routers: Links, Nodes and locations Main ring is operational on
where they are patched DWDM equipment for long haul
links (up to 80 Km) and is
interconnected with the
STNAMS nodes on 1 Gbps
optical interface with MPLS-IP.
9. Protection Demonstration with information of

following:
(a) Location
(b) Line Length

(a) Location: Heerapura-SEZ
line
(b) Line Length :17.5 Km




9.

(c) Voltage Level
(d) Latency Measurement

(c) Voltage Level : 220kV
(d) Latency Measurement
(round trip)

:3ms

10. | Protection Implementation Through MPLS- MPLS-IP
IP/MPLS-TP/SDH
11. | Interfaces Used in DWDM (E1 or Any Other) | 1 Gbps optical interface.
12. | Remote Control Working Through SDH/IP/TP | Remote control working through
MPLS-IP only.
13. | Integration of State Transmission Network Not Applicable
with State Distribution Network
14. | Integration of ISTS and STUs Network is Only SDH
through MPLS-IP/TP or SDH
15. | AGC Command Through MPLS Not Used

Observations of Visiting Team:

(1)
(i)
(iii)

(iv)

Main ring is made of DWDM network for the long haul links and short haul links are
interconnected between DWDM & IP/MPLS equipment optically.

MPLS-IP and SDH Network are on separate fibers. Thus, ULDC network is working
separately from STNAMS network.

Tele-Protection (distance) is tested successfully through E1 interface of MPLS-IP
network with latency figure of 3ms avg. (round trip). However, differential protection
testing was not available in stations of MPLS-IP network.

SCADA data latency measured by ping test and same is found to be 3 ms avg. (round

trip).



List of Participants witnessed Field at RRVPNL Jaipur Site:

Annexure-I

S.No Officers Name | Designation
CEA-NPC
1. Satyendra Kumar Director (NPC)
2. Ravi Shankar Singh Deputy Director (NPC)
3. Sushil Kr Suman Assistant Director
NRPC
4. Priyanka Patel Manager
CTU
5. T P Verma DGM
POWERGRID
6. Gaurav Awal Chief Manager
NRLDC/GRID-INDIA
7. Paritosh Pathak Manager
RRVPNL
8. V.A Kale SE
9. Narottam Vyas SE Automation




Power Map of RRVPNL

Annexure-I1
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1. Purpose of Field Visit

As per the 5th MPLS Joint Committee Meeting held on 11.03.2024 at CTU office, Gurugram,
following decisions were taken:

MoM point no. 5 (i) Experience of RRVPNL on interoperability of MPLS-TP, MPLS-IP
and SDH to be shared. Field visits to be undertaken by a team of JC
members.

& (ii) PoC to be conducted for different makes of MPLS-TP and MPLS-
IP equipment on TANTRANSCO/RRVPNL network within one (1)
month to assess/confirm that both the technologies are suitable for
functional requirements of power system with respect to data, voice
and tele protection.

In this regard, a Team of officers from CEA-NPC, CTU, Grid India, POWERGRID and KSEB
were formed for TANTRANSCO field visits and witnessing the same.



2. Background

The 5™ Meeting of MPLS Joint Committee was held on 11.03.2024 at CTU office, Gurugram.
As per MoM of this meeting, Field visits were to be carried out by a team of JC members to
get familiarized with the operations, interoperability etc. of the TANTRANSCO MPLS-TP
network, which may be provided as an input for the TOR of NPC Joint Committee.

In this regard, NPC formed a team of members from Joint Committee constituting officers from
CEA, SRPC, CTU, POWERGRID, SRLDC/GRID India, KSEB for field visit at
TANTRANSCO sites. List of officers for the TANTRANSCO visit is attached at Annexure-
L

During the team visit, TANTRANSCO’s MPLS-TP system with a communication link between
Pullinathope 400/230KV GIS S/s and Sriperumbudur 400/230/110KV AIS S/s was selected
for demonstration of MPLS-TP FOTE with Voice, Data and Tele-protection application.

3. Grid network of TANTRANSCO:

TANTRANSCO has its own independent Operation technology (OT) communication network
for Transmission of Substation data to SLDC for Grid control and further to SRPC, Monitoring
of Grid network, application of tele-protection in the feeders, implementation of special
protection schemes, Interstate transmission network, Data communication towards Load
dispatch centres for real time grid monitoring and management, REMC, Voice communication
including hotline communication etc. This OT communication network is functioning using
the Optical Power grounded wire network (OPGW) along transmission lines and underground
Fibre optic cable network of TANTRANSCO (UGFOC) connected between the substations
with Fibre Optic Terminal Equipment (FOTEs) to facilitate the independent communication
system. Such independent network will provide a robust and reliable communication system
during normal times and during natural calamity. All the real time data from Grid Connected
substations are communicated to the SLDC through the Optical fibre ground wire /UG FOC
and Fibre optical terminal equipment available in the Substations. The OT data from the FOTE
is sent through ICCP to SRPC via Ethernet.

A. TANTRANSCO Communication Network:

TANTRANSCO operation technology communication network is made of Fibre optic medium
based connectivity with SDH based technology for Voice, Data and Tele-protection
applications with Uplink rate of upto STM-1/4. The FO communication network encompasses
230KV, 400KV and upto 765K Vsubstations with currently about 200 nodes.

The FOTE equipment of following make are available in TANTRANSCO network.
Hitachi (Formerly ABB) make FOX series (SDH; Hybrid equipment (SDH & MPLS-TP)

TEJAS Make 1400 (SDH) FIBCOM make (SDH) SIEMENS make (Hybrid (SDH & MPLS-
TP); MPLS-TP) to be commissioned.



B. Current applications include :

a) Digital Tele-protection signalling with standalone Tele-protection device of E1 interface
as well as Tele-protection interface built in the SDH FOTE.

b)Voice communication based on Analog communication exchanges networked through
SDH FOTEs.

c) Data communication for SCADA based on serial based IEC 101 protocol and Ethernet
based IEC 104 protocol communicating to LDC thorough SDH FOTEs.

Apart from the FO based digital communication, significant number of substations and
transmission lines from 230kv and above voltage level are provided with PLCC based carrier
communication scheme for data transmission to LDC through DCPC, Tele-protection using
analog protection couplers and PLCC based voice communication system with associated
analog EPAX.

C. Digital Communication Technology:

Taking into account of the market trend of available OEMs of FOTE equipment and the
seminars/ conference participated by OEMs of FOTE equipment, it is noticed that SDH
technology is going to become obsolete and that MPLS based technologies are going to prevail
for FOTE communications equipment for power utility applications.

The recent CIGRE green book (D2 working group edition), states that the next level
transformation of fibre optic end terminal equipment in power utilities will be from SDH
technology to MPLS-TP technology.

In this regard, TANTRANSCO has planned for smooth migration of the FO based
communication network for TANTRANSCO Grid Operation from SDH based technology to
MPLS-TP based technology by adopting combination of hybrid technology FOTE equipment
and MPLS-TP FOTE equipment for integrating the SDH FOTE devices with the MPLS-TP
based devices.

D. MPLS-TP Technology adoption :

An ongoing project awarded to M/s. Hitachi Energy India Ltd (Formerly M/s ABB Power
Products and Systems India Ltd) for supply, erection and commissioning of 34 nos. of Hybrid
FOTE equipment (SDH and MPLS-TP) and 9 nos. of MPLS-TP equipment is under execution
with progressively commissioning of FOTE equipment in nodes.



E. Backbone network:

TRANTRANSCO. TP N . % N

The FO Communication network is being organised in a ring network formation for backbone
communication across the state interconnecting the main LDC, Chennai and the Backup LDC,
Madurai through a chain of nodes of substations. Hybrid equipment are being positioned in the
nodes of the backbone network to form a double ring network for redundancy with one ring on
STM-16 SDH protocol and another ring on 10G MPLS-TP protocol. The nodes are being
progressively commissioned in SDH link and on the MPLS-TP link is being initiated. The
nodes are of 230 kV and above voltage level grid substations with applications comprising
Voice, Data and Tele-protection applications.

F. Voice communication application:

VoIP based communication is being deployed in this project wherein the VoIP phones that are
SIP compatible type in 34 substations connected through Hybrid FOTEs. Hybrid type voice
communication exchanges are provided in certain locations to establish routing of calls. Hybrid
exchange support both analog and VoIP based voice communication wherein the Analog
telephone user can be connected to VoIP telephone user across the state with the exchange to
exchange trunk connectivity. SIP server is provided in the Hybrid exchange. In certain stations
VoIP gateways are installed for connectivity of legacy 2wire/4wire telephone users to VoIP
communication network. In this scheme the analog telephone subscriber can be communicating
with VoIP telephone subscribers through the Hybrid Exchange.



G. Tele-protection signalling:

Tele-protection signalling is being implemented with DTPC to Hybrid interface using E1 and
Ethernet ports wherein E1 signalling transmitted through the STM link and Ethernet signalling
transmitted through the MPLS-TP link of the Hybrid FOTE equipment. The signalling delay is
within satisfactory limit in SDH and MPLS-TP link.

H. Data communication:

SCADA Data of IEC 101/ IEC 104 protocols from substations to the main control centre/ back
up control centre is transmitted through Hybrid FOTEs with suitable serial/Ethernet interface.

I. Management of network:

NMS is being provided by Hitachi to manage and monitor the Hybrid FOTEs and MPLS-TP
FOTESs being installed in the ongoing project. The Hitachi FOXMAN NMS also facilitates to
establish management channel access from the NMS to the Hitachi make MPLS-TP device
through the Hitachi make Hybrid FOTE:s.

J. Integration of nodes other than backbone nodes:

Substations that are on SDH FOTE are being integrated to the backbone network through the
SDH interface of the Hybrid equipment as and when the OPGW connectivity is established.
Substations that are on MPLS-TP FOTE are being integrated to the backbone network through
the MPLS-TP interface of the Hybrid equipment as and when the OPGW connectivity is
established. This approach facilitates gradual and smooth integration of the SDH and MPLS-
TP FOTEs into the existing communication network of TANTRANSCO.

K. Time synchronisation:

GPS with SNTP and PTP time synchronisation signalling is being installed in the LDC,
Chennai for communication network time synchronisation.



. Applications tested at TANTRANSCO Site:

Equipment Pullinathope Sriperumbudur Communication Link
400/230KV GIS SS 400/230/110 KV AIS
FOTE Hybrid FOTE Hybrid FOTE SDH : STM-4
Equipment FOX615 FOX615 MPLS-TP:10G
Telephone VoIP Phone VoIP Phone Configured for
2Mbps port speed

Tele-protection

NSD570 El (2Mbps)
interface and Ethernet
(10Mbps) interface

NSD570 El (2Mbps)
interface and Ethernet
(10Mbps) interface

Command transmission
time between DTPC to
DTPC- 5.6 ms over
SDH Link and 3.24 ms
over MPLS-TP link

SCADA Data

IEC 104 to LDC over
MPLS-TP link

Ethernet data

Ethernet frames @ 100
Mbs were sent using
Ethernet Test device.
Through put, Latency
and Frame loss were

tested as mentioned
below:

Through put : 100%
successful.

Frame loss: 0%
Latency : 1.3 ms

e  SNTP was used for time synchronisation.




5. Photographs of Visiting Team at TANTRANSCO Site:
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6. Conformities of the visiting team for TANTRANSCO MPLS-TP network:

(a) Tele-Protection
(b) SCADA
(c) VOIP

Sr. Functions witnessed Observation
No.
1. Applications to witness in the MPLS System: | Testing of these application were

carried out and the same were
witnessed successfully.

For Tele-protection:

Transmission time between DTPC
to DTPC- 5.6 ms over SDH Link
and 3.24 ms over MPLS-TP link.

For SCADA Data :

Ethernet frames @ 100 Mbs were
sent using Ethernet Test device.
Throughput, Latency and Frame




loss were tested as mentioned
below:

Throughput: 100% successful.
Latency : 1.3 ms

Frame loss: 0%

For VOIP Connectivity :

VOIP connectivity tested by calling
different stations over MPLS-TP
and the same was working
satisfactory.

Interoperability between SDH, MPLS, and IP
Interfaces

Hybrid equipment are used in the
nodes of the backbone network to
form a double ring network for
redundancy with one ring on STM-
16 SDH protocol and another ring
on 10G MPLS-TP protocol.

Maximum Bandwidth supported by the
MPLS System

10Gbps

Tributary Level Study

For Distance Protection, E1 and
Ethernet interfaces are used; and for
other applications, Ethernet ports
are used.

Protection Demonstration with information of
following:

(a) Location and Substation Name:
(b) Line Length

(c) Voltage Level

(d) Latency Measurement

(a) Location: Pullinathope
400/230KV  GIS S/s  and
Sriperumbudur 400/230/110 KV
AIS S/s.

(b) Line Length  between
substations : 75 Km (fiber length)
(c) Voltage Level : 230 kV
(d)Latency Measurement : 3.24ms
over MPLS-TP link

Protection Implementation Through MPLS-
IP/MPLS-TP/SDH

E1 over SDH network and backup
protection over MPLS-TP with
Ethernet interface.

Integration of ISTS and STUs Network is
through MPLS-IP/TP or SDH

Through SDH




7. Observations of Visiting Team

(1) Hybrid equipment are used in the nodes of the backbone network to form a double ring
network for redundancy with one ring on STM-16 SDH protocol and another ring on
10G MPLS-TP protocol.

(i) Tele-Protection (distance) is tested successfully through MPLS-TP over Ethernet
interface of MPLS-TP network with latency figure of 3.24ms. However, differential
protection testing was not available over IEEE C37.94 interface.

(iii) SCADA data latency was measured by Ethernet frames ping test and the same was
found to be 1.3 ms.
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8. List of Participants: Field Visit at TANTRANSCO Chennai Site:

S. No. \ Name of the Officials \ Designation
NPC, CEA
1. Shri Himanshu Lal Dy. Director NPC
2. Shri Nikul Rohin Asst. Director NPC
CTU
3. | Shri T P Verma | DGM
POWERGRID
4. ‘ Smt. Shyama Kumari ‘ Sr. DGM
SRLDC/GRID-INDIA
5. ‘ Shri T R Ganesh ‘ CGM
KSEB
6. ‘ Shri Rafeeque KP ‘ SE
TANTRANSCO
7. Shri S. Kannika Parameshwari | CE P&C
8. Shri K N Srinivasan EE
9. Smt. C DEEPA AEE

Kk hk



Annexure-XI|

Minutes of Meeting Regarding POC details finalization at TANTRANSCO held on 27th
May 2024 in Virtual Mode

The Meeting Regarding POC details finalization on MPLS network of TANTRANSCO held
on 27.05.2024 through virtual mode (MS-Teams). The list of participants is attached at
Annexure-1.

Sr.GM (CTU) welcomed all the participants at the meeting and thanked TANTRANSCO for
their supportive gesture during field visit of NPC-JC Team at their sites.
CTU proceeded with the agenda items as mentioned below.

Agenda of the Meeting

1. Finalization of POC network by integrating TANTRANSCO operational network with
the different make/technology equipment of the prospect vendors.
2. POC implementation and witnessing schedule.

Deliberations:

CTU stated that POC regarding interoperability and witnessing of POC shall be planned
accordingly subsequent to the field visit at TANTRANSCO. CTU shared a proposed POC
network diagram (attached at Annexure-II). TANTRANSCO stated that their MPLS -TP ring
is under construction and point to point integration of nodes shall be taken up for POC. Same
was demonstrated during the TANTRANSCO MPLS-TP network. CTU agreed that only spare
(dark) fiber shall be utilised for POC.

In the said diagram TANTRANSCO MPLS-TP ring is shown, which is proposed to be
connected from a suitable node of TANTRANSCO MPLS-TP (make HITACHI)with MPLS-
TP equipment (makes GE/BELDEN) placed at another node of the said ring. Finally MPLS-IP
equipment (makes CISCO & NOKIA) shall also be integrated with the above mentioned node
as shown in diagram. TANTRANSCO suggested that since their MPLS-TP ring is also
connected with the SDH ring, so that the data communication can be demonstrated through
SDH -TP(1)-TP(2/3)-IP(1/2). TANTRASNCO informed about the data applications to be
tested in the POC shall be applications like Data (SCADA), Voice (VOIP), Tele-
Protection(C37.94 / El/Ethernet). CTU further clarified that Tele protection shall be
demonstrated for both Distance as well as Differential.

CTU requested TANTRASNCO that for establishing above network 3 nodes of their
operational network shall be required for the proposed POC for the interoperability of data
communication. CTU further stated that spare ports alongwith spare fiber pair/s shall be
required for this purpose which shall be coordinated by TANTRANSCO alongwith the 3 nodes
required as above.

CTU asked the prospective bidders participating the proposed POC about the provision of
MPLS equipment & protection equipment including desired interfaces for the same.

BELDEN replied that their equipment has 1G interface and they have already tested
interoperability with Hitachi FOX system. They also stated that their equipment supports more



than 100 Km distance between two successive nodes. BELDEN agreed to conduct
interoperability test on TANTRANSCO network.

NOKIA stated that 1G interface connections can be established with MPLS-TP at other node
with their MPLS -IP equipment. CISCO also agreed for proposed POC.

GE could not attend the meeting due to unavoidable circumstances. However, they have
confirmed integration of their equipment as desired for the proposed POC during the visit of
NPC-JC Team at TANTRANSCO.

TANTRANSCO further stated that they will check and inform the distances between the nodes
of the MPLS-TP network after the finalization of the three nodes for POC. However, they
informed that these distance are in the order of 30-40 Kms.

HITACHI stated that based on the information of link distances, power budget calculation shall
be done, once the nodes are finalised.

POWERGRID suggested that SDH equipment shall be integrated with 2 MPLS-TP equipment,
one at either side of SDH equipment. TANTRANCSO clarified that SDH cannot Communicate
with MPLS-TP due to protocol mismatch, data of SDH needs to be extracted and provided to
MPLS-TP for communication. CTU advised that TANTRANSCO shall provide the application
data at the input of SDH equipment which shall be connected optically with their MPLS-TP
equipment.

TANTRANSCO requested vendors to come along with all the required equipment including
interfaces and main test equipment. CTU stated that for tele-protection C37.94/E1/ethernet
interfaces shall be used. TANTRANSCO replied that for their ongoing project they have to
check for C37.94 interface otherwise OEMs have to bring their own tele-protection equipment.
BELDEN stated that their equipment has card which have both C37.94 and E1 interface. CTU
stated that to make POC successful all the bidders participating in the POC shall be
coordinating with TANTRANSCO and HITACHI for all the equipment/interfaces/test
equipment etc. and shall deploy their teams to integrate the POC network.

CTU stated that for VoIP testing purpose 3 VoIP phones at station nodes 1,2&3 are required
and for tele protection testing tele-protection equipment with C37.94 and ethernet interface are
required at station 2&3 and SCADA data may be tested at station 1. TANTRANSCO stated
that they shall provide the VoIP phones as required and for remaining items shall share the
details.

TANTRANSCO stated that they are using master node from control centre for time
synchronisation TANTRANSCO enquired the OEMs, how the time synchronisation of
different make IP/TP equipment shall be achieved. CTU stated that all OEMs shall mention
this aspect in their test plans.

CTU clarified that all the POC expenses shall be borne by the OEMs.

CTU asked vendors to prepare a base test plan beforehand so that same shall be modified in
accordance with test plan shared by TANTRANSCO.



Following points are agreed in the meeting for the said POC:

1.

TANTRANSCO to provide suitable 3 node of their MPLS-TP network alongwith
technical details within a week.

Subsequent to information received from TANTRANSCO , all OEMs shall submit their
Test Plans accordingly within 3 days .

Detail logistics plan for all the requirement at TANTRANSCO sites to be provided by
each OEM for the POC.

CTU/TANTRANSCO shall prepare the schedule of witnessing the POC by JC Team.
All the POC expenses shall be borne by the OEMs.
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List of Participants
Sr.N | Participant Designation Mobile No. Email-Id
0
CTU
1. | Sh. H.S. Sr.GM 9599291535 hsk@powergrid.in
Kaushal
2. | Sh. Tej DGM 9650598191 tejprakash@powergrid.in
Prakash Verma
3. | Sh. Prakhar Engineer 8953109167 | prakharpathak321@powergrid.i
Pathak n
POWERGRID
4. | Ms. Shyama Sr. DGM 9873918459 Shyama@powergrid.in
Kumari
TANTRANSCO
5. | Sh.K N EE 9445396708 eeepc3@tnebnet.org
Srinivasan
6. C DEEPA AEE 9445867862 aee2scadamdu@tnebnet.org
HITACHI
7. | Sh. Yogendra Associate 9987615561 | yogendra.v.patwardhan@hitachi
Patwardhan Sales energy.com
Director
BELDEN
8. | Sh. Pavan Sr Manager 8826796214 pavan.yadav@belden.com
Kumar Yadav
9. | Sh. Gaurav Sr. Solutions | 8097885286 gaurav.shanbhag@belden.com
Shanbhag Consultant
NOKIA
10. Sh. Sameer Regional 9833310249 sameer.deo@nokia.com
Deo Sales Lead
West &
South
CISCO
I1. Sh. Head 9899278039 ssrivasa(@cisco.com
Saurabh Kr. Utilities
Srivastava
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Salient points of online meeting held on 21.06.2024 regarding Vendors MPLS POC
Plan

1. The topology was again explained as linear constituting 3 nodes of TANTRANSCO
n/w as already communicated. Termination point can be the last Node -3 or it
may be looped back at Node-3 and tested at Node-1. Further at Node-2, MPLS TP
equipment of BELDEN and GE can be connected together followed by MPLS IP
equipment of NOKIA and CISCO at Node-3.

2. There is no existing ring of TANTRANSCO available for POC.

3. PoC shall be like a test bench setup in real field conditions, equipment shall be
placed on the tabletop and connected with dark fibers/wires and no space in the
existing racks of TANTRANSCO is required.

4. At Station-1 TANTRANSCO shall provide Hybrid equipment which shall support
both SDH and MPLS-TP and fiber length between Station-1 & Station-2 is 30 Km
between Station-2& Station-3 fiber length is 50 Km and Two sets of dark fiber
shall be provided by TANTRANSCO for redundancy testing.

5. DC source shall be provided by TANTRANSCO.

6. Vendors coordinate among each other to make the equipment of different OEMs
to communicate with each other.

7. Amplifiers are not required for the above-mentioned fiber lengths. However, if
required shall be arranged by the Vendors.

8. Site survey (if required) for accessing the BoQ and other items associating the
POC shall be arranged by vendors.

9. Testing shall be done in two main categories

a. Ethernet based testing for all type of data (SCADA, PMU, VOIP & Ethernet
based protection) applications.
b. Non ethernet based testingi.e. Teleprotection with E1 and C37.94.

10. TANTRANSCO to provide the DPC (Digital Tele-protection Coupler) for PoC at all
the 3 nodes alongwith relays. However, differential Tele protection equipment
shall be provided by vendors and cards for Tele-protection using C37.94 shall be
provided by M/s Hitachi at all the 3 nodes. Line Differential relays shall be
provided by GE/BELDEN at all the 3 nodes

11.VOIP phones at all three nodes will be provided TANTRANSCO for testing, patch
cords to be provided by vendors for integration.

12. Data communication (SCADA, PMU etc.) shall be tested emanating from Node-1
onwards.

13. Formal letter shall be given to all vendors for logistics by TANTRANSCO/CTU (if
required). Site permission shall be given by TANTRANSCO for vendor’s
equipment for POC and testing on returnable basis.

14. Local transportation and technicians shall be arranged by respective vendors.



15. Interconnection block diagram and wiring diagram to be provided by vendors to
TANTRANSCO and CTU. TANTRANSCO shall help in wiring if required by the
vendors.

16. Revised Test Plan to be provided by MPLS Vendors at the earliest.
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::TAMILNADU TRANSMISSION CORPORATION LIMITED::

(By email)
From: To:
Er. S. Kannika Parameswari, M.E., M/s.GE T&D India Limited,Noida.
Chief Engineer /Protection and M/s.BELDEN India Pvt Ltd,Bengaluru.
Communication, M/s.Nokia Solutions and Networks India
IInd Floor, TANTRANSCO building, Private Limited. Gurgaon.
144, Anna Salai, Chennai -2 M/s.CISCO Systems,Newdelhi.

M/s.Hitachi Energy India Limited, Bengaluru.

Lr.No: CE/P&C/SE/D/COMMN/EE/EPC-3/F.ISTS/DA029/24 DT 04.07.2024
Sir,

Sub:  TANTRANSCO-ISTS - JC for MPLS — PoC-MPLS interoperability Testing
between different make (OEM) equipment’s at TANTRANSCO’s Substations
— Regarding. :

Ref: 1. MOM redarding POC details finalization at TANTRANSCO held on 27
May 2024 in Virtual Mode
2. Lr.No: CE/P&C/SE/D/COM/EPC-3/F.ISTS/D.2673/24 Dt 07.06.2024
3.MoM of MPLS JC VC meeting on 21.06.2024.
4. CTUIL Email dt 26.06.2024 and 01.07.2024

XKk

With reference to the above, the joint committee on MPLS formed by NPC has
invited OEMs of different make MPLS FOTE for carrying out the Proof of Concept test
for interoperability of MPLS FOTE between different make OEMs for Power utility
application as per latest MoM dt 21.06.2024.

As per the MOM cited first above, TANTRANSCO has to provide the sites for

conducting the POC test for which the following Substations are allocated by
TANTRANSCO:



1. Korattur 230/110 kV Substation.

i

2. Sriperumbuthur 400/230/100 kV Substation.

3. Kanchipuram 230/110 kV Substation.

The OEMs of Fiber optic terminal equipment have to provide their MPLS FOTE
equipments at Sriperumbuthur 400/230/100 kV Substation and Kanchipuram 230/110
kV Substation as per the scheme drawing proposed in ref.1 cited above in order to
conduct the POC. At Korattur 230/110 kV Substation TANTRANSCO's FOX 615 Hybrid
FOTE is available for MPLS —TP for establishing communication for PoC test with

equipments at other two sites.

In this regard the shipping address for shipment of equipments for POC is as

follows:

V,:SjI,N“o__ Name of the SS -
1. Korattur 230/110 kV SS

_ i | Email: eecktr@tnebnet.org
2. Sriperumbuthur 400/230/100 kV SS

_| Shipment address

Executive Engineer

Operation/ 230 KV Korattur SS,
TANTRANSCO / TNEB,
Korattur, Chennai - 600 080
Cell: 9445850404

Executive Engineer/Operation,
Sriperumbuthur 400/230/100 kV SS
/TANTRANSCO

NH 48 Bangalore Highway,
Pennalulr,

Sriperumbuthur -602105

Cell: 9445850470

Email: eeospr@tnebnet.org

3. | 230KV Kanchipuram SS

Executive Engineer/Operation,

230KV Kanchipuram SS/

TANTRANSCO LTD

18, Ariyaperumbakkam Village,
Krishnapuram Post( Via Baluchettychatram)
Kanchipuram-631 551

*Cell: 9499050181

Email: eeoarpkm@tnebnet.org

The concerned OEM of FOTE équipments shall arrange for unloading andrshifting of

materials to Communication equipment room at TANTRANSCO site. The shipping




-3-
address is provided for facilitating shipping of materials for PoC testing purpose only
and shall not be billed to TANTRANSCO as this letter is not for procurement of materials
by TANTRANSCO to the addresses of this letter.

It is hereby intimated that TANTRANSCO shall not bear any financial liability for
the materials brought by the OEM at TANTRANSCO's sites for the subject POC.

The OEM of FOTE equipment who are participating in the subject POC shall
ensure to avoid damages to men and materials of TANTRANSCO and ensure safety
precautions and practices at TANTRANSCO’s sites as per prevailing rules and
regulations. |

The materials brought for PoC testing shall be arranged to be removed from site
by respective OEM after completion of PoC testing.

This office shall be intimated on shipping of materials and on removal from site
of OEM for subject PoC testing.

Site activity by OEM team shall be carried out with intimation to the concerned
EE/Operation and EE/P&C of TANTRANSCO.

A1 Ufes 75)"
Chief Englneer}‘?‘}j

Copy submitted to the Managing Director, TANTRANSCO. For information please.
Copy to the Chief Engineer/System operation,Chennai. For information please.
Copy communicated to M/s.CTUIL

Copy to the Superintending Engineers/Operation/ Sriperumbudur,Chennai-North.
Copy to Superintending Engineer /P&C/Chennai. The site activity of OEM shall be
supervised by concerned P&C engineer during installation and testing of PoC.
Copy to the Executive Engineers/Operation,Korattur,Sriperumbudur,Kanchipuram.
Copy to the Executive Engineers/P&C/Korattur and Sriperumbudur.






Annexure-XIV

Proposed POC details at TANTRANSCO

This is with reference to visit of JC — NPC at Chennai for witnessing TANTRANSCO MPLS
network and the MoM of online meeting dtd.27.05.24 wherein it was decided that
TANTRANSCO to provide the nodes details for POC purpose and MPLS OEMs to provide
their TEST plan thereafter. The TEST plan shall include data communication of the following
applications:

1. SCADA
2. PMU

3. VOIP

4. Protection

a. Distance Protection using DTPC (with E1 and Ethernet interface)
b. Differential Protection using C37.94

CTUIL has received the inputs from TANTRANSCO for the 3 nodes offered for POC which
is as under:

Digital Tele-protection communication equipment (DTPC) (Hitachi NSD570) with E1 and
Ethernet interfaces shall be provided by TANTRANSCO at three stations for PoC testing
purpose only.

Station-1: Korattur230KV SS / Korattur 400/230-110KYV SS in the premises of Korattur
230KV Ss in Chennai. TANTRANSCO Hybrid Hitachi make FOX615 Equipment will be
available for PoC testing towards station-2.

TANTRANSCO Hybrid FOTE Equipment (Hitachi make FOX615) will be available at
Station-1 for PoC testing towards Station-2. Site engineer of M/s. HEIL for carrying out PoC
testing and all necessary accessories, cards, cables etc. for PoC testing is to be

provided by M/s. Hitachi Energy India Ltd (M/s HEIL). Besides above C37.94 interface and
Differential Relay shall also be provided by HEIL for POC at Station-1.

TANTRANSCO concerned P&C Officer will supervise the operation at Station-1 end.

Station-2: Sriperumbudur 400/230-1 10KV SS in Kanchipuram district approximately
35km from Chennai. MPLS-TP Equipment of GE/BELDEN OEMS are envisaged to

placed for PoC testing. Besides above C37.94 interface and suitable Differential Relay shall
also be provided by GE/BELDEN for POC at Station-2.

Station-3: Kanchipuram 230-110KV SS in Kanchipuram district approximately 74km
from Chennai. IP/MPLS Equipment of Nokia/CISCO OEMS are envisaged to be placed

for PoC testing. Besides above C37.94 interface and suitable Differential Relay shall also be
provided by NOKIA/CISCO for POC at Station-3.

Between station-2 and station-3 OPGVW dark fiber connectivity till FODP will be

provided by TANTRANSCO, all other necessary arrangements, materials, patch

cables, SFPs etc., test equipment and instruments shall be provided by OEMS /Suppliers
participating in PoC. ).






Annexure-XIV (A)

Minutes of the 7" MPLS Joint Committee Meeting held in virtual mode on
20.12.2024

The 7" Meeting of Joint Committee (JC) constituted by NPC was held on 20.12.2024 through
virtual mode to discuss and recommend the “Introduction of MPLS technology in ISTS
Communication System”.

The list of participants is attached at Annexure-I.

Sr. General Manager (CTU) welcomed all the participants at the meeting and proceeded with
the agenda items. The summary of discussions is mentioned below:

CTU explained briefly about the agenda points for the 7™ meeting to the JC as under:

e Proposed recommendation for migration methodology for new/upcoming ISTS nodes
into MPLS TP/IP.
e Discussion on the Draft Report circulated by CTU.

Presentation shared by CTU is attached at Annexure-II.

CTU explained that as proposed in the draft report MPLS TP/IP network can be integrated with
legacy SDH network with hybrid or any intermediate interface supporting SDH technology.
CTU proposed a MPLS TP isolated network connecting all the control centres that runs on
separate fiber pairs alongside with the existing SDH network for connecting the backup
channels initially. Every upcoming node to be connected to the ISTS network shall have to
connect the main channel to the SDH ring and backup channel with the MPLS TP ring. The
traffic migration on regional basis from SDH to MPLS shall be done gradually by shifting the
main channels of the connected nodes to the MPLS TP ring as and when they are required to
be replaced.

CTU further gave a presentation for the various scenarios that may arise when a new ISTS
node with either MPLS TP or MPLS IP is to be connected with the existing network. The
scenarios are mentioned as under:

New ISTS Node type Existing Node/CC for Comment
integration

MPLS IP SDH New MPLS to legacy
network link

MPLS TP SDH New MPLS to legacy
network link

MPLS IP MPLS TP New MPLS to MPLS
network link

MPLS TP MPLS IP New MPLS to MPLS
network link

MPLS IP Control Centre (CC) Radial connectivity

MPLS TP Control Centre (CC) Radial connectivity




Deliberation

1.

TANTRANSCO stated that the methodology shown by CTU is not 1+1 protection
configuration and it is independent parallel communication instead. To bring MPLS
ring in function, we shall require 4 fibres because within MPLS we must enable 1+1
protection channel. CTU replied that the ISTS communication network is already
designed in 2+2 channel philosophy i.e. all nodes are reporting to their control centres
2 main and 2 backup channels. In view of this the further redundancy shall not be
required.

ERLDC expressed their concerns regarding cyber security requirement with NCIIPC
consent. CTU explained that security for both MPLS TP and MPLS IP shall be ensured
as per CEA Cyber Security Guidelines 2021. CTU also explained that equipment like
MPLS TP and MPLS IP are communication equipment and Cyber Security regulations
for communication equipment already exist. Moreover, draft cyber security regulations
are also shared by CEA which shall be complied by the MPLS IP/TP vendors.

CTU requested CEA to explain their Cyber Security regulations. CEA stated that their
Cyber Security regulations draft is already published. At present the draft has
stakeholders comments which are being deliberated and after deliberation the draft shall
be notified to the JC. CEA also stated that the roles are very clearly defined in the draft
and there is no equipment wise differentiation, and it is technology agnostic. CTU
further stated that whatever equipment shall be used it must comply the CEA cyber
security guidelines.

CEA asked CTU/implementing agency to ensure that OEMs have their equipment
complied with certification specified in CEA cyber security regulations. In case the
OEMs are not able to comply the requirement fully, they may approach the CEA Cyber
Security division.

TANTRANSCO also stated that various provisions are available for the OEMs in IEC
62443 standard.

CSPTCL raised their concern for the lack of competition for MPLS tender bidding.
CEA asked CSPTCL to write to PCD division or to R&D division of CEA as they are
the nodal agencies responsible to ensure that there is sufficient competition in bidding.
CEA also asked CSPTCL to make a representation and mail the specifications of
tenders and their participation to CEA and seek necessary directions.

POWERGRID stated that at present they have only 6 useable fibres for ULDC purposes
and only 2 of them are spare for contingency situations. So the formation of backup
MPLS ring with separate fibers may not be feasible. CEA stated that in the ongoing
committee of the fiber sharing policy provision is already there for the spare fiber for
the purpose of technology migration. CTU requested CEA to assign 6 fibres as spare
for MPLS in their policy and stated that there is no need to approach CERC as this is
for technology upgradation work. CTU explained that the number of fibres is now
increased to 48 fiber against present 24 fiber requirement and same is also



communicated by CEA to all the utilities by letter dated 22.11.2024. Therefore, in the
upcoming lines there shall be no issue for sparing additional fibers for MPLS
technology migration.

. NRLDC asked for detailed explanation regarding migration from SDH to MPLS e.g.
how many nodes to be covered at first, where will the implementation happen and how
the data will transfer from SDH to MPLS after the implementation of MPLS ring.
NRLDC also mentioned that their system is made up of small regional links and even
in those regional links they have small SLDCs connected, they have a cluster of
networks in contrast to the singular ring network shown by CTU. CEA also added that
the present methodology shown by CTU is very broad and asked for a node specific
migration plan.

CTU clarified that the methodology presented is just a representation of migration on a
broader level for the discussion of JC and their suggestions. Planning at node level shall
require significant time. CTU also requested Grid India and POWERGRID to provide
their comments/views on proposed migration plan to CTU. CEA suggested that
proposed migration shall be done in phased manner starting from a smaller/regional
network.

. NRLDC stated that a seamless network is not possible when combining both MPLS TP
and IP and enquired whether single technology can be selected to have a seamless
network. CTU agreed with NRLDC and added concerns regarding implementing a
mixed MPLS TP and IP network with problems like extraction of MPLS TP/IP channels
from the main payload while going from MPLS TP to IP and vice-versa.

CEA requested KSEBL and TANTRANSCO to share their inputs in respect of the
migration with MPLS as they already have gone ahead with state specific MPLS
networks/tenders.

KSEBL stated that MPLS TP and MPLS IP has already been implemented in some
European countries. KSEBL further stated that both the technology has their limitations
and in some cases even for TP-TP and IP-IP ethernet shall be needed for cross vendor
compatibility. KSEBL gave their view, that MPLS TP and MPLS IP both technologies
are suitable provided it satisfies the functional requirements of the users. KSEBL
suggested in a broader sense that we should not restrict our self with any specific
technology, we should be open to both MPLS TP and MPLS IP and wherever there are
technical constraints based on the issues we can give some preference to some
technology otherwise it should be open to both IP and TP.

ERLDC shared their concerns regarding having a mix of MPLS TP and MPLS IP and
stated that how conversion at every node will be done within ISTS network. With a test
scenario CTU explained, if the main ring is MPLS TP and the new node has IP
technology, then the new node implanter must bear the cost of an additional node to
convert its [P payload to TP payload and then connect that TP node to the main TP ring.



Same methodology can be applied if the main network happens to be MPLS IP and the
new ISTS node is TP.

CTU further stated that the draft report prepared by them suggests an information
highway on MPLS TP as it is more deterministic compared to MPLS IP, however the
new nodes on IP/TP can be connected to this highway suitably. CTU requested the JC
members to give their suggestions in this regard.

CEA NPC suggested that the report shall be equipped with broad technical
specifications for the proposed MPLS system. CTU replied that MPLS system on the
whole shall be considered for migration, however the broad specifications shall
constitute and conform to the functional requirements for the applications being run on
the legacy network.

Conclusion:

1.

POWERGRID and Grid India to provide their comments/views/suggestions as
discussed.

In the next meeting report shall be reviewed in view of the above
comments/views/suggestions.
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Annexure-l| |@—%\

Agenda for 7th
JC Meeting

()

20.12.2024




Chronology

Q 5 July 2023 Q 14 Sep. 2023 Q 17 Oct. 2023 Q 23 Jan. 2024 Q 8 Aug. 2024 Q 21 Oct. 2024 Q 9 Dec. 2024

Agenda taken in JC formed with 2nd JC meeting 4th JC meeting 6th JC Meeting Draft Report of JC Meeting convened

1 1 1 1 1 1 1
1 1 X A 1 1 1 1 3 1
: 13th NPC : nominations, : Presentations by : MPLS-IP POC : Test setup shared : on MPLS circulated : it;1y|\$|||E|Ao;0FroMrlE-c %
: : CTU as Convener : \l)/(l;l(_jSO-IrI:/TP : agreed by C.ISC.O : Locations finalized : :
: : : : N/w to be finalized : : :
1 1 1 i, for POC 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
—_1 ® ® ® ® ® 'Y ® ® o ® ® ® >

3rd JC meeting

1st JC meeting Interoperability

5th JC Meeting Testing

SDH getting obsolete Presentation on alt.

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

: Compatibility with ! tech. MPLS/OEMs/Vendor | Test conducted !

y  JCformed by NPC & UNMS . Assessment of POC Issues ,  between different y  Progress of IC

| nhominations Roadmap of JC , done & new Field visit of RRVPNL | make & different ! deliberated in 15"
1 requested finalized 1 required. & TANTRANSCO 1 technology 1 NPC at Nagpur

o 24 Aug. 2023 O 19 Sep. 2023 o 5 Dec. 2023 o 11 Mar. 2024 o ;(2);:3 Sep. O 14 Nov. 2024




Grid Application Cross OEMs Cross Technology Same OEM & Same
(OEMs of same (TP & IP) Technology IP/TP
technology IP or TP) On MPLS
On MPLS

SCADA on

ethernet only
VOIP on

ethernet only
AMR on

ethernet only

*Tele Protection
(Distance over
Ethernet)

Tele Protection
(Distance over E1)

Tele Protection
(Differential
C37.94)

*This was tested for DTPC with TP (GE)/(BELDEN) to TP (HITACHI). Remaining test were done by pinging on Laptop

Tested only for
MPLS TP
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Proposed Recommendations (under
Draft Report)

MPLS TP/IP network can be integrated with legacy SDH networks with hybrid or any
intermediate interfaces supporting SDH technology.

By adopting a hybrid approach, the transition to packet based MPLS technology can be
achieved without disrupting existing services while maintaining compatibility with existing
infrastructure.

The integration of MPLS with SDH legacy system should also provide full feature support for
adding and dropping SDH tributaries (STM, E1, Ethernet service) on the node.

Focus on OEM Collaboration to resolve the remaining interoperability issues




Proposed Recommendations (under Draft Report) g—.—laﬂ

Training and Skill Gap Personnel Training, Knowledge Transfer, Training and Expertise

OAM Integration UNMS shall be used to integrate the legacy SDH and MPLS TP/IP environments
efficiently.

Redundancy Measures New channels shall be configured in the legacy network to mitigate the disruption in

channel redundancies while migrating from SDH to MPLS environment.

Repeaters optimization An optimization for repeaters is also required to collocate the repeaterless distances of
MPLS environment with the legacy network.

Security Protect both MPLS-TP and MPLS-IP traffic in line with the CEA cyber security
Guidelines 2021
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Proposed Recommendations (under Draft Report)

» 1t is proposed to have a connectivity of all the Control Centers in ring
topology with the more deterministic MPLS TP network alongwith the

existing SDH network.

»Link budget requirements to route the existing data efficiently.

For existing ISTS

N 0O d es »MPLS equipment deployment:
»To substitute the SDH equipment if it has lived the depreciated life (eg 7
years).
» At SDH nodes which are not to be replaced, for add/drop of channels
MPLS TP equipment may be required.

» At all new nodes.
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Proposed Recommendations (under Draft Report)

» Besides nodes covered above, all the existing and new SDH nodes is
proposed to be reviewed and engineered for either MPLS IP or MPLS
TP equipment.

»New node with MPLS IP getting terminated to an intermediate

: MPLS TP node to reach the control center. In this case MPLS IP
FOr U pCOmlng traffic shall be fed in the MPLS TP node via ethernet and further
ISTS nodes transmitted.

»New node with MPLS IP getting terminated directly to control
center. In this case an MPLS IP equipment needs to be provided at the
control center.
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Migration Methodology for Existing ISTS nodes

NRLDC  Existing SDH RING SRLDC

& E—
NLDC/ Proposed MPLS TP RING a\
New Node: WRLDC
MPLS TP ‘

SRLDC\ o s / i

Uo-RLDGs — Control cent
Backup-RLDCs ‘ ontrol centre
MPLS TP RING

NERLDC
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Migration Methodology for new/upcoming ISTS nodes

New node with MPLS IP getting terminated to an intermediate SDH node to reach the control centre

Control centre

MPLS TP MPLS TP

~

New Node ~

MPLS IP

MPLS IP

Legends:
MPLS-TP Pay Load
MPLS-IP Pay Load
SDH Pay Load
Ethernet Service Leve| == == =
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Migration Methodology for new/upcoming ISTS nodes

New node with MPLS TP getting terminated to an intermediate SDH node to reach the control centre

Control centre

New Node
MPLS TP
Legends:

~
MPLS-TP Pay Load

MPLS-IP Pay Load

SDH Pay Load

‘~|
Ethernet Service Leve| = = =

MPLS IP g SDH
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Migration Methodology for new/upcoming ISTS nodes

New node with MPLS IP getting terminated to an intermediate MPLS TP node to reach the control centre

Control centre

MPLS TP MPLS TP MPLS TP

New Node |

MPLS [P MPLS IP

Legends:
MPLS-TP Pay Load
MPLS-IP Pay Load
SDH Pay Load
Ethernet Service Leve| == == =
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Migration Methodology for new/upcoming ISTS nodes

New node with MPLS TP getting terminated to an intermediate MPLS IP node to reach the control centre

Control Centre

MPLS \VI R
IP
|
New Node I
MPLS TP
Legends:
MPLS-TP Pay Load —
MPLS-IP Pay Load —
SDH Pay Load —

Ethernet Service Leve| == ==
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Migration Methodology for new/upcoming ISTS nodes

New node with MPLS IP getting terminated radially to control centre

Control Centre

New Node

m---- 'V'I';LS MPLS IP

Legends:
MPLS-TP Pay Load
MPLS-IP Pay Load
SDH Pay Load
Ethernet Service Leve| == ===



Migration Methodology for new/upcoming ISTS nodes

New node with MPLS TP getting terminated radially to control centre

Control Centre

New Node

MPLS

TP

Legends:
MPLS-TP Pay Load
MPLS-IP Pay Load
SDH Pay Load
Ethernet Service Leve| == ===



Deliberation in 15th NPC at Nagpur he\duﬂi5
on 14.11.2024

OEM/Vendor shall plan
based on the required
market volume to
increase the Local
Content.

CEA shall also take up
with MoP to optimize
the LC/MII year on year
basis to make a wider

participation of OEMs.
/
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LOA ®&am:  ER-II/KOL/CS/I-3008/P-2927/4924 31.12.2021, wa.v.dy. @3t 7.4800011082

¥ - Proof of Concept (PoC) for Multiprotocol Level switching -Transport Profile (MPLS-TP)

hnology for transmissi ta and voice i isting_communication rk DC-
mpletion of Testi rdi

1. This has reference to the demonstration of PoC for MPLS-TP technology for transmission of
data and voice in ULDC network which was approved to be carried out in ER-Il ULDC
network on pilot basis vide e-Office - File No. CC-LDC-41-20/0006/2021/LDandC Grp2
(Computer No. 409643)

2. In this regard, this is to inform that the objectives of testing of said PoC have been tested

successfully as per the approved network diagram. The summary of the tests conducted is
tabulated below.

Summary of Testing for POC of MPLS Network in ULDC network

§ SR _ Link Name Date Of

:; Service Hooked in MPLS System From : To Integration/Testing
1 | Farakka RTU Data-Maim Farakka ERLDC 22-Jun-22

2 | VOIP Data-Main Farakka ERLDC 23-Jun-22

3 | PMU Data-Main Farakka ERLDC 30-Jun-22

4 | SLDC ICCP Data-Main SLDC ERLDC 29-Jun-22

Long Haul Link Testing along with Switchin
> timeg test between maii and %ack up Path x ratakia Gokama 061Uk 22
6 | DTPC Link Rajarhat | Subhasgram 16-Mar-23

3. The detailed test reports are enclosed as Annexure-l for perusal and record.

Ig HTH FAFHN AR HGTH Fas &d 9™ &1 This is for your kind information and

necessary action please.
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(YTa HR = 39%)
POWER GRID CORPORATION OF INDIA LIMITED
(A Government of india Enterprise)

Ref No- ER-I|/ULDC/POC/MPLS-TPIF-77/.? R € Dated: 31.03.2023

To,

M/S Tejas Networks Ltd.

Plot No. 25 JP Software Park
Electronic City Phase-|

Hosur Road, Bengaluru 560 100

Subject: Work Completion Certificate

Ref.: (i). Your Letter Dated 23/03/2023
(ii). LOA No. ER-II/KOL/CS/I-3aOO8/P-2927/4924 Dated 31-12-2021
(iii). ER-II/KOL/CS/l-3008/P—2927/FTE Dated 14-11-2022 (Final Time Extension)

Dear Sir,

1. This has reference to your above-mentioned letter regarding the work “Proof of

Concept for Multiprotocol Level switching —Transport Profile (MPLS-TP) Technology
for transmission of data and voice in the existing communication networks of ULDC"

Which was awarded to you vide above mentioned LOA.

2. The Objective(s) of the said testing had been completed successfully in all respect within
30/09/2022.

This completion certificate does not relieve you of your obligation to complete the balance
execution of facilities in accordance with contract.

Thanking you, Yours Faithfully,

S TEET S
>/ oas;
(Anjan Kr. Das)
General Manager, ULDC

Enclosure: As stated above
Copy: for kind information, please

1. CGM (AM). POWERGRID, ER-II

'
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fown, Kolkata 700156, Tel : (033) 2324 2820/ 2840/ 2850




PMU

MPLS Network Diagram for POC_PGCIL ULDC Test Setup-2 For E1 Testing

1-1-10

1-1-10




MPLS-TP Test Reports Data.
S.No. Parameter under Test Station Name A | Station Name B Test Start Date Test End Date Result & Report Remarks and observation
1 PMU Data* ERLDC Farakka NTPC 22-Jun-22 10-Oct-22 Performance Report Shared oK
2 Voice and VOIP Data* ERLDC Farakka NTPC 23-Jun-22 10-Oct-22 Performance Report Shared OK
3 RTU Data* ERLDC Farakka NTPC 30-Jun-22 10-Oct-22 Performance Report Shared 0K
4 ICCP Data* ERLDC SLDC HWH 29-Jun-22 10-Oct-22 Performance Report Shared OK
{ . Total Link Budget |
g Total Link loss with g
S. No. Parameter under Test Station A Station B Supported by Result and Report Remarks
< Attenuators
Amplifier
1 Long Haul Link Test Farakka NTPC (Tx) Gokharna (Rx) 41.23 dB 150Km Performance Report Shared 15dB Attenuation at Gokharna
2 Long Haul Link Test Gokharna (Tx) Farakka NTPC (Rx) 36.98 dB 140Km Performance Report Shared 10dB Attenuation at Farakka
S.No. Parameter under Test Service Tested | Main Path Route backup Path Route Switching Time From Result and Report
PMU Baitha Gt 27.04 Shared
- o a -

Switchng time test between Voice and VOIP -ara ' i Farakka-Kasba-ERLDC 27.45 Shared OK

1 : Rajarhat-Kasba-ERLDC
main and Back up Path RTU Data : 28.27 Shared
ICCP Data SLDC-Kasba-ERLDC NA NA NA
S.No. Parameter under Test Station Name A | Station Name B Test Start Date Test End Date Result & Report Remarks and observation
t-
1 E1 Testing DTPS Rajactiy 16-Mar-23 still Running Performance Report Shared oK
Subhashgram
K-8~ '
HE =@l
Kashif Nabi
-y AN \;-\nﬂ"’.". ('_) :.)
Dy, Manager (-
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- | Losses
| (indB)

Farakka NTPC 1-1-137X BA-13dBm
Gokharna 1-1-13 RX -28.54 NA -28.54
Gokharna 1-1-13 TX 2.51| BA-13dBm 13.00
Farakka NTPC 1-1-13 RX -24.09 NA -24.09

41.54

Farakka NTPC to Gokharna
37.09
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«adon

_Qf MPLS —TF

EARAKKA PMU DATA RUNNTG oN MPLSTP

FARNERA PM) " DATH SHIFTED

Farakka PMU Latency
2022 May 2022 June 2022 July 2022 August 2022 September
01-05-2022 01-06-2022 01-07-2022 01-08-2022 01-09-2022
PMU Name Min Inges (ms) |Max ms) | Avg Ing [ms) Min m: Max Ingres (ms) |Avg | m Min s (ms)  |Max ingres Avg In m: Min ms, X ms) A ms; Min Inges (ms) [Max ms
FARAKKA PMUOTL 144 329 147.6845404 146 189 149.393454 144 1147, 147 505571 145 9068 148.5995822 145 1108 148.0995129.
FARAKXA PMUDZ 144 329 147.0995822 146 190 148.974234 144 1147 147.1727019 154 9068 148.2019499 144 1109|°  147:3569947;"
FARAKKA PMUO3 144 330 147.5557103 146 181 149.2228412 144 1149 147.4749304 145 8067 148.4860724 145 1107 147.6617954
FARAKKA PMUO4 144 329 147.8224234 146/ 189 149.298756;51 144 1148 147.8238162 145 9067 148.6664345 145 1109 147.8427279
FARAKKA PMUOS 144 329 147.9616992 146 184 149.0947075 144 1148 147.9491643 145 9068 148.4408078 | 145 1108, 147.4154489
06-05-2022 | T3 06-06-2022 06-07-2022 | 07-08-2022 07-09-2022
PMU Name Min In ms) |Max ms) | Avg In ms) Min m: Max ingres (ms) |A ms) M‘EL Max Ingres (ms, inj m Min In, ms) |Max A Min i Max
FARAKKA PMUO1L 145 339 148.8154596 144 549 147.7674095 144 268 148020195 144 1149 147.9268802 145/ 336, 147.6281337
FARAKKA PMU0O2 145 339 148.0480501 144 549 1472764624 144 268 1477200557 144 1145 147.4422006 144 336 147.0800836
FARAKKA PMUI0O3 145 340 148.4582173, 144 547 147.7200557 144 267 148 0181058, 144 1148 1477458217 144 336 147.3871866|
FARAKKA PMUOS 145 340 148.8231198 144 548 147.887883 145 289 1482346797 144 1148 1481218663 145 336/ 147.6274373
FARAKKA PMUOS 145 339, 148.6956825 144 548 147,5424791 145 265 148.1288301 144 1147 147.7729805 144 337 147,4707521
14-05-2022 | 16-06-2022 14-07-2022 | 14-08-2022 ] Tl | 14-09-2022
PMU Name Min Inges (ms) |Max ms) |As m Min Max ms) |A: ms, Min Inges (ms) |Max ms) |As ms, Min Inges (ms) |Max 3 A s ) Min Inges Max | ms
FARAKKA PMUO1 145 387 148.2200557 143 314 147.9059889 144 323 147.548468 144 1148/ 147.5596942 145 1148 1479415042
FARAKKA PMUG2 144 388 1477026462 144 309 147.2005571 144 333 147.7423398 144 1148 147.2182071 144 1148 147.143454
FARAKKA PMUO3 144 389 1481072423 144 315 1476991643 144 37 148.0626741 142 1148 147.5225851 144 1148 147.4380223
FARAKKA PMUD4 144 388 148.3962396 144 315 148.0048747, 144 337 148.4066852 145 1148 147.8596247 144 1146 147.6615599.
FARAKKA PMUDS 144 389 148.0090529, 144 315 148 0696379 144 337 1483147632 144 1148] 147.9610841 144 1 147[ 147.6058496
20-05-2022 20-06-2022 [ 20-07-2022 = 20-08-2022 20-09-2022
PMU Name Min Inges Max Ingres A ms, Min In, ms) [Max ms) A ms) Min m Max ms) |A ms) Min Inges {ms) |Max Ingres Avg | Min Max ingres L [ms]
FARAKKA PMUOL 144 494 147.6441504 145 468 148.6532033 145 356 148.3774373 145 306 148.240779a 145] 1146, 147.8530641
FARAKKA PMUO2 144 485 147.1302228 144 466 148.0369081 144 356 147.7235376 144 306 147.6743215 144 1148 147.1204735
FARAKKA PMUO3 144 455 1475926184 144 469 1482841226 144 356 148.0083565 145 307 147.9638135 144 1148 147.4247911
FARAKKA PMUO4 144 495 147.8438858 145 469 148 6344011 144 356 1482841226 145 306 148.3235%08 144 1148 147.5341226
FARAKKA PMUOS 144 494 148.0139276 144 467 1486692201 145 356 148.1023677 0 307 148.1329153L 144 1146 147.5967967
|
|
|
\

T® MpLS-TP ON
30 ~06-202,_




Suitehin i Time Test Adadatim ghet

Ethernet Protection Switching Time Calculation
: e ‘ i | Frame per itching time in
Test Scenario | Tx Frames | Rx Frames | Drop frames | ra ne Swutc gmen
: : o i e | second. ~ milliseconds
732,379 732,313 66 2441.04 27.037656
Scenario-1 732,379 732,312 67 2441.04 27.447318
732,378 732,309 69 2441.03 28.266756
2. oA ‘\r:l A=
e
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Port 1: 1GigE Layer 2 Traffic Term Test Report
Generated by JDSU 5800 MSAM

General Info: Device Under Test

Owner s

Device Under Test s

Software Revision ——-

Serial Number o

Comment —

General Info: Tester Comments

Test Results

Tester oz

General Info: Test Instrument

Model JDSU 5800v2
SW Revision 1.1
BERT Serial Number 0120

Results: Summary / Status

Lost Frames 66

Bit Errors 504

Results: Summary / SLA / KPI

Rx Mbps, L1 10.39
Tx Mbps, L1 10.39
Rx Mbps, L2 10.00
Tx Mbps, L2 10.00
Frame Loss - FLR, Lost Frames 66
Frame Loss - FLR, Frame Loss Ratio 9.01E-05
Round Trip Delay - FD (us), Average 48.48
Round Trip Delay - FD (us), Current 48.41
Round Trip Delay - FD (us), Maximum 50.86
Packet Jitter - FDV (us), Average 0




Port 1: 1GigE Layer 2 Traffic Term Test Report

Packet Jitter - FDV (us), Max Average 0

Packet Jitter - FDV (us), Peak 4.10
Packet Jitter - FDV (us). Instantaneous 0

Results: Summary / Time

Current Date 09/27/2022

Current Time

4:13:16 PM AST

Test Elapsed Time 5m:00s
Test Time Remaining Os
Results: Interface / Signal

Signal Losses 0
Signal Loss Seconds 0

Sync Loss Seconds 0

Link Loss Seconds 0
Optical Rx Overload OFF
Optical Rx Level (dBm) -9.0

Rx Frequency (Hz) 1,250,000.969
Rx Freq Deviation (ppm) 0.8

Rx Freq Max Deviation (ppm) 0.8

Tx Clock Source Internal

Tx Frequency (Hz) 1,250,000,000
Tx Freq Deviation (ppm) 0.0

Tx Freq Max Deviation (ppm) 0.0

Results: Ethernet / L2 Link Stats

Total Util %, Average 1.039

Total Util %, Current 1.039

Total Util %, Minimum 1.011

Total Util %, Peak 1.039

Current Util %, Unicast 1.039

Current Util %, Multicast 0.000




Port 1: 1GigE Layer 2 Traffic Term Test Report

Current Util %, Broadcast 0.000

Rx Pause Length (ms). Current Unavailable
Rx Pause Length (ms), Minimum Unavailable
Rx Pause Length (ms), Maximum Unavailable
Frame Rate, Average 2.441.04
Frame Rate, Current 2.441
Frame Rate, Minimum 2,375
Frame Rate, Peak 2,442
Frame Size, Average 512

Frame Size, Minimum 512

Frame Size, Maximum 512

Rx Mbps, Cur L1 10.39

Rx Mbps, Cur L2 10.00

Tx Mbps, Cur L1 10.39

Tx Mbps, Cur L2 10.00
Round Trip Delay (us), Average 48.48
Round Trip Delay (us), Current 48.41
Round Trip Delay (us), Minimum 46.76
Round Trip Delay (us), Maximum 50.86
Packet Jitter (us), Average 0

Packet Jitter (us), Max Average 0

Packet Jitter (us), Peak 4.10

Packet Jitter (us), Instantaneous 0

VLAN ID Unavailable
VLAN User Priority Unavailable
SVLAN ID Unavailable
SVLAN User Pri Unavailable
SVLAN Frame DEI Unavailable
SVLANI ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN2 ID Unavailable
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Preceding SVLANs, SVLAN2 User Priority Unavailable
Preceding SVLANs, SVLAN2 Frame DEI Unavailable
Preceding SVLANs, SVLAN2 ID, PRI. DEI Unavailable
Preceding SVLANs, SVLAN3 ID Unavailable
Preceding SVLANs, SVLAN3 User Priority Unavailable
Preceding SVLANs, SVLAN3 Frame DEI Unavailable
Preceding SVLANs, SVLAN3 ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN4 ID Unavailable
Preceding SVLANs, SVLAN4 User Priority Unavailable
Preceding SVLANs. SVLAN4 Frame DEI Unavailable
Preceding SVLANs, SVLAN4 ID, PRI, DE] Unavailable
Preceding SVLANs, SVLANS ID Unavailable
Preceding SVLANs, SVLANS User Priority Unavailable
Preceding SVLANs, SVLANS Frame DEI Unavailable
Preceding SVLANs, SVLANS ID, PRI, DEI Unavailable
Preceding SVLANs, SVLANG ID Unavailable
Preceding SVLANs, SVLANG6 User Priority Unavailable
Preceding SVLANs, SVLANG6 Frame DEI Unavailable
Preceding SVLANSs, SVLANG ID, PRI, DEI Unavailable
Preceding SVLANSs, SVLAN7 ID ' Unavailable
Preceding SVLANs, SVLANT7 User Priority Unavailable
Preceding SVLANs, SVLAN7 Frame DEI Unavailable
Preceding SVLANSs, SVLAN7 ID, PRI, DEI Unavailable
Sve Disruption (us) 17793793.97

Results: Ethernet / L2 Link Counts

Received Frames 732,313
Transmitted Frames 732,379
Rx Acterna Frames 732,313
Tx Acterna Frames 732.379
Pause Frames 0
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Rx VLAN Frames 0

Rx Q-in-Q Frames 0

Rx Stacked VLAN Frames 0
Unicast Frames 732,313
Multicast Frames 0
Broadcast Frames 0

Rx Frame Bytes 374,944,256
Tx Frame Bytes 374.978,048
Span Tree Frames 0

64 Byte Frames 0
65-127 Byte Frames 0
128-255 Byte Frames 0
256-511 Byte Frames 0
512-1023 Byte Frames 732,313
1024-<Jumbo Frames 0

Jumbo Frames 0
Results: Ethernet / L2 Filter Stats

Total Uil %, Average 1.039
Total Util %, Current 1.039
Total Util %, Minimum 1.011
Total Util %, Peak 1.039
Frame Rate, Average 2,441.04
Frame Rate, Current 2.441
Frame Rate, Minimum 2,375
Frame Rate, Peak 2,442
Frame Size, Average 512
Frame Size, Minimum 512
Frame Size, Maximum 512

Rx Mbps, Cur L1 10.39
Rx Mbps, Cur L2 10.00
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Round Trip Delay (us), Average 48.48
Round Trip Delay (us), Current 48.41
Round Trip Delay (us), Minimum 46.76
Round Trip Delay (us), Maximum 50.86
Packet Jitter (us), Average 0

Packet Jitter (us), Max Average 0

Packet Jitter (us), Peak 4.10

Packet Jitter (us), Instantaneous 0

VLAN ID Unavailable
VLAN User Priority Unavailable

SVLANI ID Unavailable
SVLANI User Priority Unavailable
SVLANI Frame DEI Unavailable
SVLANTI ID. PRI, DEI Unavailable

SVLAN2 ID Unavailable
SVLAN2 User Priority Unavailable
SVLAN2 Frame DEI Unavailable

SVLAN2 ID, PRI, DEI

Unavailable

SVLAN3 ID Unavailable
SVLAN3 User Priority Unavailable
SVLAN3 Frame DEI Unavailable
SVLAN3 ID, PRI, DEI Unavailable
SVLAN4 ID Unavailable

SVLAN4 User Priority

Unavailable

SVLAN4 Frame DEI Unavailable
SVLAN4 1D, PRI, DEI Unavailable
SVLANS ID Unavailable
SVLANS User Priority Unavailable
SVLANS Frame DEI Unavailable
SVLANS ID, PRI, DEI Unavailable
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SVLANS6 ID Unavailable
SVLANG User Priority Unavailable
SVLANG Frame DEI Unavailable
SVLANG ID, PRI, DEI Unavailable
SVLAN7 ID Unavailable
SVLAN?7 User Priority Unavailable
SVLAN?7 Frame DEI Unavailable
SVLANT7 ID. PRI, DEI Unavailable
Results: Ethernet / L2 Filter Counts

Valid Rx Frames 732,313

Rx Acterna Frames 732,313

Rx VLAN Frames 0

Rx Q-in-Q Frames 0

Rx Stacked VLAN Frames 0

Unicast Frames 732313
Multicast Frames 0

Broadcast Frames 0

Span Tree Frames 0

Rx Frame Bytes 374,944,256
64 Byte Frames 0

65-127 Byte Frames 0

128-255 Byte Frames 0

256-511 Byte Frames 0

512-1023 Byte Frames 732,313
1024-<Jumbo Frames 0

Results: Ethernet / BERT Stats

Pattern Losses 1

Pattern Loss Seconds I

Bit Error Rate 1.89E-07
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Bit Errors 504

Bit Errored Seconds 1

Bit Error-Free Seconds 299

Bit Error-Free Seconds, % 99.6667
Results: Ethernet / Error Stats

Symbol Errors 0

Code Violations 0

Code Violation Rate 0.00E+00
Code Violation Seconds 0
Undersized Frames 0

Runts 0

Jabbers 0

FCS Errored Frames 0

Errored Frames 0

Acterna Payload Errors 0

Packet Error Rate 9.01E-05
Lost Frames 66

Frame Loss Ratio 9.01E-05
QoS Frames 0

Errored Second |
Severely Errored Second 0
Unavailable Second 0

Errored Second Ratio 3.3333E-03
Severely Errored Second Ratio 0.0000E+00
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Results: Graphs / Throughput
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Results: Graphs / Packet Jitter, Avg
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Results: Graphs / Latency (RTD), Cur
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Results: Ethernet / AutoNeg Status

Link Advt. Status Done
Link Config ACK Yes
Pause Capable Neither
Flow Control Off
FDX Capable Yes
HDX Capable Yes
Remote Fault No
Results: LEDs / Ethernet

Signal Present ON
Sync Acquired ON
Link Active ON
Frame Detect ON
ATP Detect ON
Pattern Sync ON + HISTORY
VLAN Frame Detect OFF
SVLAN Frame Detect OFF
Stacked VLAN Detect OFF
Setup: Interface

Connector/Wavelength SFP
Clock Source Internal
Internal - Frequency Offset (ppm) 0

Auto Negotiation On
FDX Capable Yes
HDX Capable Yes

Pause Capable

Both Rx and Tx

Pause Length (Quanta) 1000
Pause Length (Time - ms) 0512
Auto-start traffic when laser turned on No
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Unit Identifier IDSU-0120-01
Make this unit discoverable OFF

Source IP 192.168.1.11
Default Gateway 192.168.1.10
Subnet Mask 255.255.255.0

Setup: Connector SFP

Wavelength (nm) 1550
Nominal Bit Rate (Mbits/sec) 10,300
Minimum Bit Rate (Mbits/sec) 9.888
Maximum Bit Rate (Mbits/sec) 11,330

Power Level Type

Average Power

Vendor HG GENUINE
Vendor PN MTRS-1560-01
Vendor Rev 1.0

Max Rx Level (dBm) -1.00015

Max Tx Level (dBm) 4.00002
Diagnostic Monitoring 1

Diagnostic Byte 104

Transceiver 10G Base-ER
Setup: Ethernet

Encapsulation None

Test Mode Traffic

Frame Type DIX

Frame Size (Bytes) 512

Destination Type Unicast

Loop Type Broadcast
Destination MAC 00-80-16-00-00-00
Source MAC Type Factory Default
Default MAC 00-80-16-92-34-D2
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Auto-increment MAC No

#MACs in Sequence 2

EtherType 0x800

Tx Payload Acterna

Acterna Payload BERT

Tx BERT Pattern 2123 -1

RTD Sectup High Precision - Low Delay

Setup: Traffic

Load Type Constant
Load Unit Bit Rate
Allow flooding No

Bit Rate Mbps
Load (Mbps) 10
Actual IR (Mbps) 10
Layer L2

Setup: Filters / Ethernet

Encapsulation

Don't Care

Destination Type Don't Care
Source MAC Type Don't Care
Setup: Filters / Byte Pattern

Use Byte Pattern as Don't Care
Setup: Filters / Payload

Payload Analysis On

Use Tx Payload settings Yes

Rx Payload 2 Acterna
Rx BERT Pattern 2823 -1

14
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Setup: Filters / TPID

User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100

Setup: Timed Test

Test Type Timed Test

Timed Test Duration Sm:00s

Setup: Toolbar / Service Disruption

No applicable setups...

Setup: Toolbar / Errors

Error Type Code

Insertion Style Single

Log: Event Log

No. Event Date Start Time Stop Time Dur./Val.
| START 09/27/2022 16:07:01.0 -- -

2 Bit Errors 09/27/2022 16:09:24.6 16:09:24.6 504

3 Lost Frames 09/27/2022 16:09:24.6 16:09:24.6 66

4 STOP 09/27/2022 16:12:01.0 - --
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Generated by JDSU 5800 MSAM

Port 1: 1GigE Layer 2 Traffic Term Test Report

General Info: Device Under Test

Owner -

Device Under Test s

Software Revision ——-

Serial Number -

Comment -

General Info: Tester Comments

Test Results

Tester -—

General Info: Test Instrument

Model JDSU 5800v2
SW Revision 1.1
BERT Serial Number 0120

Results: Summary / Status

Lost Frames 67
Bit Errors 468
Results: Summary / SLA / KPI

Rx Mbps, L1 10.39
Tx Mbps, L1 10.39
Rx Mbps, L2 10.00
Tx Mbps, L2 10.00
Frame Loss - FLR, Lost Frames 67
Frame Loss - FLR, Frame Loss Ratio 9.15E-05
Round Trip Delay - FD (us), Average 48.58
Round Trip Delay - FD (us), Current 48.66
Round Trip Delay - FD (us), Maximum 50.86
Packet Jitter - FDV (us), Average 0
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Packet Jitter - FDV (us), Max Average 0

Packet Jitter - FDV (us), Peak 4.10
Packet Jitter - FDV (us), Instantaneous 0

Results: Summary / Time

Current Date 09/27/2022

Current Time

4:33:06 PM AST

Test Elapsed Time 5m:00s
Test Time Remaining 0Os
Results: Interface / Signal

Signal Losses 0
Signal Loss Seconds 0

Sync Loss Seconds 0

Link Loss Seconds 0
Optical Rx Overload OFF
Optical Rx Level (dBm) -8.5

Rx Frequency (Hz) 1,250,000.959
Rx Freq Deviation (ppm) 0.8

Rx Freq Max Deviation (ppm) 0.8

Tx Clock Source Internal
Tx Frequency (Hz) 1,250,000,000
Tx Freq Deviation (ppm) 0.0

Tx Freq Max Deviation (ppm) 0.0
Results: Ethernet / L2 Link Stats

Total Util %, Average 1.039
Total Util %, Current 1.039
Total Util %, Minimum 1.010
Total Util %, Peak 1.039
Current Util %, Unicast 1.039
Current Util %, Multicast 0.000
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Current Util %, Broadcast 0.000

Rx Pause Length (ms), Current Unavailable
Rx Pause Length (ms), Minimum Unavailable
Rx Pause Length (ms), Maximum Unavailable
Frame Rate, Average 2,441.04
Frame Rate, Current 2.441
Frame Rate, Minimum 2.374
Frame Rate, Peak 2.442
Frame Size, Average 512

Frame Size, Minimum 512

Frame Size, Maximum 512

Rx Mbps, Cur L1 10.39

Rx Mbps, Cur [.2 10.00

Tx Mbps, Cur L1 10.39

Tx Mbps, Cur L2 10.00
Round Trip Delay (us), Average 48.58
Round Trip Delay (us), Current 48.66
Round Trip Delay (us), Minimum 46.76
Round Trip Delay (us), Maximum 500.86
Packet Jitter (us), Average 0

Packet Jitter (us), Max Average 0

Packet Jitter (us), Peak 4.10

Packet Jitter (us). Instantaneous 0

VLAN ID Unavailable
VLAN User Priority Unavailable
SVLAN ID Unavailable
SVLAN User Pri Unavailable
SVLAN Frame DEI Unavailable
SVLANI ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN2 ID Unavailable
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Preceding SVLANS,

SVLAN?2 User Priority

Unavailable

Preceding SVLANS,

SVLAN2 Frame DEI

Unavailable

Preceding SVLANS,

SVLAN2 ID, PRI, DEI

Unavailable

Preceding SVLLANs,

SVLAN3 ID

Unavailable

Preceding SVLANS,

SVLAN3 User Priority

Unavailable

Preceding SVLANS,

SVLAN3 Frame DEI

Unavailable

Preceding SVLANs. SVLAN3 ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN4 ID Unavailable
Preceding SVLANs, SVLAN4 User Priority Unavailable
Preceding SVLANs, SVLAN4 Frame DEI Unavailable
Preceding SVLANs, SVLAN4 ID, PRI, DEI Unavailable
Preceding SVLANs, SVLANS ID Unavailable
Preceding SYLANSs, SVLANS User Priority Unavailable
Preceding SVLANs, SVLANS Frame DEI Unavailable

Preceding SVLANS,

SVLANS ID, PRI, DEI

Unavailable

Preceding SVLANs, SVLANG ID Unavailable
Preceding SVLANs. SVLANG User Priority Unavailable
Preceding SVLANs, SVLANG6 Frame DEI Unavailable
Preceding SVLANs, SVLANG ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN7 1D Unavailable
Preceding SVLANs, SVLAN7 User Priority Unavailable
Preceding SVLANs, SVLAN7 Frame DEI Unavailable
Preceding SVLLANs, SVLAN7 ID, PRI, DEI Unavailable

Sve Disruption (us)

18289986.30

Results: Ethernet / L2 Link Counts

Received Frames 732,312
Transmitted Frames 732,379
Rx Acterna Frames 732.312
Tx Acterna Frames 732,379
Pause Frames 0
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Rx VLAN Frames 0

Rx Q-in-Q Frames 0

Rx Stacked VLAN Frames 0
Unicast Frames 732,312
Multicast Frames 0
Broadcast Frames 0

Rx Frame Bytes 374,943,744
Tx Frame Bytes 374,978,048
Span Tree Frames 0

64 Byte Frames 0
65-127 Byte Frames 0
128-255 Byte Frames 0
256-511 Byte Frames 0
§12-1023 Byte Frames 732,312
1024-<Jumbo Frames 0
Jumbo Frames 0
Results: Ethernet / L2 Filter Stats

Total Util %, Average 1.039
Total Util %, Current 1.039
Total Util %, Minimum 1.010
Total Util %, Peak 1.039
Frame Rate, Average 2,441.04
Frame Rate, Current 2,441
Frame Rate, Minimum 2374
Frame Rate, Peak 2,442
Frame Size, Average 512
Frame Size, Minimum 512
Frame Size, Maximum 512

Rx Mbps, Cur L1 10.39
Rx Mbps, Cur L.2 10.00
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Round Trip Delay (us), Average 48.58
Round Trip Delay (us), Current 48.66
Round Trip Delay (us). Minimum 46.76
Round Trip Delay (us), Maximum 50.86
Packet Jitter (us), Average 0

Packet Jitter (us), Max Average 0

Packet Jitter (us), Peak 4.10

Packet Jitter (us), Instantaneous 0

VLAN ID Unavailable
VLAN User Priority Unavailable
SVLANI ID Unavailable
SVLANI User Priority Unavailable
SVLANI1 Frame DEI Unavailable

SVLANTI ID. PRI, DEI

Unavailable

SVLAN2 ID

Unavailable

SVLAN2 User Priority

Unavailable

SVLAN?2 Frame DEI

Unavailable

SVLAN2 ID, PRI, DEI

Unavailable

SVLAN3 ID

Unavailable

SVLAN3 User Priority

Unavailable

SVLAN3 Frame DEI

Unavailable

SVLAN3 ID. PRI, DEI

Unavailable

SVLAN4 ID

Unavailable

SVLAN4 User Priority

Unavailable

SVLAN4 Frame DEI

Unavailable

SVLAN4 ID, PRI, DEI

Unavailable

SVLANS ID Unavailable
SVLANS User Priority Unavailable
SVLANS Frame DEI Unavailable
SVLANS ID, PRI, DEI Unavailable
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SVLANG6 ID Unavailable
SVLANG User Priority Unavailable
SVLANG Frame DEI Unavailable

SVLANG ID. PRI, DEI

Unavailable

SVLAN7 ID

Unavailable

SVLAN?7 User Priority

Unavailable

SVLAN7 Frame DEI

Unavailable

SVLANT7 1ID. PRI, DEI

Unavailable

Results: Ethernet / L2 Filter Counts

Valid Rx Frames 732,312
Rx Acterna Frames 732,312
Rx VLAN Frames 0

Rx Q-in-Q Frames 0

Rx Stacked VLAN Frames 0
Unicast Frames 732,312
Multicast Frames 0
Broadcast Frames 0

Span Tree Frames 0

Rx Frame Bytes 374,943,744
64 Byte Frames 0
65-127 Byte Frames 0
128-255 Byte Frames 0
256-511 Byte Frames 0
512-1023 Byte Frames 732,312
1024-<Jumbo Frames 0
Results: Ethernet / BERT Stats

Pattern Losses 1

Pattern Loss Seconds l

Bit Error Rate 1.76E-07
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Bit Errors 468

Bit Errored Seconds 1

Bit Error-Free Seconds 299

Bit Error-Free Seconds, % 99.6667
Results: Ethernet / Error Stats

Symbol Errors 0

Code Violations 0

Code Violation Rate 0.00E+00
Code Violation Seconds 0
Undersized Frames 0

Runts 0

Jabbers 0

FCS Errored Frames 0

Errored Frames 0

Acterna Payload Errors 0

Packet Error Rate 9.15E-05
Lost Frames 67

Frame Loss Ratio 9.15E-05
OoS Frames 0

Errored Second 1
Severely Errored Second 0
Unavailable Second 0

Errored Second Ratio 3.3333E-03
Severely Errored Second Ratio 0.0000E+00
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Results: Graphs / Throughput
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Results: Graphs / Packet Jitter, Avg

€ |® |[Scale  #|[Mean 2] =]

5059
0.4
0.3
0.2

0.1
v 1 v 1t 1 T Tt T T T 1 T 3 S A TG A SRS TR R R |
16:27.34 16:25:14 16:30:54 16:32:34 16:34:14 16:35:54

= Facket [itter, Avg

Results: Graphs / Packet Jitter, Inst

€ |@Yy ||Scale $||Mean 2 1=
5
45|
4
3.5
3 ]
“ i
325 |
2 :.. . - - -
1.5 i i '
14l A : :
. I W
0
I 1 ] I T I ] i T ] l 1 1 L) 1 ' T T T I I | I ] T I
16:27:34 16:29:14 16:30:54 16:32:34 16:34:14 16:35:54

= Packet Jitter, Inst



Port 1: 1GigE Layer 2 Traffic Term Test Report

Results: Graphs / Latency (RTD), Cur
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Results: Ethernet / AutoNeg Status

Link Advt. Status Done
Link Config ACK Yes
Pause Capable Neither
Flow Control Off
FDX Capable Yes
HDX Capable Yes
Remote Fault No
Results: LEDs / Ethernet

Signal Present ON
Syne Acquired ON
Link Active ON
Frame Detect ON
ATP Detect ON

Pattern Sync

ON + HISTORY

VLAN Frame Detect OFF
SVLAN Frame Detect OFF
Stacked VLAN Detect OFF
Setup: Interface

Connector/Wavelength SFP
Clock Source Internal
Internal - Frequency Offset (ppm) 0

Auto Negotiation On
FDX Capable Yes
HDX Capable Yes
Pause Capable Both Rx and Tx
Pause Length (Quanta) 1000
Pause Length (Time - ms) 0.512
Auto-start traffic when laser turned on No
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Unit Identifier

JDSU-0120-01

Make this unit discoverable OFF
Source IP 192.168.1.11
Default Gateway 192.168.1.10

Subnet Mask

255.255.255.0

Setup: Connector SFP

Wavelength (nm) 1550
Nominal Bit Rate (Mbits/sec) 10,300
Minimum Bit Rate (Mbits/sec) 9.888
Maximum Bit Rate (Mbits/sec) 11,330

Power Level Type

Average Power

Vendor HG GENUINE
Vendor PN MTRS-1560-01
Vendor Rev 1.0

Max Rx Level (dBm) -1.00015

Max Tx Level (dBm) 4.00002
Diagnostic Monitoring 1

Diagnostic Byte 104

Transceiver

10G Base-ER

Setup: Ethernet

Encapsulation None
Test Mode Traffic
Frame Type DIX
Frame Size (Bytes) 512
Destination Type Unicast
Loop Type Broadcast

Destination MAC

00-80-16-00-00-00

Source MAC Type

Factory Default

Default MAC

00-80-16-92-34-D2
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Auto-increment MAC No

# MACs in Sequence 2
EtherType 0x800
Tx Payload Acterna
Acterna Payload BERT
Tx BERT Pattern 2723 -1

RTD Setup

High Precision - Low Delay

Setup: Traffic

Load Type Constant
Load Unit Bit Rate
Allow flooding No

Bit Rate Mbps
Load (Mbps) 10

Actual IR (Mbps) 10

Layer L2

Setup: Filters / Ethernet

Encapsulation Don't Care
Destination Type Don't Care
Source MAC Type Don't Care
Setup: Filters / Byte Pattern

Use Byte Pattern as Don't Care
Setup: Filters / Payload

Payload Analysis On

Use Tx Payload settings Yes

Rx Payload Acterna
Rx BERT Pattern 2723-1

14
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Setup: Filters / TPID

User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100

Setup: Timed Test

Test Type Timed Test

Timed Test Duration Sm:00s

Setup: Toolbar / Service Disruption

No applicable setups...

Setup: Toolbar / Errors

Error Type Code

Insertion Style Single

Log: Event Log

No. Event Date Start Time Stop Time Dur./Val.
I START 09/27/2022 16:27:34.0 -- -~

2 Bit Errors 09/27/2022 16:28:26.8 16:28:26.8 468

3 Lost Frames 09/27/2022 16:28:26.8 16:28:26.8 67

4 STOP 09/27/2022 16:32:34.0 -- --
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Port 1: 1GigE Layer 2 Traffic Term Test Report
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Generated by JDSU 5800 MSAM

Port I: 1GigE Layer 2 Traffic Term Test Report

General Info: Device Under Test

Owner i

Device Under Test .

Software Revision o

Serial Number i

Comment -

General Info: Tester Comments

Test Results s

Tester -

General Info: Test Instrument

Model IDSU 5800v2
SW Revision 1.1
BERT Serial Number 0120

Results: Summary / Status

Lost Frames 70
Bit Errors 167
Results: Summary / SLA / KPI

Rx Mbps, L1 10.39
Tx Mbps, L1 10.39
Rx Mbps, L2 10.00
Tx Mbps, L2 10.00
Frame Loss - FLR, Lost Frames 70
Frame Loss - FLR, Frame Loss Ratio 9.56E-05
Round Trip Delay - FD (us), Average 48.54
Round Trip Delay - FD (us), Current 48.86
Round Trip Delay - FD (us), Maximum 50.86
Packet Jitter - FDV (us), Average 0




Port 1: 1GigE Layer 2 Traffic Term Test Report

Packet Jitter - FDV (us), Max Average 0

Packet Jitter - FDV (us), Peak 4.10
Packet Jitter - FDV (us), Instantaneous 0

Results: Summary / Time

Current Date 09/27/2022

Current Time

3:35:34 PM AST

Test Elapsed Time Sm:00s
Test Time Remaining Os
Results: Interface / Signal

Signal Losses 0
Signal Loss Seconds 0

Sync Loss Seconds 0

Link Loss Seconds 0
Optical Rx Overload OFF
Optical Rx Level (dBm) -0.8

Rx Frequency (Hz)

1,250,000,960

Rx Freq Deviation (ppm) 0.8

Rx Freq Max Deviation (ppm) 08

Tx Clock Source Internal
Tx Frequency (Hz) 1,250.000.000
Tx Freq Deviation (ppm) 0.0

Tx Freq Max Deviation (ppm) 0.0
Results: Ethernet / L2 Link Stats

Total Util %, Average 1.039
Total Util %, Current 1.039
Total Util %, Minimum 1.009
Total Util %, Peak 1.039
Current Util %, Unicast 1.039
Current Util %, Multicast 0.000

(8]




Port 1: 1GigE Layer 2 Traffic Term Test Report

Current Util %, Broadcast 0.000

Rx Pause Length (ms), Current Unavailable
Rx Pause Length (ms), Minimum Unavailable
Rx Pause Length (ms), Maximum Unavailable
Frame Rate, Average 2,441.03
Frame Rate, Current 2,441
Frame Rate, Minimum 2,371
Frame Rate, Peak 2,442
Frame Size, Average 512

Frame Size, Minimum 512

Frame Size, Maximum 512

Rx Mbps, Cur L1 10.39

Rx Mbps, Cur 1.2 10.00

Tx Mbps, Cur L1 10.39

Tx Mbps, Cur L2 10.00
Round Trip Delay (us), Average 48.54
Round Trip Delay (us), Current 48.86
Round Trip Delay (us), Minimum 46.76
Round Trip Delay (us), Maximum 50.86
Packet Jitter (us), Average 0

Packet Jitter (us), Max Average 0

Packet Jitter (us), Peak 4.10

Packet Jitter (us), Instantaneous 0

VLAN ID Unavailable
VLAN User Priority Unavailable
SVLAN ID Unavailable
SVLAN User Pri Unavailable
SVLAN Frame DEI Unavailable
SVLANI ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN2 ID Unavailable




Port 1: 1GigE Layer 2 Traffic Term Test Report

Preceding SVLANs, SVLAN2 User Priority Unavailable
Preceding SVLANSs, SVLAN2 Frame DEI Unavailable
Preceding SVLANs, SVLAN2 ID. PRI, DEI Unavailable
Preceding SVLANs, SVLAN3 ID Unavailable
Preceding SVLANSs, SVLAN3 User Priority Unavailable
Preceding SVLANSs, SVLAN3 Frame DEI Unavailable
Preceding SVLANs, SVLAN3 ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN4 ID Unavailable
Preceding SVLANs, SVLAN4 User Priority Unavailable
Preceding SVLANs, SVLAN4 Frame DEI Unavailable
Preceding SVLANs, SVLAN4 ID, PRI, DEI Unavailable
Preceding SVLANs, SVLANS ID Unavailable
Preceding SVLANs, SVLANS User Priority Unavailable
Preceding SVLANs, SVLANS Frame DEI Unavailable
Preceding SVLANs, SVLANS ID, PRI, DEI Unavailable
Preceding SVLANs, SVLANG ID Unavailable
Preceding SVLANs, SVLANG User Priority Unavailable
Preceding SVLANs, SVLANG Frame DEI Unavailable
Preceding SVLANs, SVLANG ID, PRI, DEI Unavailable
Preceding SVLANs, SVLAN7 ID Unavailable
Preceding SVLANs, SVLAN7 User Priority Unavailable
Preceding SVLANs, SVLAN7 Frame DEI Unavailable
Preceding SVLANs, SVLAN7 ID, PRI, DEI Unavailable
Sve Disruption (us) > 60,000,000

Results: Ethernet / L2 Link Counts

Received Frames 732,309
Transmitted Frames 732,378
Rx Acterna Frames 732,309
Tx Acterna Frames 732,378
Pause Frames 0




Port 1: 1GigE Layer 2 Traffic Term Test Report

Rx VLAN Frames 0

Rx Q-in-Q Frames 0

Rx Stacked VLAN Frames 0
Unicast Frames 732,309
Multicast Frames 0
Broadcast Frames 0

Rx Frame Bytes 374,942,208
Tx Frame Bytes 374,977,536
Span Tree Frames 0

64 Byte Frames 0
65-127 Byte Frames 0
128-255 Byte Frames 0
256-511 Byte Frames 0
512-1023 Byte Frames 732,309
1024-<Jumbo Frames 0
Jumbo Frames 0
Results: Ethernet / L2 Filter Stats

Total Util %, Average 1.039
Total Util %, Current 1.039
Total Util %, Minimum 1.009
Total Util %, Peak 1.039
Frame Rate, Average 2,441.03
Frame Rate, Current 2,441
Frame Rate, Minimum 2,371
Frame Rate. Peak 2,442
Frame Size, Average 512
Frame Size, Minimum 512
Frame Size, Maximum 512

Rx Mbps, Cur LI 10.39
Rx Mbps, Cur L2 10.00




Port 1: 1GigE Layer 2 Traffic Term Test Report

Round Trip Delay (us), Average 48.54
Round Trip Delay (us), Current 48.86
Round Trip Delay (us), Minimum 46.76
Round Trip Delay (us), Maximum 50.86
Packet Jitter (us), Average 0
Packet Jitter (us), Max Average 0
Packet Jitter (us), Peak 4.10
Packet Jitter (us), Instantaneous 0

VLAN ID

Unavailable

VLAN User Priority

Unavailable

SVLANI ID

Unavailable

SVLANI User Priority

Unavailable

SVLANI Frame DEI Unavailable
SVLANI ID. PRI, DEI Unavailable
SVLAN2 ID Unavailable

SVLAN?2 User Priority

Unavailable

SVLAN2 Frame DEI

Unavailable

SVLAN2 ID, PRI, DEI

Unavailable

SVLAN3 ID

Unavailable

SVLAN3 User Priority

Unavailable

SVLAN3 Frame DEI Unavailable
SVLAN3 ID. PRI, DEI Unavailable
SVLAN4 ID Unavailable
SVLAN4 User Priority Unavailable
SVLAN4 Frame DEI Unavailable
SVLAN4 ID, PRI, DEI Unavailable

SVLANS ID Unavailable
SVLANS User Priority Unavailable
SVLANS Frame DEI Unavailable
SVLANS ID, PRI, DEI Unavailable




Port 1: 1GigE Layer 2 Traffic Term Test Report

SVLANG ID Unavailable
SVLANG User Priority Unavailable
SVLANG Frame DEI Unavailable
SVLANG ID, PRI, DEI Unavailable
SVLAN7 ID Unavailable
SVLANT7 User Priority Unavailable
SVLAN?7 Frame DEI Unavailable
SVLANT7 ID, PRI, DEI Unavailable

Results: Ethernet / L2 Filter Counts

Valid Rx Frames 732,309
Rx Acterna Frames 732,309
Rx VLAN Frames 0

Rx Q-1n-Q Frames 0

Rx Stacked VLAN Frames 0
Unicast Frames 732,309
Multicast Frames 0
Broadcast Frames 0

Span Tree Frames 0

Rx Frame Bytes 374,942,208
64 Byle Frames 0

65-127 Byte Frames 0
128-255 Byte Frames 0
256-511 Byte Frames 0
512-1023 Byte Frames 732,309
1024-<Jumbo Frames 0
Results: Ethernet / BERT Stats

Pattern Losses 1

Pattern Loss Seconds 1

Bit Error Rate 6.28E-08




Port 1: 1GigE Layer 2 Traffic Term Test Report

Bit Errors 167

Bit Errored Seconds 1

Bit Error-Free Seconds 299

Bit Error-Free Seconds, % 99.6667
Results: Ethernet / Error Stats

Symbol Errors 0

Code Violations 0

Code Violation Rate 0.00E+00
Code Violation Seconds 0
Undersized Frames 0

Runts 0

Jabbers 0

FCS Errored Frames 0

Errored Frames 0
Acterna Payload Errors 0

Packet Error Rate 9.56E-05
Lost Frames 70

Frame Loss Ratio 9.56E-05
OoS Frames 0

Errored Second 1
Severely Errored Second 0
Unavailable Second 0

Errored Second Ratio 3.3333E-03
Severely Errored Second Ratio 0.0000E+00




Port 1: IGigE Layer 2 Traffic Term Test Report

Results: Graphs / Throughput
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Port 1: 1GigE Layer 2 Traffic Term Test Report

Results: Graphs / Packet Jitter, Avg
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Port 1: 1GigE Layer 2 Traffic Term Test Report

Results: Graphs / Latency (RTD), Cur
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Port 1: 1GigE Layer 2 Traffic Term Test Report

Results: Ethernet / AutoNeg Status

Link Advt. Status Done
Link Config ACK Yes
Pause Capable Neither
Flow Control Off
FDX Capable Yes
HDX Capable Yes
Remote Fault No
Results: LEDs / Ethernet

Signal Present ON
Sync Acquired ON
Link Active ON
Frame Detect ON
ATP Detect ON

Pattern Sync

ON + HISTORY

VLAN Frame Detect OFF
SVLAN Frame Detect OFF
Stacked VLAN Detect OFF
Setup: Interface

Connector/Wavelength SFP
Clock Source Internal
Internal - Frequency Offset (ppm) 0

Auto Negotiation On
FDX Capable Yes
HDX Capable Yes
Pause Capable Both Rx and Tx
Pause Length (Quanta) 1000
Pause Length (Time - ms) 0.512
Auto-start traffic when laser turned on No




Port 1: 1GigE Layer 2 Traffic Term Test Report

Unit Identitier

JDSU-0120-01

Make this unit discoverable OFF
Source IP 192.168.1.11
Default Gateway 192.168.1.10

Subnet Mask

255.255.255.0

Setup: Connector SFP

Wavelength (nm) 1550
Nominal Bit Rate (Mbits/sec) 10,300
Minimum Bit Rate (Mbits/sec) 9,888
Maximum Bit Rate (Mbits/sec) 11,330

Power Level Type

Average Power

Vendor HG GENUINE
Vendor PN MTRS-1S60-01
Vendor Rev 1.0

Max Rx Level (dBm) -1.00015

Max Tx Level (dBm) 4.00002
Diagnostic Monitoring 1

Diagnostic Byte 104

Transceiver 10G Base-ER
Setup: Ethernet

Encapsulation None

Test Mode Traffic

Frame Type DIX

Frame Size (Bytes) 512

Destination Type Unicast

Loop Type Broadcast
Destination MAC 00-80-16-00-00-00
Source MAC Type Factory Default
Default MAC 00-80-16-92-34-D2




Port 1: 1GigE Layer 2 Traffic Term Test Report

Auto-increment MAC No

# MACs in Sequence 2

EtherType 0x800

Tx Payload Acterna

Acterna Payload BERT

Tx BERT Pattern 2423 - 1

RTD Setup High Precision - Low Delay

Setup: Traffic

Load Type Constant
Load Unit Bit Rate
Allow flooding No

Bit Rate Mbps
Load (Mbps) 10
Actual IR (Mbps) 10
Laver L2

Setup: Filters / Ethernet

Encapsulation Don't Care
Destination Type Don't Care
Source MAC Type Don't Care

Setup: Filters / Byte Pattern

Use Byte Pattern as Don't Care

Setup: Filters / Payload

Payload Analysis On

Use Tx Payload settings Yes

Rx Payload Acterna
Rx BERT Pattern 2123 -1




Port I: 1GigE Layer 2 Traffic Term Test Report

Setup: Filters / TPID

User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100
User Allowable SVLAN TPID (hex) 0x8100

Setup: Timed Test

Test Type Timed Test

Timed Test Duration S5m:00s

Setup: Toolbar / Service Disruption

No applicable setups...

Setup: Toolbar / Errors

Error Type Code

Insertion Style Single

Log: Event Log

No. Event Date Start Time Stop Time Dur./Val.
I START 09/27/2022 15:29:32.0 - -

2 Bit Errors 09/27/2022 15:31:25.1 15:31:25.1 167

3 Lost Frames 09/27/2022 15:31:25.1 15:31:25.1 70

4 STOP 09/27/2022 15:34:32.0 - -




Port 1: 1GigE Layer 2 Traffic Term Test Report

Histogram
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Annexure-XVI

IP/MPLS-based
critical communication
network for utilities



Agenda

* Smart Grid Communication requirements
« Nokia IP MPLS Solution for Critical Utility Networks
« Major Use cases of IP MPLS Solution in Utilities
» Long distance Inline ILA Solution with
Coherent Optics

* Nokia IP/MPLS product portfolio

« References

« Conclusion
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Smart grid vision

Ensure reliable power
delivery and quality

Balance supply and demand
Manage power quality
Automate switching and protection systems

Incorporate renewable energy

Improve safety and
operational efficiency

Automate asset monitoring and management

Critical protection applications

Leverage data and analytics

Connect with mobile workforce whenever and wherever needed
Monitor and control renewable energy sources everywhere
Meet environmental targets and regulatory requirements

Engage
customers

Provide information or incentives for reduced or more intelligent
energy usage

Implement direct load controls

Improve customer service

© 2023 Nokia

To help achieve this vision,
build a communications
bridge that enables:

Intimacy with customers,
grid assets and
workforce

Ability to predict and
influence behavior,
control the quality of
renewable energy
sources and take full
advantage of physical
and human resources

NO<IA



Highlight of grid application communications requirements

4

Applications

Criticality

Traffic

Challenges

Key IP/MPLS solution
capabilities

Teleprotection High Point-to- High Legacy I/F ,assured  TDM PW w/ ADC
(TDM-based) point TDM QoS, delay
symmetry
(differential)
Teleprotection (87L High Ethernet High Bridging over WAN Eth PW or VPLS
over Ethernet, (non-IP
GOOSE) payload)
SCADA (TDM-based) High TDM Medium V.24/E&M Raw socket
Multipoint P2MP multidrop bridging
SCADA (IP-based) High IP Medium IP VPN
Metering Low IP Low IP VPN
CCTV Medium P2MP IP Medium/I Multicast traffic IP multicast and
ow hierarchical VPN
© 2023 Nokia | Confidential I\O( IA



Nokia value proposition

5

Ensure reliable,
sustainable
power delivery
and quality

Engage
customers

© 2023 Nokia

Improve safety
and operational
efficiency

Driving
smarter energy

mManagement
and usage



Continuous investment in Mission Critical Networks

7705 SAR-8/18 Router
Eth / E1/STM1/ STM4

RS232, X.21, V.35, E&M

Power Utility

Voice &

Teleprotection (TP) Substation Din
card (C37.94, Rail router
G703) 7705 SAR-Hc

Substation
Router
7705 SAR-H

Conforma
| Coating

Integrated
GNSS / GPS
Glonass

Integrated Packet
Microwave Card

LTE Substation
Router
7705 SAR-Hmc

LTE

Substation High Density TP
Router Card

7705 SAR-Hm 8 port C37.94

High Speed
Serial Card
SDIv3 -RS530

Substation
switch
7210 SAS
DxpDR

6 © 2023 Nokia
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Agenda

« Smart Grid Communication requirements
« Nokia IP MPLS Solution for Critical Utility Networ
« Major Use cases of IP MPLS Solution in Utilities
» Long distance Inline ILA Solution with
Coherent Optics

* Nokia IP/MPLS product portfolio

« References

« Conclusion
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| have multiple aging networks

| have a lot of legacy apps and am
asked to support new, smart ones

My current networks have no
evolution path

8

* How to get ready for the future?

© 2023 Nokia

Nokia internal use

Protection
relay

Operational
voice

CccTv

IT LAN

Distribution
automation
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Converged IP/MPLS networks

From: To:
Separated service networks Converged service network

0 - Onom -~ 0 u
Fen EHH —J % /[Um[ﬂ

oo oog
SR ooo R
Optimization e
Q Simplification u / EEE
I > p

Oooa
>

=l = o

All services in one network

El
=

%

N ——
[ mfrm —¢H

Each service has its own network
A mix of networking technologies

CAPEX OPEX

Network transformation to a single communications foundation

9 © 2023 Nokia I\O( IA



Design criteria for critical-communication networks

Flexibility

Enables and adapts to new applications
Supports legacy applications

Scalability

Handles increased bandwidth demands in efficient and cost effective way

Predictability

Manages and enforces service quality controls, provide high resiliency

Security Protect the network with security-by-design, and encryption
Simplicity Management tools that use industry speaks to accelerate technology adoption and reduce TCO
Resiliency Designed for no single point of failure at the network nodal level; multi-failure recovery

No compromises

10 © 2023 Nokia |
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IP/MPLS addresses the challenges

Supports new IP-based IP/MPLS VPNs (L2 VLL, L2 VPLS, L3 VPRN)
applications Built-in security features

H-QoS
MPLS-TE

Supports gradual transition
to packet networks

Fast reroute
Explicit routes
No single point of failure

Provides legacy interfaces
and circuit emulation services

Complete segregation and
control of traffic for multiple
stakeholders/departments

Advanced service
management

Solution found!

11 ©2023 Nokia | I\O(IA



The Nokia mission-critical IP/MPLS WAN for utilities
Flexible, secure, resilient and converged grid communications

Substation
Teleprotec C37.94
tion &M, serial

Operational FSX/FSO
voice
7705 SAR

SCADA
RTU

N
7'\

Ethernet
CCTV

Ethernet
IT LAN

Ethernet
AMI

12  © 2023 Nokia Confidential

le==f £&M etc

Converged
IP/ MPLS
WAN

Teleprotection VPN Operations

center

Voice VPN

- Gold QoS class

- Silver QoS class
Bronze QoS %O ( I A



IP/MPLS critical communication architecture

_ Leverage market-leading IP/MPLS, innovative
Stations LTE, microwave and optics integration to Control center
drive network and operational efficiencies

IP/MPLS service Layer ore

e

Microwave & LTE

SONET/SDH
Fiber Ethernet Il

T J I Y, Copper

— Network ﬁ
management
Flexible, scalable, simplified

13 ©2023 Nokia | I\O(IA



The Nokia mission-critical IP/MPLS WAN for utilities
Atop packet transport for reachability and bandwidth

Control center

Data center
Network

Services
Platform

Operations

Nv
Substation center
+ DWDM optics ensures WAN

) : 7750 SR -
bandwidth scalability ey m 7705 SAR
for the future
RTU Ne=m]
* Microwave extends WAN . 'A N .
reachability beyond fiber E
CCTV
£, XL —

14 ©2023Nokia | Confidential I\O(IA
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| am wary of packet network performance
Would it jeopardize safety of my critical infrastructure operation?

Substation

Protection

relay Substation

SCADA Nv z

RTU [ I N [ NY Protection
N\ relay

IT LAN & IP network )

Relays expects stringent QoS

B )
Any slack would result in grid

stability and safety compromise > ‘

g~

15  © 2023 Nokia | Nokia internal use I\O(IA

1. Relay traffic drop




IP/MPLS provides assured QoS constantly
Ensure connectivity for critical applications

IP/MPLS QoS assurance
Substation < ...................................................................................................................................... >

rotection Deterministic QoS
relay to avoid packet loss and
minimize jitter

SCADA 2

RTU Operations
i e / N\ VPNs center
VAR \ \ 7N\

rLAst N Bronze

7N \ J

3.5ms ,

3.5ms

3.5ms ,

v

v

W

IP/MPLS field-proven to
reliably support differential

v

protection v

TE and ADC assure delay symmetry

16 © 2023 Nokia Nokia internal use
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The converged FAN

Grounded in LTE and IP/MPLS technologies for mission-critical operations

Consolidates all grid applications in ONE resilient FAN
Segregated, secure everywhere communications with QoS assurance

Optimized for communications between devices and with substations and operations centers

/\o Network Services Platform (NSP)

B eees O&J .......................................................................... >

Converged FAN

LTE domain
'\'/ Substation —
Voltage Ethernet | L3 /‘\:
regulator VPN
SCADA RS-232 L3 '\'/ Substation

RTU VPN ﬁ
Protection Ethernet |2 7705
relay VPN SAR-HmM AirScale CMU

NodeB ,\‘/ Operations
s N L3 Private WAN AN | Vo center
workforce Wi-Fi VPN .
portfolio
IP/MPLS VPNs

17  © 2023 Nokia NO<IA



IP/MPLS technology - the unmatched advantages

Benefits

Allow deployment of new/future
operational applications and smooth
migration to all-IP through support of
legacy applications

Service versatility

L1/L2/L3 VPN, P2P/PZMP, L3: IP VPN, IPV6, L2: Eth, IP, ATM,
multicast, IPv6 multicast FR, HDLC
Traffic segregation through

traffic engineering and service-
aware H-QoS

L1: TDM, serial data, voice, SCADA

Benefits
Flexible architecture evolution

Unsurpassed resiliency techniques
rendering rapid local and E2E
geo-diverse protection

Universal topology

Linear/mesh/ring/multi- @@\@ @ @ @ .y

ring/necklace topologies with @

rapid protection techniques —
96 gzl
Poe

L1/L2 flexibility Benefits
IP/MPI_.S operates over any Layer Optical, Microwave, Ethernet, GPON, - Leverage a\(ailable media fqr
1 media or Layer 2 protocol PDH/SDH. MLPPP. DSL cost-effective site connection

OPEX savings in optimal media selection

Reliable, scalable, manageable technology trusted by over 400 mission-critical network operators

18 ©2023 Nokia | I\O(IA



MPLS-based VPN services converge applications onto one
network infrastructure

Virtual Leased Line (VLL)
Point-to-Point Pseudowire (TDM, Ethernet, FR etc.)

Teleprotection 770

UUU T Frr , Frr Virtual Private Routed Network (VPRN)

S0 Ul n NEE 1 n Layer 3 IP VPN

Network -~ ] K

; mE I L RN, I

LTE |:| Mn R J; service 1 "Li:| |:| Mn
UUU Virtual Private LAN Service (VPLS) . \ ,

Layer 2 Bridged Multipoint Ethernet Service ) VPRN -y

SCADA b rrr [i:l , service 2 ® F F F
Z] O G| T empisnewwork (11|

~ VPLS Service -

19 © 2023 Nokia NO<IA



Highly granular, service-aware QOS
Pivotal to network convergence without performance compromise

Service-aware QoS provides service-based queuing,
policing, and shaping

Up to 8 forwarding classes per service

Signaling

Per-service, per CoS bandwidth guarantees,
application assurance, and SLA assurance

High density of service queues Overall
SLA=
Profiled scheduling and queue-type based scheduling 14 Mb/s

Conforming and non-conforming bandwidth cap for
each queue

Lo
Non-critical data .

Simultaneous support for Layer 2 and Layer 3
services on the same access port

Granular, service-aware QoS ensures high, consistent and predictable application performance

20 ©2023 Nokia | I\O(IA



Building a resilient mission-critical network

21

© 2023 Nokia

7705 SAR

Command

center
IP/MPLS Internet
network

= 0l

PBX SCADA server

|
ERP m

o0,

Service layer

PW redundancy
MC-LG/MC-APS

MPLS FRR/standby LSP/ECMP

MPLS layer Non-stop signaling
IP ECMP
IP Iayer Non-stop routing
VRRP
802.3ad Ethernet LAG
Link layer ML-PPP/ATM IMA

SONET/SDH APS

Equipment layer

CSM/fan redundancy
Dual DC power

NO<IA



Uncompromised services with non-stop services

Hot standby protection with zero
second interruption

Non-Stop Forwarding
Non-Stop Control
Non-Stop Services

= [

b
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Bring reliability
to the level of

N[BT IRV [P VPN, VPLS, Ethernet, TDM etc. TDM network

Non-stop control BGP, OSPF, IS-IS
plane MPLS, PIM, DHCP

IPv4, IPv6, Ethernet Non-stop
label switching, TDM data plane

Configuration and state

Active control Standby control

hot synchronized

Control hardware failure:

Standby takes over immediately

Line card | u ﬁ - I Other routers don’t even know
@ O .
e — it happened
- I - .
| I | Zerq impact on protocols and
services

NO<IA



MPLS redundancy for high communications resiliency

IP/MPLS

Primary LSP

S F /4
~~~-~~~ @ ----- Fast re-route tunnel
Il (e I N 2 Standby LSP

Standard LSP failover Standby LSP Fast re-route
Failure signaled at Ingress LSR - Pre-established LSP - Signaled during LSP setup as topology requires
Calculate and signal new LSP - Sub-second switchover - Each LSR computes a detour path
Reroute traffic to new LSP - Supports failover in <50 ms after detection

Faster restoration for no/minimal impact on user communications

23 ©2023 Nokia | I\O(IA



Multi-failure scenario recovery with IP/MPLS
A huge boost to network availability

Control center
y rr
|:| 5 %’ rr

N
Second fault /

First fault

Connectivity can be restored as long as physical reachability exists, thanks to IP routing

24 ©2023 Nokia | I\O(IA



Dynamic recovery
In multi-failure scenario with alternate technology (g.8032v2)

1. RPL becomes active
2. Trafficrestored

Traffic blackholed

Control
center

BN

[

ANY

Ring segmentation

Second fault

RPL: Resilient Protection Link

First fault
Blocking traffic to break loop in ring Irsttau

Connectivity broken despite physical reachability exists (see G.8032 appendix X)

25 ©2023 Nokia | I\O(IA



Geo-protection via pseudowire redundancy

All trafficis lost ~_
due to site disaster %

- = = = Active PW
Standby PW . |
rrr
rrr a |£| r
Frr .
LT 1] A pair of
[] |:| < . T . geo-redundant
Allrouter detectsand T === E— ——————— > rrr Control Center
switches traffic to backup rrr
CC via standby PW |_|

Pseudowire redundancy protects end-to-end connections
Protection against end-point failure at control center (router, control center building etc)
All remote routers switches automatically without manual intervention

Multi-Chassis Synch (MCS) maintains flow/group/link state information across routers

Control center site protection against disaster
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Robust set of infrastructure security features

Management plane Z]

. NMS
SNMPv3, SSHv2, user profiles, scope o 4 A o8
of command, login control, AAA, o ‘e,

dedicated routing engine... - e Data plane

. ACL, NAT, firewall, encryption

IPSec
/" o T

Control plane

! ®
Router ACL, mgmt filter and queues,
. Router
protocol authentication...

@ Physical security Block unused ports, IEEE 802.1x,

auxiliary alarm card...

Full security suite fortifies mission-critical network’s perimeter

27 ©2023 Nokia | I\O(IA



Optimized management synergy across network
domains and layers

Service portal:

Service portal - Simplify complex provisioning and
operations workflow
Troubleshooting . Customized performance assurance and
reporting
Nokia NSP ° - Ubiquitous web-based access from

personal device

Service =
domains - NSP:
P - Integrated IP, MW and LTE packet core
Routers management
‘ @ @ MPLS - Fast provisioning through easy-to-use
) &) @3 | paths > GUIs

MW/optics Powerful service layer fault correlation and
extensive troubleshooting capabilities

layer

Proactive network wide OAM
orchestration and monitoring

Agile service provisioning and efficient network operation

28 ©2023 Nokia | I\O(IA



OAM toolset overview

Service layer
- ITU-TY.1731

MEF SLM
- |EEE 802.1ag CFM
- Service ping/PW VCCV
- VPLS/VPRN tools
- ATMI1.610

Layer 3 - Internet protocol
Bidirectional Forwarding Detection (BFD) with 10 ms timers
Internet Control Message Protocol (ICMP)/TWAMP

Layer 2.5 - MPLS/tunnel layer
LSP Ping/Traceroute
- SDP Ping

Layer 2 - Ethernet
- Y.1731

IEEE 803.1ag CFM

MEF SLM

IEEE 802.3ah EFM

Layer 1 - Optical transmission
MW Link Fast Fault Detection (FFD)
Digital Diagnostic Monitoring (DDM)

29 © 2023 Nokia

Service

OAM at
every layer

Infrastructure

NSP

SAA automatic test suites
and SLA verification




7705 SAR photonic integration

More capacity on the same fiber link

CWDM MDAs for 7705 SAR-8 and SAR-M
Better utilization of optical infrastructure
Support both 1 GigE and 10 GigE per lambda
Less cost, rack space and power consumption

Higher number of 7705 SAR routers around the ring

~ 77055AR iy
7705 SAR ) .;;7705 SAR

7705 SAR

30 © 2023 Nokia I\O( IA



Nokia E2E communications portfolio for grid modernization

1 1

1 1

Control X [ J 7750 SR-a8/a4 !
A || PN 0 IR RE NsP !

center i I
1

| |

1 1

L o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 1

:' ---------------------------------------------------------------------------------- 1

1 Distribution and Field :

: Bulk electric system Transmission and distribution Area Network (FAN) 1

1

1 /\ /\ N 1

: /500 KV 230KV 115 KV D /66 KV 33KV ...and |owerN r R :

: S !

Smart grid | !
WAN i |_ |_ |_ r r |_ ’_FS_?_?F_‘ ’_rg_?_gr_‘ rrr T T r rrr :
- |

1 |

1 ) ! 1

1 1 1

1 e 7 4 : 1

E 7705 SAR 7705 SAR-Hm 7705 SAR-Hmc |
___________________________________________________________________________________ 1

. T T
Digital ! |
substation ! 7250 SAS-Mxp 7250 SAS-Dxp-24p |
1

LAN ! I
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7705 SAR family

The convergence platform for critical communications for utilities

MPLS router LAN switch SDl\Tt/JF;(eH Security* Synch*
— A - ﬁ@
I
IP VPN VPLS SONET/SDH Filtering GNSS/GPS Receiver
L2 VPN VLAN SW PDH NAT 1588 Master
Multicast Serial Encryption
IPv6 Analog voice
IPSec Alarms

* Available on selected SAR product member only
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7705 SAR-8 legacy transformation

D L[]

LMR TDM MUX

SCADA

rrr C37.94, E&M
G.703, serial

Teleprotection

T1/E1

1

oog ROIRS OC3/STM-1 Dry contact

ooo

Operational X
voice l l l l /

SONET/SDH
MUX

Sensor

33 © 2023 Nokia

GigE/10GigE
OC-3¢/STM-1

N x T1/E1

MW
CWDM/DWDM

GPON/xDSL
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Supporting Tele-protection interfaces on 7705 SAR-18 and SAR-8

16-port ASAP T1/E1
32-port ASAP T1/E1

12-port Serial Data Interface: RS232, X.21, V.35

8-port C37.94 teleprotection - SFP based supporting Single mode & multimode

¢ 8-portvoice and teleprotection-2 C37.94 + 2 G.703codir + 2 FXS & 2FXO
ports

6-port 2/4-wire E&M voice - used in legacy distance protection equipment
34 © 2021 Nokia



Hardened mobile secured IP/MPLS router

@ \\ // @ é > @ Q

Encryption Power Typical -30°C +70°C Fanless IEC61850-3 P40
(IPSEC, NGE) TeW EN-50121-4

4 EN 50155
| Dual SIM (mini industrial) |
c | 12V/24v DC Power
S ey | LTE WAN (external antenna) |
o | 2 x RS-232 async (raw socket)
& o LTE Mimo
%
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Your gateway to accelerate communications innovation
For DER, cyber security and new business models

Innovation hub - define, test, Onsite and Connect your lab, power your
validate and de-risk remote testing transformation and fuel your future

36 © 2023 Nokia | I\O(IA
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Use Case: Current Differential Protection over Packet Networks

For Transmission & Distribution System Operators
Nokia approach

Customer challenge
» Eliminating Eol. TDM technology

* Migrating legacy mission-critical
Differential protection traffic from
TDM-based transport networks to
new IP/MPLS-based
communications networks.

*  Meeting stringent latency, jitter and
symmetry requirements for
protection services

=5

TPR/IED
N, E&M

N, RS-232

Substatk/

N G.703

\ C37.94
\ Ethernet

The Nokia 7705 SAR industrial IP/MPLS
product portfolio for a converged mission-
critical network is very extensive with
different capacities and form factors to fit
various parts in the grid.

The 7705 SAR product family offers all types
of interfaces used by protection relays

Nokia's patented Asymmetry Delay Control
ensures perfect symmetrical latency for
Current Differential protection services.

Nokia's patented Network Group Encryption
ensures safe transport of protection traffic

Fulfill all convergence requirements, including
network resiliency, quality of service (QoS), security
and manageability

Eliminate voltage surges, brownouts and prevent
damage to expensive substation equipment.

Support legacy applications allowing a combination
of application traffic — old and new, mission-critical
and best-effort — over the same network
infrastructure without compromising performance.

All Utility applications can evolve to Ethernet and IP
seamlessly

oo

AOR R A

Breaker
High voltage

©

secure
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IP/MPLS

7750 SAR 7750 SAR

-0 0 "r!_ﬁ_ar"
BreakerE]ﬁon

TPR/IED

2 YouTube

E&M y
RS-232
G.703 e

C37.94
Ethernet /

NOKIA

7705 SAR


https://youtu.be/fsyDQMKR7ys

Use Case :Converged FAN

Extension of same MPLS domain to remote

locations (on LTE network)

’_r%_ﬁ_er—‘

7705 SAR-8

Substation
CSP / Private LTE
Field Area IP/MPLS L3 and L2
Network (FAN) services over LTE
LTE
o l -
Voltage SAR-
Regulators Hm/Hme SAR R
Hm/Hmc¢ m
” / 411
/‘f TTT
Capacitor Banks L
Distributed
Fleld Devices Energy
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TPDDL Private IP/MPLS Network

i

7705 SAR-8

IP/MPLS

Control Center
£ (NOC)

NSP

7705,
HeadEnd

—

r

N D
m]

D'.
4

D'}n

. x SAR-
LTE backup link, or Hm/Hmc

primary WAN interface of substation

’_rg_lur_‘

Substation Communication

Generation Transmission Distribution AMI
System System System System
E/ICADA NMS/OMS PBX Office Internet
aster LAN
7705 SAR-8
[l
Power
Generation

Primary WAN interface of substation

Fiber connected
substation, use LTE
as backup link

NO<IA




Use Case: Time Distribution in Smart Grids
For TDM, Ethernet and IP based applications

Customer challenge

*  Provide reliable time

Nokia approach

B . :  Combine Synchronous Ethernet and PTPv2 Provide robust Differential Protection
synchronization for Differential . .
: throughout the entire network services
Protection
« Offer end-to end network synchronization Enable Synchrophasor applications for
*  Enable Syn;hrqphasor (PMU) and management DER, Falling Conductor Detection, Frequency
based applications Control
o » Provide GNSS timing option modules for
*  Maintain TDM network Substation Routers Field Proven, easy to deploy
synchronization

e Offer an evolution to Power
Profile Timing in Substations

PTP
Grandmaster 400kV 50Hz
ENCRYPTED
Siemens 7SD52 < .................. D \7VD_|\/|_||n_k .................. > Siemens
Schneider P545 7SD52
3.2ms latency Schneider
P545
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Use Case: IEC 101 to 104 SCADA conversion

For Transmission & Distribution System Operators

Customer challenge

*  Maintain existing legacy RTU’s in
the field with point-to-multipoint
connections from master to
slaves

*  Support IEC 101 SCADA system in
the field

» Evolve the SCADA head end,
integrate newer RTU architecture
and reduce footprint of serial
connections

Nokia approach

* Use serial interface of the Nokia 7705 SAR at

the RTU end

e Enable RAW socket on the 7705 SAR
e Connect SCADA head end with Ethernet to a

7705 SAR

*  Encrypt end to end with Nokia's patented
Network Group Encryption to secure the
legacy SCADA traffic

é_---~ S
Elﬁ.

<
S~
~

A\

serial=
7705 SAR-Hmc
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-
Ra
-

o7 seeares~_
o7 PIMPLS  TSsol
. .

2

(PILTE RAN

-
—-

Ethernet
L4 ,——7

[

7705 SAR

Ethernet

g

\
7705 SAR

=

=

Enable evolution of the SCADA head end

Save costs by keeping the RTU's in the
field

Significantly reduce the footprint of the
SCADA headend by eliminating serial ports

Secure the SCADA traffic, protect against
spoofing, eavesdropping & hacking

Headend A

Eff(\j\j Operations Centre
Headend B a

3 YouTube

Headend C

Eff(\j\j Backup Operations Centre

?‘

Headend D

NOKIA


https://youtu.be/9r2aRkcPLmU

Use Case : CCTV Traffic ( Multicast)

MPLS-TP always requires 10G!

Traffic sent 3 times over the links
« CCTV generates the
(e T highest bandwidth

/(@‘_) —— O ] O ] O O O ] O ! requirement on the

network

e Without multicast

mmm OC %%% awareness, traffic can be

multiplied by at least 2!
* MPLS-TP brings no

Number of storage areas 2 multicast awareness
Number of monitoring centers 2

Number of cameras 100

BW per camera 3 Mb/s

BW without multicast awareness 1.2 Gb/s

BW with multicast awareness 300 Mb/s
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Use Case : Current Differential Protection redundancy
Graceful Failover with Asymmetry Delay Control (ADC)

single attached relay

Current

100-400kV 50Hz

Differential
Protection
Relay

Primary strict path: ACB (active)
Standby strict path: ADEB
ACB and ADEB are not equal latency

43 © 2021 Nokia

C
single attached relay
7705 SAR B
Current

4@ Differential

7705,§A‘R‘ 3794 Protection
2 G.703 Relay
7 X.21
"y’* Fully redundant
_______________________ DC 7705 SAR
7705 SAR 7705 SAR

Failure/Switchover of the active control card
does not impact the Current Differential

ADC assures symmetry of latency on path ACB

If failure on primary path ACB,
. e Protection Traffic

then disable C37.94, run ADC on path ADEB,
When completed, enable C37.94




Use Case : Current Differential Protection redundancy

Hitless Redundancy with Asymmetry Delay Control (ADC)*

single attached relay

Current

Differential
Protection

Relay

Active strict path 1: ACB (active)
Active strict path 2: ADEB (active)
ACB and ADEB are not equal latency

A

© 2021 Nokia

100-400kV 50Hz

C

7705 SAR

7705 SAR 7705 SAR

(C37.94 data is sent over two diverse paths simultaneously

Nodes A and B compensate for the difference in latency
between two paths

ADC compensates for small changes in latency

(*) 7705 roadmap 21R10

single attached relay

Current
Differential
Protection
Relay

Fully redundant
DC 7705 SAR

Failure/Switchover of the active control
card does not impact the Current

Differential Protection Traffic




Use Case : Multi-point TDM bridging
MDDB empowers serial-based SCADA migration over IP/MPLS

Operations center

Supervisory Control & Data Acquisition is also known as: T T T T

Industrial Control System (ICS) generally

i Serial interface
1

7705 SAR
with MDDB

Telecontrol equipment for power utilities !
Interlocking for rail operator '

Supervising and monitoring remote industrial processes

IP/MPLS
network

Low speed
serial

Integrated Services Card (ISC) interface

Slave/Remote
Telemetry Unit (RTU)
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Teleprotection equipment in use/validated over Nokia IP/MPLS networks

A.. NSD70 Distance
NSD570 Distance X.21, Ethernet
RED670 Current Differential C37.94
i | ALSTOM  P541, Phax Current Differential X.21
@ P591 Current Differential X.21
P545 Current Differential C37.94
AAREVA DIP5000 Distance X.21
@ LE9O Current Differential
D60 Distance G.703 CoDir
Tone 40 Distance E&M
y D90 Distance G.703 CoDir
INIVEN) Transfer Trip E&M
NOKIA 71rs64 Transfer Trip G.703 CoDir
() Current Differential Ethernet
GARD8000 Direct transfer trip C37.94
Schneider P545 Current Differential C37.94
SEL SEL311L Current Differential G.703 CoDir
SEL311C/SEL321C Distance RS232
SEL 411L Current Differential C37.94,RS422,RS232
SEL2506 Transfer Trip RS232
SIEMENS 7SD32 Current Differential
75D52/7SA522/7SD X.21,E1,C37.94,FO5
522 Current Differential converter
75D82 Current Differential C37.94,E1
75L87 Current Differential C37.94
sprecher  7xy Distance X.21
TOSHIBA  Sprecon Current Differential Ethernet
DIMIAT GRL100 Current Differential X.21, C37.94, Ethernet
PROTECT. TPU1/AVDM Distance E&M, E1
DTIVA-E5 Current Differential C37.94 G.703 CoDir

Relay Model Used & validated at

“HALTALINK ATCO Electric

¢ )
* 5 €DF @; _ creos
[enso | STEDIN"

swissgrid es

FINGRID “7%8lia
N D
D\ &

ar@ee RED
DE ESPANA

elfec
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Long Distance Inline ILA Solution with Coherent optics on Router

100G CFP2DCO 3RU

I/ \‘ I, \‘
| 1 | 1
: Router TX edge Inline Amplifier : i i
: A device : ] |
I Ry ! u u B B u B 1 !
| X | I ! %/ el I |
1 1 " 1
1 I ] 1
z : '\ ;

* Drive down cost

- Optimize operations Save space ;@oc

* Reduce equipment and power!

* Save space

* Reduce power
ST Router 77777 e Router N
i IXR-e ! b IXR-e |
! 5 1 ! =4
i T ‘ 'El : 10G DWDM i IEI !
: 2 = :
" T TX 10G Ahplifier \ /

_______________________________________________

== 100GE CFP2 DCO link
10GE DWDM link
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IP routing portfolio at a glance

7250 Interconnect Router (IXR) Virtualized Service Router

7950 Extensible Routing System (XRS) 7750 Service Router (SR) e (VSR)
e T
7250 IXR-e 7250 IXR-s

7750 SR-1s

7950 XRS-20

7950 XRS-20e

3.0 Th/s network

Bl processor Cadiay

7750 SR-1

Service Router
Operating System

Network Services
Platform (NSP)

(v own
wnx

7750 SR-a4
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7750 SR-7/7450 ESS-7

7750 SR-a8

7750 SR-2s

7750 SR-1e

7750 SR-7s

7750 SR-12/7450 ESS-12

7750 SR-2e

7750 SR-14s

7750 SR-12e

7750 SR-3e

(2 variants)

7250 IXR-Xs
7250 IXR-R4
7250IXR-R6 7250IXR-X1 7250 IXR-6

7210 Service Access Switch (SAS)
7210 SAS-Sx 10/100GE

et
7210 SAS-Sx 1/10GE

=5
7210SAS-S 1/10GE

21OSAS-R6 | ememeare o
7210 SAS-Sx SONET/SDH

7210 SAS-K30

LT A NN

7210SAS-K12
resmansnnL
7210 SAS-Dxp 7210 SAS-K5

72501XR-10

7705 Service Aggregation Router (SAR)

. s
7705 SAR-18
7705 SAR-Hc

7705 SAR-8 g -
=

7705 SAR-X 7705 SAR-Hm and Hmc
7705 SAR-M SO
7705 SAR-O
7705 SAR-AX A
7705 SAR-A 7705 SAR-Wx

NO<IA



7750 SR product portfolio

Scale breadth to right size any network location

Technology

System
capacity (HD)

Slot capacity
(FD)

Interfaces

supported (GE)

53

7750 SR-a4
/ 7750 SR-a8

FP3

200 Gb/s /
400 Gb/s

100 Gb/s

100/40/10/1

© 2023 Nokia | Nokia internal use

7750 SR-1e/
7750 SR-2e/
7750 SR-3e

FP3

400 Gb/s /
800 Gb/s/
1.2 Tb/s

200 Gb/s

100/40/10/1

7750 SR-1

FP4

3.0Tb/s

1.5 Tb/s

400/100/40
/10

7750 SR-7/
7750 SR-12

FP4

4Tb/s /
8 Th/s

400 Gb/s

400/100/40/
25/10/1

7750 SR-1s/
7750 SR-2s

FP4

9.6 Tb/s/
19.2 Tb/s

4.8 Tb/s

400/100/10

7750 SR-12e

7750 SR-7s/
7750 SR -14

FP4 FP4

57.6 Tb/s /
277Tb/s 115.2 Tb/s
1.5 Tb/s 4.8 Th/s
400/100/25/10/1  400/100/10

NO<IA



Dynamic interconnectivity
7250 IXR product family - designed for longevity

» Extended temperature
* <300 mm depth for ETSI-compliant cabinets

7250 IXR-e 7250 IXR-R4 7250 IXR-Xs 7250 IXR-6 7250 IXR-10

7250 IXR-R6 7250 IXR-X1

7250 IXR-s

240-600 Gb/s R4: 600 Gb/s X:9.6 Tb/s 28.8 Tb/s 57.6 Tb/s
14-32 x 10GE 4 slots, 160 Gb/s 4-6 x 400 GE 4 slots, 3.6 Tb/s 8 slots, 3.6 Tb/s
18-32 x GE Plus 2 x 10GE, 10 x GE 32 x 100/40 GE 144 x T00GE/40GE 288 x T00GE/40GE
100, 40, 25GE and fixed ports 48 x 50/25/10 GE 192 x 10GE/GE 384 x 10GE/GE
copper interfaces
GNSS options R6:1.6 Th/s s: 1.6 Tb/s

6 slots, 160 Gb/s 6 x 100GE

48 x T0GE/GE
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7705 Service Aggregation Router

Carrier Ethernet access and aggregation and mission-critical WANs

Ethernet, VPLS
I[P and IP VPN
TDM

ATM

Serial data,
E&M, FXS/FXO

Teleprotection
Frame Relay

HDLC

Any interface and SLA
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7705 SAR

XDST/ET \

SONET/SDH |

GE, 10GE

Microwave

xDSL
GPON

CWDM

\
|
\

|
|
|

7705 SAR Portfolio

e oo |
< gacoo ol B —

7705 SAR-W 2705 SAR-Wx

7705 SAR-Ax
7705 SAR-A
7705 SAR-Hc
7705 SAR-X
7705 SAR-M

g B0

7705 SAR-H

n
win
.

7705 SAR-8

7705 SAR-18

Any network access Any scale, any location
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7210 SAS portfolio
IP/MPLS and Ethernet access

ZiZaEFEREeS. P T L
) mmmE

el 2T T T L TN N

7210 SAS-K5 7210 SAS-K12 7210 SAS-Mxp 7210 SAS-S/Sx series 7210 SAS-R12

7210 Dxp 7210 SAS-K30 7210 SAS-T 7210 SAS-R6

10-60 Gb/s 18-60 Gb/s 124-128 Gb/s 128 -176 Gb/s-2Tb/s 960 Gb/s-1.92 Tb/s
5-10 x GE ports 8-12 x GE ports 22-24 x GE 24-48 x GE, 4 x 10 GE 6-12 x 100 Gb/s slots
Dxp: 2 x T0GE ports K30: 3 x T0GE ports 4 x 10GE 64 x 10GE, 4 x TO0GE

Ethernet only
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Réseau de Transmission d’Electricité (RTE), France

IT&Telecom RTE

IP/MPLS WAN & LAN, Optical & Microwave backbone

“RTE’s Network spans more than 100,000km of power lines ranging from 63kv
to 400kV. To control this, we need a comprehensive digital infrastructure to
operate this system in real time. In order to fully participate in the energy
transition of the European power system, we decided almost 10 years ago to
proceed with its digital transformation”. Sébastien Henry Executive Director

“RTE has therefore decided to base it's new network on the Nokia IP/MPLS

technology which is deployed in all substations and control centers” Tamatea
Raust Telecom Project Manager RTE

Challenges
* Evolve the SCADA systems to IP
* Advance digitalization of processes

* Implement the most demanding
services in terms of synchronization,
latency and criticality, such as
Current Differential Protection

* Enable advanced management of
transmission assets

Solution

* IP/MPLS, DWDM optical & Microwave
transport and multi-layer network
management with Network Services
Platform for 2000 network sites

* Supports all legacy grid control and
protection applications plus new
generation of IP-based applications

Benefits

» Efficient migration from PDH & SDH
to modern, scalable & future proof
technologies

* Improved end-to-end control of the
transmission infrastructure

* Enables distributed renewable power

* Enables greater & more secure
control of the smart grid in France



Red Eléctrica de Espafa (REE), Spain

Red Eléctrica de Espafia

Press release

IP/MPLS and optical WAN

S RED

-:"”",//y ELECTRICA
DE ESPANA

“REE is a key player in the energy transition and the challenges we face are
clear, and we must be able to anticipate them, so we need to have the best
tools with which to carry out our mission with the highest possible quality,
safety and efficiency. In this sense, modernizing our communications
network is vital in order to advance in the digitalization of our processes
and to enable advanced management of transmission assets”.

- Lépez Cormenzana, Director of Transmission Infrastructure Maintenance for

Challenges

* Implement the most demanding
services in terms of synchronization,
latency and criticality, such as
Current Differential Protection

* Advance digitalization of processes

* Enable advanced management of
transmission assets

Solution

* IP/MPLS, DWDM optical transport and
multi-layer network management with
Network Services Platform for 800+
network sites (44.000 Km. of electrical
lines nationwide including Canary/
Balearic islands)

* Supports all legacy grid control and
protection applications plus new
generation of IP-based applications

Confidential

Benefits

* Improves efficiency, extends
broadband services and enables
distributed renewable power

* Boosts digital transformation of
operations to realize benefits of
Industry 4.0

* Enables greater & more secure
control of the smart grid in Spain


https://www.nokia.com/about-us/news/releases/2021/07/06/nokia-modernizes-red-electrica-communications-network/

' - N
South Australia Power Networks (SAPN), Australia \\«\.\

=S |P/MPLS WAN (Distribution grid)

SAPN operates the Electrical power distribution network for South Australia.
It comprises of 20,000 km of overhead electrical power lines, 400 zone
substations, and over 77,000 transformers. They serve about 900,000
homes and businesses.

.

To o T

W Geneaaton [l Tramvivssion Network Dissribution Network

o

From SAPN Distribution Annual Planning Report 2021/22 to 2025/26

- “We chose IP/MPLS because it allowed convergence of all our existing
] and future communications services, including current differential

protection and distance teleprotection.”Geoff Axon, SAPN

L Wk WO

Challenges Solution Benefits
* Replace the PDH/SDH network that was * The full range of 7705 SAR industrial routers  SAPN can migrate away from the PDH/SDH
becoming difficult to maintain (SAR-8, SAR-18, SAR-A and SAR-Hc) fornew  network quickly, while keeping the lights on
« Deliver a network with reliable deterministicQoS ~ and legacy equipment and minimizing risk
for differential protection and teleprotection « Nokia NSP and Nokia Service Portal Express  * The new communications network is easier
« Support new IP-based applications, including end-to-end management solution to manage, with a single infrastructure
GOOSE and CCTV « The IP/MPLS infrastructure supports current  Serving all SAPN’s communications needs
» Prepare the grid for the future operating model differential protection and teleprotection, * SAPN can easily add nodes as the grid
with greater penetration of solar power, SCADA, substation monitoring, telephony, grows and can manage the network using a
microgrids, battery storage, and EV charging CCTV and remote access and management single end-to-end tool suite

Confidential



Nokia power utilities references
30 years experience providing mission critical communications to 200+ utilities

61

Amemcas

AltaLink, Canada

Ameren Services, USA

BTES, USA

Chelan County Public Utility, USA
Cleco, USA

Elektro, Brazil

ELFEC, Bolivia

EPB, Chattanooga, USA
Internexa, Peru

Kansas City Power & Light, USA
LUS Fiber, USA

New York Power Authority, USA
Northeast Oklahoma Electric Coop/Bolt, USA
OG&E, USA

PCWA, USA

© 2023 Nokia

APAC

Ausgrid, Australia

AusNet, Australia

CLP, Hong Kong

CSG, China

ElectraNet, Australia
Endeavour Energy, Australia
Energy Queensland, Australia
HEC, Hong Kong

MEA, Thailand

PEA, Thailand

PGCIL, India

PLN, Indonesia
PowerWater, Australia
SAPN, Australia

SGCC, China

TNB, Malaysia

TPC, Taiwan

TPDDL, India

Transgrid, Australia
Transpower, New Zealand

EIVIEA

450connect, Germany
ACEA, ltaly

C4 ENERGI AV, Sweden
CEPS, Czech Republic
CEZ, Czech Republic
Creos, Luxemburg

EDF (French Islands),
France

Electricite de
Strasbourg, France

ELIA, Belgium
Energie AG, Austria

Energie Wasser Luzern,

Switzerland
ENSO, Germany
Equinor, Norway
ESB, Ireland

EWA, Bahrain
Fingrid, Finland
Hafslund, Norway

Iberdrola, Spain

IPTO, Greece
Jodkdping Energi,
Sweden

Red Eléctrica de Espafia,
Spain

Redes Energeticas
Nacionais, Portugal
Repower, Switzerland
RTE, France

SEPS, Slovakia

Stedin, Netherlands
Swissgrid, Switzerland
TAURON, Poland
Teletrans, Romania
Terna, Italy

WPD, UK

NO<IA



Conclusion




Nokia IP/MPLS meets all network needs

Deterministic
behavior

Traffic
engineering

Path design

RSVP-TE

63 © 2023 Nokia

Resilience

Fast reroute
10 ms BFD

ISSU, power
and control
redundancy

Ring, hub and
spoke, mesh
topologies

e

Support for
legacy services

Circuit
emulation

E&M, FXS, FXO

E1,G.703,E3
STM-1, C37.94

RS232, X.21,
V.35,
SCADA
multidrop

Nokia internal use

JUL

Low latency Synchronization

and jitter

<5ms latency
for CES

SyncE

Low nodal 1588v2

latency

Low jitter ACR, line sync

Hierarchical
quality of
service

Ethernet
services

VLL, VPLS,
H-VPLS

VPRN, multicast

Packet
microwave

PoE

Environmental
hardening

-40 to +65°C

IEC61850-3

IEEE1613
EN50121-4

Conformal
coating

Cyber
security

Access control

Control plane
protection

Encryption

Firewall, IDS,
IPS

Al

Operational Scaling
simplicity

Automation Seamless
NSP MPLS

Service portal ~ Massive
express scaling

OAM test Internet scale
capability

Service and
QosS,
convergence
times

NO<IA



Conclusions

on IP/MPLS

Supports all industrial requirements for railways,
utilities, military and large enterprises

Can transport any protocol and runs on
any L1 infrastructure

« Allows significant simplification through
integration of different functions

» Provides full cybersecurity
» Scales massively

* Has been widely deployed in railways, utilities,
enterprises and governments

* |s future proof, allows any new application and
service to be deployed

* Provides end-to-end management for the
elements, network and services

* Only IP/MPLS can support all mission-critical
communication needs!

£ N\

« Supports ring, hub and spoke and full
mesh topologies

» Can withstand multiple simultaneous
failures

» Supports all resiliency schemes at L2,
MPLS, L3 and Service layers

Allows any application and service at L2
and L3

Prevents broadcast storms and
supports flexible multicast schemes



Why Nokia?

+200

Utilities with
Nokia solutions

NERC/CIP

Compliant end-

to-end cyber
security

MPLS

Market leader

65 © 2023 Nokia

+55

Utilities with
Nokia solutions
for new services

Complete grid
communications
solutions with
professional
services

DWDM

Market leader

Substation
harden IP/MPLS
routers with 7
industry awards

€ 24.9bn

Net sales 2022

P-LTE

Market leader

+1400

Teleprotection
circuits in service
on IP/MPLS

EIC

Energy Innovation
Center

SDN

Market leader

Communication

NO<IA
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Current differential teleprotection relays require tight control of delay between forward/reverse
communications paths

Strict-path deterministic routing is utilized to ensure both direction follow the same path but asymmetry still
can exist due to high jitter in the network.

* Need to monitor/control asymmetry
Nokia Patented Asymmetrical Delay Control (ADC) feature is used to control the asymmetric latency
contributed by the jitter buffer. Before any traffic is forwarded, a start up analysis is performed on the circuit
in order to calculate the jitter buffer size.
Network engineering requirements

* Use explicit-path LSPs with strict hop criteria

* Do not use FRR on the teleprotection service path

 Ensure both directions of the TDM PW traverse the same path end to end.

Optionally ADC analysis can be set to repeat at configured time intervals after service is up or manually
initiated through on-demand ADC.

Confidential



Controlling Jitter within CPIPE VLL service

MPLS

Protection network Protection
relay 77055AR relay

77055AR

At start up or a restart, a configurable number of packets are sampled to calculate the average jitter buffer latency.

» Depending on the difference between the buffers average and expected latency, idle packets will be inserted/dropped
* In the SAR-8/SAR-18, ADC is supported on C37.94, G.703, X.21, RS-232, T1/ E1 ports

* Inthe SAR-A, SAR-M, SAR-X, and SAR-H, ADC is supported on the T1/E1 ports

* In the SAR-Hc, ADC is supported on the RS232 ports



Controlling Jitter within CPIPE VLL service on redundant paths

MPLS
Protection network Protection
relay 7705SAR 7705SAR relay

redundant path

Designed to overcome asymmetry of traffic latency during path switch overs.

Active path failure detection due to LOS, BFD failures, LSP down or spoke SDP down.

After each path switch over, ADC automatically executes it's analysis and resets the jitter buffer latency to the engineered value.

TDM PWs enabled with ADC receive data only from active path.



Annexure-XVII

Mission Critical Communications — MPLS-TP

17t October 2023
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Mission Critical Communication Systems HITACHI

Inspire the Next

Agenda

« MPLS-TP introduction and equipment details

» Hybrid equipment ( Concurrent working of SDH and MPLS-TP)

- What are the distances covered in MPLS-TP

« MPLS-TPin Power Sector applications including teleprotection ( Distance and Differential )
« Reference Cases

* Requirement of Local content

Internal . .
© 2022 HitachiEnergy. Al rights reserved. @ Hitachi Energy



Many factors to consider for mission critical communications

HITACHI

Inspire the Next

s
- Extreme temperatures, magnetic
and electrical fields.

- Robust, reliable and proven
capabilities needed for providing
accurate functionality under
extreme conditions.

- Dusty and remote environments,
where regular maintenance
cannot be guaranteed.

Internal
© 2022HitachiEnergy. All rights reserved.

Application driven

years, is defined, multiprotocol
environment - flexible solution
required

- Long-term support for traditional
technology/ solutions also in new
platforms required

Critical applications

0N
1L dl .— ' g,;'ugn
pos p_‘.,.’jﬁii,ﬁﬂ%ﬁ:‘i_ !,L'h TN

- Very fast signal transmission
required in case of failures in the
electrical grid

- Highly delay, jitter, asymmetry
sensitive applications

- Highest availability for critical
services

- Needs to operate as well in case
of massive problems in the
electrical grid

Backbone for critical infrastructure

- Running system - not easy to

migrate, long active life time of
system (15 years plus)

Long active life time requires
specific solution - high MTBF in
order to no compromise on
availability

Long supplier support required
(15 years plus) - opposite to
telecom world

®Hitachi Energy



What do | get with MPLS based infrastructures?

Cheaper bandwidth

New service types

Future proof

HITACHI

Inspire the Next

Cost of bit/s are substantially less in packet
switched technologies than in synchronous
technologies = massive economy of scale

effect

Optimized solution for packet based services

Allowing better usage of BW for pure
packet based services

Allowing overprovisioning for less critical
packet based services

Not valid for TDM services over packet, this
becomes more complex

Internal ;
© 2022 Hitachi Energy.SIAﬂerig htsreserved.

= SDH only offers transparent point to point
services

Packet switched solutions offer more service
types

= Point to point services

= Point to Multipoint service (tree)

= Any to any service (VPLS)

Transparent services

L2 services

L3 services

New applications are mainly packet based

SCADA 104 (TCP/IP)

Synchrophasor (TCP/IP)
IEC 61850 (Ethernet)
PTP time of day distribution
Key enabler for digitalization in utility

gnvironment
Asset monitoring
Better surveillance

Wide are monitoring and protection

applications

®Hitachi Energy



PSN backbone technologies

Internet Protocol/Multi-Protocol Label Switching

IP/MPLS

MPLS-TP

HITACHI

Inspire the Next

SDH

Dynamic, network defined channel
routing

Without special measures, unidirectional
communication channels

Link wise channel supervision

Routable protocol (cyber security, e.qg.
NERC-CIP)

Without special measures non-
deterministic data channels

Local switchover, without special
measures >> 50 ms

Internal ;
© 2022 Hitachi Energy.SIAﬂeri% htsreserved.

Static, user-defined channel routing
Bidirectional communication channels

End-to-end channel supervision
Non-routable protocol

If network is planned properly, nearly
deterministic data channels

<50 ms end-to-end channel switchover
guaranteed

Static user defined channel routing
Bidirectional communication channels

End-to-end channel supervision
Non-routable protocol

Deterministic data channels

<50 ms end-to-end channel switchover
guaranteed

®Hitachi Energy



HITACHI
IP/MPLS vs MPLS-TP Inspire th(e:Nexf

Protocol stack needed for a bidirectional fix defined channel

[P-MPLS MPLS-TP
NMS VPN/ PW VPN/ PW Static defined
) OSPF for L3 VPRN VPLS
o Static defined
] PW’s
RSVP-TE Fast reroute
CLI
=3 Static defined  J§
—f IGP (IS-1S or OSPF) LSP/ Tunnel LSP/ Tunnel ‘

MPLS-TP does not need any complex protocol stack for static defined bidirectional communication channels, this makes it easy and

efficient in operation for mission critical networks

Int | ; . .
(gg(r)gzHitachiEnergy.s!&ﬂerightsreserved. @HltaChl Energy



PSN backbone technologies ﬂJl‘%SNE'L

Multi-Protocol Label Switching — Transport Profile

T A A t
! ! } !
...is the most 160 (totallco:'st - ..0AM enables - offers easy
. of ownership) is ... minimizes . transformation of
SDH-like : SDH-like

technol best typically 55% power network support team
ec. not(?gy— tEI:S lower than consumption management from SDH to

migration pa for IP/MPLS* d MPLS-TP

A A

MPLS-TP is the most logical migration path, also supported by CIGRE as explained in CIGRE Green Book “Utility Communication Networks

and services”

Internal : N -
© 2022 Hitachi Energy.s!&ﬂeria htsreserved. @ Hitachi Energy
* ACG Research, 2012, TCO Comparison



HITACHI
FOX615 Powerful multi-technology transport platform Inspire the Next

Hi

Single Operation Concurrent Operation

Stand-alone MPLS-TP Parallel MPLS-TP and SDH Hybrid
or SDH

Internal N -
© 2022 Hitachi Energyz.aAII rightsreserved. @ Hitachi Enel"gy



Use Case : MPLS-TP extension via FOX615 gateway node HITACHI

Inspire the Next

EXISTING SDH NETWORK

A

/

Hybrid & Network Network
Gateway Extension Extension

_____ [coo=-] -]
/ FOX515 FOXGT5 FOX615 FOX615

FOX51E\
FOX515
FOX515 SDH
n i/ errr— 7 e
ANRHE TETITTT / FOX615 FOX615 SDH
agAl| —LLLLLE. A1H1RHE
FOX515 FOX515 FOX615 MPLS-TP

i

FOXMAN UN FOX615 HYBRID

network rlnanagement system

Interna . .
© 2022 Hitachi Energy?AII rights reserved. @ Hitachi Energy



Mission Critical Communication Systems HITACHI

Inspire the Next

Modular and scalable communication solutions: Hybrid & MPLS-TP

I

FOX610-MPLS-TP [l FOX611(Hybrid) FOX612(Hybrid)

»

FOX615(Hybrid)
with EPEX1
Height/Total Slots 19”, 1THU Housing 2.2HE/4 Slots 4HE/8 Slots 8HE/21 Slots
Applications/Port Access/Aggregation Access/Aggregation/Core
Capacity Access/(1/10 GbE) Access/(1/10 GbE) (1/10 GbE) 1/10GbE
Physical MPLS-TP 8x1/10G or 4x1G+4x10G +
Ports 2x1/10G or 4x1G 4x1/10G or 8x1G 8x1/10G or 4x1G+4x10G 4x1/10G or 1x40G (EPEX1)
Central units Fixed configuration CESM1/2 CESM1/2/3 CESM1/2/3+EPEX1
Teleprotection External Integrated Integrated Integrated

10 © Hitachi Energy 2021. Al rights reserved. ©®Hitachi Energy



HITACHI

Mission Critical Communication Systems Inepire the Next

Link distance with MPLS-TP

Distance of Fiber link depends upon Power Budget Calculation with following loss budget parameter:

OPGW fiber length = Transmission line length + 5 % (for splicing loop, sag etc.)
Fiber attenuation=0.35 dB/km @1310 nm and 0.21 dB/km @1550nm

Splice loss = 0.05 dB per splice, splices every 3 km

Connector loss=0.5 dB per connector x 2 connectors

Optical path penalty=1dB

Maintenance margin=2.5dB per 100 km

Internal . .
© 2022 HitachiEnergy. Al rights reserved. @ Hitachi Energy



Mission Critical Communication Systems

Optical

Sr. No.

Station A | Station B

. Distance +
Link

Interface

Link

Fiber

Power Budget Calculation for SDH: STM -4 & STM - 16

Fibre Optic Link Name

Link Losses (dB)

HITACHI

Inspire the Next

SAG
Distance

(km)

Type

(km)

STM-16
Optical Line

=0.35

(dB)

attenuation

dB/km @
1310 nm

Splice loss =
00 Connector

dBiSplice, | | o= 1 dB

Splice at

every 3 km

Fiber loss =
0.21 dB/km
@ 1550 nm

(dB) (dB) (dB)

Optical

Path

Penalty = 1 Margin = 2.5

dB

(dB)

Maintenance| Total loss

dB/100 km

(dB) (dB)

Rx

Tx power
End Of Life

Sensitivity

Available
Power

Additional
Margin

Local End [Remote end

Interface
card (to

(dBm) (dBm)

(dB) (dB)

Local End

128

134.4 suplport
maximum
125 Km)
Optoway
SPS-
93160MWG

STM-4
Optical Line
Interface

28.224 2.3

3.36 35.884

37 1.116

Remote end

146

Internal

© 2022HitachiEnergy. All rights reserved.

card (to
support
153.3 maximum
146
Km)APAC
Opto LS48-
B3U-TI-N-DI

32.193 2.65

3.8325 40.6755

42

1.3245

®Hitachi Energy



Mission Critical Communication Systems

Power Budget Calculation: 1G and 10G SFP

HITACHI

Inspire the Next

Fibre Optic Link Optical . Rx Available
Name Interface Ml lasss ) Sensitivity | Power
. . . Maintena
.Lmk slloei . [Fiber loss Splice loss Optical nce VR PTel Additional
Sr. No. . Distance attenuati =0.05 ) Total loss| End Of .
station A|StationB| - 1™ | +saG | Type [on=0.35[ 02" _|dB/splice, [CONNeCtor| Path i Margin= Life Margin
Distance yp =9.99148/km @ |92/ 9P1ICe. ) oes = 1 dB|Penalty=| 2.5
dB/km @ Splice at
1550 nm 1dB dB/100
1310 nm every 3 km K
m

(km) (km) (dB) (dB) (dB) (dB) (dB) (dB) (dB) (dBm) (dBm) (dB) (dB)
SFP - SPS-
73200WG

Remote support i

1 Local End end 150 157.5 maximum 33.075 2.7 1 1 3.9375 41.7125 7 36 43 1.2875
150) 1G
MPLS-TP
SFP-SPS-
2380WG

2 |LocatEnd | REMOte | g4 gg.7 | Support 20.727 17 1 1 24675 | 26.8945 4 -24 28 1.1055
end maximum
90) 10G

MPLS-TP

Internal

© 2022HitachiEnergy. All rights reserved.

®Hitachi Energy



Mission Critical Communication Systems HITACHI

Inspire the Next

FOX XXX Components: 1/2

Subracks Core/MPLS-TP Units SDH Units Ethernet -Units Routing
CESM1
64+ Gbps switching ETOP1/ETO12-F
2x1/10 GbE 12 x GbE SFP L2 Ethernet
Uplink Core Unit ‘ optical unit
|
FOX 615 & FOX 615R2 e/ |
Subrack with ED cover, 19” 8 HU, 21 slots, ESM2 ;4 e ¥
MPLS-TP 1/10 GbE , SDH STM1/4/16. be G . ELET1 § EROP1
2 10GhED 1 GbE \ SAMO02 24 x10/100/1000 R 12 x GbE Ethernet SFP

Jree— Uplink Core Unit : 2 x SDHSTM-16/STM-4 Base T L2 Ethernet L3 Routing
P e —— . -2 X SDH STM-4/STM-1 electrical Unit
9%?% i 4@ ; '/p : s
t = I : b Y

FOX 612 FOX 611 CESM3 EPOI1

Subrack with ED cover, Subragl;’\’/vzltg 5% 148+ Gbps switching 12x10/100/1000 Base T
19" 4 HU, 8 slots, cover, 19" 2,2 HU, 4x1GbE OR4x 10 GhE L2 Ethernet
MPLS-TP 1/10 GbE, 4 slots and Uplink Core Unit electrical Unit
SDHSTM1/4/16 MPLS-TP 1/10 GbE,,
SDH STM1/4/16

Internal . -
© 2022 HitachiEnergy. Al rights reserved. @ Hitachi Energy



Mission Critical Communication Systems HITACHI

Inspire the Next

FOX XXX Components: 2/2

Voice Data Interwork Teleprotection
LEDAT N Tcpi2
2/4 Wire E & M ' 4 x protection commads
EPAX nterface

I Hybrid distance protection
interface module

LECO1 CEPI1
(G.703 64 kbps, Circuit emulation over packet+ OPIC2 :
LEXI 8 interfaces 8 xE1/ G.703 Interfaces 4 x differential protection 4
12-Port FX0, 2-wire borts, IEEE (37.94 |
St MM SFP 850 nm, LC/PC &
voice interface SM SFP 1310 nm, LC/PC &
g
E- |
> ﬂ TEGO1
4 x FE/ GbE interfaces
LESU1 . LEDST LEDE1 GOOSE messages for Local U';ItEtM inal
16 Port FXS, 2 wire Serial DCE, G.703 2 Mbps, distance protection ocaE(c:ge_lr/ UecrgnTlna s
voice interface 4 interfaces & 8 interfaces Sampled Value (SV) for
1x Ethernet differential protection
" Direct connection with

the station/process bus of
IEC 61850 substations.

Internal

© 2022HitachiEnergy. All rights reserved. @ HltaChl Energy



Mission Critical Communication Systems ],!;'J,}';%?,L;',!i

FOX xxx & TEPI2 enabling distance protection via PSN

Requirements for reliable operation
g C5
| I

Distance Protection via PSN

« Reliable transmission of trip signals
« Guaranteed latency time of <10 ms
« Ensured dependability and security as per IEC60834-1
« Ensure data integrity of trip signals in packet based
wide area networks - .
N - " 116 Vo8) 110 voS)
« Ensure availability of > 99.999% for mission critical

applications e ey

cocooa 0

=]

roans

)

FOX615

000000
|

0O 0jpDoo0
I

« End to end real time channel supervision and centralized -
alarming in NMS Rgfei" @tﬂi}

« Advanced testing & measurement functions such as loop
tests, latency measurement, packet counters and event
recorder

« Unblocking signal for protection relay in case of
communication failure

internal ®Hitachi Energy

© 2022 Hitachi Energy?RII rightsreserved.

DISTANCE PROTECTION




Mission Critical Communication Systems HITACHI

Inspire the Next

FOX615 & OPIC2 enabling differential protection via PSN

Requirements for reliable operation

Differential Protection via PSN

« Reliable transmission of current, voltage or
phasor measurements

« Guaranteed latency time of <10 ms
« Ensured that no wrong tripping is cause due

to communication problems I Foume

« Guaranteed symmetry of data channel of
<150 us ki ki
» (Guaranteed jitter/ wander of < 150 us

« Ensure data integrity of trip signals in packet L /// :EEI I: ///EJ
— BT

cooocaca 0

pocoocooo 0

e T

v

P

based wide area networks

« Ensure availability of >99.999% for mission
critical applications

« End to end channel supervision and
centralized alarming in NMS DIFFERENTIAL PROTECTION

RED670 1

L

Int | - -
526622 Hitachi Energymll rights reserved. @ Hitachi Energy



Mission Critical Communication: MPLS-TP Customer Success

HITACHI

Inspire the Next

Tantransco, India

CESC, Kolkata

CKW, SWITZERLAND

TRANSENER, ARGENTINA

Hitachi Energy India Limited deployed one
of the first utility hybrid FOTE solution for
its mission critical communication
network migrating the legacy Time-
Division Multiplexing (TDM) method of
transferring signals like Ethernet (IEC
60870-5-104), RTU/SAS on Serial
V.24/V.28, Distance& Differential
Protection & to a packet-switched (MPLS-
TP) technology at Tamil Nadu
Transmission Corporation.

Internal 1
© 2022HitachiEnergy. ﬁl rightsreserved.

Hitachi Energy India Limited successfully
implemented the migration of existing old
SDH STM-1/STM-4 Time-Division
Multiplexing (TDM) based services over
MPLS-TP mission critical communication
network for Ethernet (IEC 60870-5-104
data) Distance and Differential
protection over IEEE C 37.94 at CESC

India Limited, Kolkata
fjﬁfﬂfc

CESC LIMITED

Hitachi Energy’s FOX615-based network
uniquely met Centralschweiz-erische
Kraftwerke’s cybersecurity standards
especially for protection applications
based on optimized MPLS-TP technology
and the Precision Time Protocol (PTP) as
well as interoperability between
conventional and modern protection
applications.

CKW

Hitachi Energy provides the
communication solution for the 500kV
grid of Argentina. This network builds the
core backbone for Argentina's energy
supply. The FOX615 hybrid platform
enables Transener to migrate to packet
networks without performance
compromises and unnecessary risks.

0 Transener

®Hitachi Energy



Reference — Hybrid/MPLS-TP Implementation: CKW HITACHI

Inspire the Next

The Project

Modernization of OT network

Converge multiple applications on the same ll
infrastructure

Simplify management of legacy and packet The aStounding Iifecycle of the
networks FOX615 communication
solutions, its operational
reliability and flexibility allows
us to optimize CapEx and OpEx,

Proposed Solution

FOX615 Hybrid Multiservice platform Transport:
10GbE MPLS-TP-capable

Quantum-safe encryption for superior network protects our investment and
security extends the life of our installed
IEC61850 proxy gateway with GOOSE and sampled
e base and assets.

Benefits
Increased efficiency with a single packet-switched ,’
OT network
Ensured high availability during a complex Remo Niffeler
migration Head of Grid Communication CKW

Grid Communication 2020+ project

© B 2w

Operation of a utility-grade MPLS-TP network with
limited OPEX

Internal

© 2022 Hitachi Energy?RII rightsreserved. @ HltaChl Energy



HITACHI

Inspire the Next

Reference — Hybrid/MPLS-TP Implementation: Tantransco

The Projec’[ Grid Map of Tamil Nadu W
- Migration of TDM based legacy application for OT .. -U-7”r”;f'bp-°°'%'2'(\ oo Eﬁi?ﬂ -
network with Hybrid FOTE over 230 KV above and o i oo g, 5\, F. e
MPLS-TP for 110 KV S/S e g ﬁf”ﬁ”ﬁ‘ O YalB=Dl
Tes] / —svunos/ o) "Tr?fxszr!‘wu
« Converge multiple applications, Data (IEC 60870-5- L Fis \\"'Jm o o AR T
104 & 101) Differential & Distance Teleprotection on - A o / —ehs i
the same infrastructure “""‘;E}"’“" e f%ﬁt‘u - ( PUDUCHERRY
- Simplify management of legacy and packet networks . * A’W“? e N Qﬁr{éiﬂg%
T 4 NETTUR TUNNEL ) / e DE\#J_(théTH'— e
J METTUR rpiiz_._- ,gALEM e os
\UE&‘” hwwmn/\boal r .4 iu I’IM‘__E_':_C:‘E‘G fr’&'F'BALU:/\ B:ELLI .
Proposed solution D2 oA oL, (@ TTT gropauiana
. . . .\ Hl{j{fc\L/E‘?UFT/A f I L ‘i’AHAXPURAH ﬂ’ PMALLUR
« FOX615 Hybrid Multiservice platform Transport: \ ;M,mcw}f,{pm M RICENT . \
1G/1 OGbE Hybrld & MPLS'TP' Capable S/ NA -"/ ii.': ’ KARN@QM THIRUY ARUR
« Ethernet IEC 60870-5-104 & IEC 60870-5-101 data. oy N \_sev/; b‘ /{ puwkom. RO BRI

- Differential & Distance Teleprotection for intertripping e ”N_,\UR;‘ 7//% B
application BRI RHE CKANURANT™ I\ /
N K | BARAMAKUDI® @VALATHUR

. '/) / / 'f\HUR, --/.,
Beneflts o samenf N , /J/:%%/IXHE = /M

« Increased efficiency with a single packet-switched OT ~ /s TR I;;Of'
network 7o zommen LD QF:; b ymccri
. q q q OTVP g \/ELI
- Single NMS for overall network with all application ! V”{_, g 2 S Auokua

/‘y&r IKANERI

including teleprotection.
KUZHTH }:\. ‘YTAQW&L SR PUDR})

» Ensured high availability during a complex migration

Internal 20
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Reference — Hybrid/MPLS-TP Implementation: CESC

The Project

« Migration of TDM based legacy application for OT
network with Hybrid FOTE over 230 KV above and
MPLS-TP for 110 KV S/S

« Converge multiple applications, Data (IEC 60870-5-104 )
& Distance Teleprotection on the same infrastructure

« Simplify management of legacy and packet networks

Proposed solution

« FOX615 Hybrid Multiservice platform
Transport: 1G/10GbE Hybrid & MPLS-TP-
capable

e Ethernet IEC 60870-5-104 data.

» Differential & Distance Teleprotection for
intertripping application

Benefits

« Increased efficiency with a single packet-switched OT
network

« One NMS for overall network with all application.
» Ensured high availability during a complex migration

Internal 21
© 2022HitachiEnergy. All rights reserved.

CESC Licenced Araa
Rail Line

I

Hooghly River
Generaling Station

| mp

Receiving Station

|

— Under implemeantation
—— Existing

WBSEB West Bengal State
(o] Elactncity Board

ove  Damadar Valley
Corporation

Hooghly Rive _4

New Cossipore

East Calcutta 132kv

Prinsep

N Budge Budge

HITACHI

Inspire the Next

®Hitachi Energy



Challenges — Requirement of Local Content HITACHI

Inspire the Next

Hitachi Energy India is a manufacturer of Powel Line Carrier serving the Communication needs of Power Utilities for
last 5 decades — our factory started operations in India in 1968 —-ETBA/ ETBB / ETI/ ET

We started manufacture of Fiber Optics e(}uépment FOX in 1995 — Hardware based 4 FOX-20 ), Software controlled
Multiplexer PDH ( FOX-U ), SDH ( FOX-515/ 615 ) and now MPLS-TP / Hybrid ( FOX-615 ).

During these 5 decades our single focus has been to serve the long distance Communication_needs of Power Ultilities in
India in terms of Teleprotection, Data and Voice irrespective of the medium i.e Power Line or Fiber.

MIl policy looks at FOTE as a product while Power Utility Telecom buys a Communication System and hence should we
be saying that all the Services ( like Survey, Installation, CommisSioning, Training ) related to this Communication
System are non value add ?

MIl policy says that the purpose of the pO[iC){ is to allow adequate competition and that it should discourage creating any
monopoly. However, what is our situation in’India today ?

We have adequately represented to CEA and Customers and hope for a solution soon.

Internal . .
© 2022 HitachiEnergy. Al rights reserved. @ Hitachi Energy
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Technology Overview

December 2023
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Technologies in Optical Transmission

IP/MPLS (14)
@ MPLS-TP

DWDM @

03/ OTN

TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 2 \ONETWORKS



Power Utility Network Requirements

High
Reliability
and Fast
Failover

Low-latency
Deterministic
Networks

Secured
Network

© Tejas Networks Limited 2022. All rights reserved.

o,

Smart Grid

T

Video
Conferencing

Power Sector
Applications

Tele-protection

P

\

Non-SCADA (AC,
Power, CCTV etc.)

3

scada
SCADA systems

Y

Futuristic Communication Transformation

Seamless

Network
Modernization

Operational
Simplicity &
Long reach

Future-
proof &
Flexible
Products

ooo ®
TEJAS

WETWORKS



Way ahead for SDH in Power utility

* Migrate to OTN

« ITU-T standard currently used in Core networks with 10G and 100G links
» Relevant to Edge/Aggregation as traffic increases and GigE Services (ODUQO) proliferate

« Migrate to MPLS-TP
« Fine control of Packet Network characteristics
« Traffic Engineering for 50-ms switching, OAM
« Synchronization

Note : Cannot use IP-MPLS, a connectionless packet network, for Critical
networks

Due to non-deterministic nature
Due to high latency

TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 4 NETWORKS




Vulnerabilities in Transport Layer for Utilities

Vulnerabilities Mitigation
Spam, Phishing Layer 4 : Application Layer

IP Spoofing and
Routing Attacks

: Layer 2 : Connection Oriented Ethernet Layer
MAC Spoofing y (MPLS-TP) y
Fiber Breakage Layer 1 : Data Transmission Layer
(SONET/SDH/OTN)
Fiber Tapping Layer O : Photonic Layer (DWDM)

°0°
- . ‘ TEJAS®
© Tejas Networks Limited 2022. All rights reserved. NETWORKS

Layer 3 : Internet Protocol Layer (IP/MPLS)
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Synchronous Digital Hierarchy( SDH) s

« Synchronous Digital Hierarchy is a Digital Communication Transmission Technology that is standardized to
transmit very large volumes of data over extremely long distances with the help of fiber optic cables. It was
primarily used by telephone companies to ensure high-speed links in Layer 1.

 The hardware for SDH is manufactured to ensure reliable service and better communication to the users. SDH
can transfer multiple data streams simultaneously over optical fiber with the help of laser beams and LEDs.

Pros:
« SDH offers excellent network survivability features and is highly compatible with legacy, existing, as well as future networks.
» SDH offers high efficiency and low latency and is capable of transporting all forms of traffic.

» SDH simplifies remote operation capabilities as it can be remotely provisioned, inventoried, tested, reconfigured as well as
customized. Offer 50 ms of switching time with zero packet loss.

» Other benefits of SDH setup include easy de-multiplexing, standard optical interference, out of band management system,
and very high efficiency and high reliability( 99.999%).

« SDH is not prone to cyber attacks.

« Connection oriented Technology having all control with the user.

Cons:
« Maximum Bandwidth is 10 Gbit/s.

OOO ®
TEJAS

© Tejas Networks Limited 2022. All rights reserved. 6 NETWORKS




Connection-Oriented vs Connection-Less : Cyber

Security Considerations

Connection Oriented Connection-less

Vulnerability Less Vulnerable More Vulnerable

Source Requires Authentication of CPE (802.1X, | No Authentication

authentication ACS, AAA, Secure UNI

Control Plane No peer to peer control plane at UNI and | Peer to Peer CP is Highly

Attack hence less susceptible susceptible, secured through MD5

Data Plane Rigid path definition, well-defined Cloud nature of connectivity, without

Attacks forwarding scope and universal address any restriction on forwarding scope,

space reduce cyber attacks allows access to all part of the

network, makes Snooping and
Spoofing is easy

Transport MPLS-TP, SONET/SDH, OTN, DWDM IP/MPLS

Technology

© Tejas Networks Limited 2022. All rights reserved. 7 NETWORKS



Multlprotocol Label Switching S

» Multiprotocol Label Switching was designed in the 1990s predomlnantly to ensure a unified data service for packet-
switching and circuit-based clients offering a datagram service model.

* In 2000’s MPLS was envisaged as packet-based connection-oriented technology to replace or migrate
SONET/SDH networks!

« IP-MPLS: IP MPLS is a routing system that enables fast data switching from one node to the next based on labels.
Commonly, the packets in IP networks need to consider the destination addresses to control the function of the routers,
which takes time. IP MPLS finds an alternative to this process by switching packets based on the label.

« MPLS-TP: It is an extension of Multiprotocol Label Switching (MPLS), the protocol that allows most packets to be
forwarded at the Layer 2 (switching) level rather than at the Layer 3 (routing) level.

« The data packets are preassigned labels, and all packet-forwarding decisions are based on the contents of these labels,
eliminating the need to examine the contents of the packet. Users can create comprehensive circuits across different
types of traffic mediums.

Pros:
It works towards improving bandwidth by using Statmux gain.
« The optional or failover paths for traffic also contribute towards reducing congestion.
Higher Bandwidth : Substantial Fabric Cards supporting 100 Gbit/s Interfaces.
Cons:
Only 1G& 10G interface are available with similar price range as of SDH.
Limited CES Availability
Limited support of Legacy Interface

9,

OO
: - . 5y TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 8 NETWORKS




IPMPLS Basic Concept

% (CE) — Customer Edge

- At Edge
(ingress): \ * In Core:
Classify packets % Forward using labels
Label them /-\/ \ (as opposed to IP addr)
Label indicates service
/%\ \ class and destination
Edge Label —

Switch Router %_
(PE) — Provider Edgé\

Label Switch
/ Router (LSR)
, (P) — Provider
Label Distribution

Protocol (LDP/TDP, - At Edge
RSVP,BGP) (egress):

Remove Label
(PE) — Provider Edge

Connection-less, non pre-determined working path and protect path and high
latency. Not suitable for Mission Critical Networks. .y
TEJAS®

© Tejas Networks Limited 2022. All rights reserved. 9 ONETWORKS



MPLS-TP Basic Concept

NMS for Network *Or Dynamic
Management Control * Control Plane
Working LSP

o Connection Oriented, pre-determined working path and protect path and suitable for Mission critical
Networks

o Transport Tunnel 1:1 protection, switching triggered by in-band OAM, protection switch without C/P
o NMS for centralized provisioning with option for GMPLS/SDN control

© g°g O ®
2y TEJAS

© Tejas Networks Limited 2022. All rights reserved. 10 TelaS NetWO rkS METWORKS




MPLS-TP/PTN Architecture

NMS

Control Plane

Server Layer: MPLS-TP LSP (Static)

&
<

v

&
<

Client Layer: SS-PW, MS-PW (Static)

v

Client Signal: Ethernet UNI, E1 UNI, STM-1 UNI

:
1 2y TEJAS

NETWORKS

<
<

© Tejas Networks Limited 2022. All rights reserved.
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MPLS Key Terminology (RFC 3031)

© Tejas Networks Limited 2022. All rights reserved.

MPLS Section
Layer [RFC
3032

Label Switch
Path (LSP)

Pseudo Wire Emulated
Edge-to-Edge (PWE3) Service

Initial version from ITU perspective will be

restricted to P2P Ethernet PW over MPLS-
TP LSP only

12 Tejas Networks Proprietary

:
2y TEJAS

METWORKS



SS-PW (RFC 3985) & MS-PW (RFC 5659)

Single Segment PWE3 (SS-PW) service

S-PE Device

Ingress . Egress

SS-PW SS-PW

instance 9 instance

© Tejas Networks Limited 2022. All rights reserved. 13



MPLS-TP Expected Network Scenario

AGGREGATION RING CORE RING

ACCESS RING

Circuit
Emulation

MPLS-TP

MPLS-TP

10GE, nx10G,
100G

STM-4/16 10GE, nx10G,

VC12/VC4

MPLS-TP

MPLS-TP

» Theoretically, the above diagram looks practically possible by using Circuit Emulation
Feature.

« Circuit emulation service is used to convert the circuit based traffic into packets which are
then transported over packet networks.

0°° ®
TEJAS

© Tejas Networks Limited 2022. All rights reserved. 14 NETWORKS




Drawbacks CEM solution

« Circuit switched equipment continuously transmits and receives data bits with fixed delay.

« The continuous bit stream transmission with a fixed delay is achieved by clock synchronization between the
transmitter and receiver.

» For voice-based services, this worked well as the circuit switching ensured guaranteed permanent
transmission.

« The circuit emulation service must ensure that the circuit switched equipment can continue to transmit and
receive data bits with fixed delay even though the connectivity happens via a packet switched network.

Circuit —
B : '} E1

. Im ]
S — Emulation PR e
—_1,‘,,:1,5‘; S 7: S | mmmmE. - |
STM-4/16 STM-4/16 STM-4/16
Requirements from Circuit Emulation Service Circuit emulation service is required to meet the b
listed requirements:

e
MPLS-TP

10GE

« Maintain accurate synchronization information for incoming circuit switched circuits

» Stringent latency, jitter and wander performance for end-to-end for reliable transmission

» Sub-50ms protection switching in the case of voice and other mission-critical services

» Real-time performance monitoring and fault management capabilities such as service loopbacks

» Scalability to emulate thousands of low-speed circuits for large-scale carrier networks that continue to
support circuit switched interfaces. 4

OO
, - : %y TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 15 NETWORKS




SDH or MPLS Technologies

Despite technology progress over the past decade, packet switching also has limitations that make it
unsuitable for many applications that continue to rely on SDH. Below is a summary of the primary
limitations of packet switched networks compared to SDH.

Layer 2/3 switching introduces high latency relative to SDH that may make it unsuitable for
applications that are highly latency-sensitive or have strict requirements for latency guarantees.
Latency in packet switched networks is unpredictable and cannot always be guaranteed.

CES is only an option for lower-capacity circuits, as the technology is limited to T1/E1 and
STM-1/4/16 rates with exceptions.

SDH set the gold standard in reliability with "five nines" uptime and sub-50 millisecond recovery
times. Despite its advances, packet switching cannot match the ultra-high reliability of SDH
networks.

Shared packet-switched networks are not private like dedicated circuit switched SDH networks,
and certain operators and enterprise customers require the security of a private, dedicated
connection.

Finally, some high-value end customers are simply not willing to move away from their TDM
services, and forcing a migration to packet-based networks risks losing these customers.

OQO
. - . ““’ 2y TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 16 METWORKS




Technological Feature-sets for Power Network .

Attributes SDH Attributes Packet Attributes

Connection Connection-oriented Connection-less

Type

Protection Type | Sub-50ms deterministic protection Dependency on the Control Plane (In-
switching determinate)

OAM Type In-band data-plane FM and PM ( h/w Out-of-band (Control plane
based) dependent)

Automated Simplicity and no dependency on Automation is complex and costly

Management control plane, allows for excellent
automation.

BW Efficiency Rigid : Good for CBR traffic, Bad for Flexible : Statistical Multiplexing
bursty packet traffic possible

BW Granularity | Fixed Rates Containers Flexible : Any data rate is possible

QoS Only one class, guaranteed class Multiple classes of service

[ MPLS-TP retains the “best of both worlds” ]

TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 17 NETWORKS




Beyond 2.5 G or STM-16 ( OTN Way Forward )

A proven mix of Technologies with dedicated OAM capabilities

Synchronous Digital Hierarchy

Optical Signal Bit Rate
STM-1 155 Mbps
STM-4 622 Mbps
STM-16 2.5 Gbps
STM-64 10 Gbps

Optical Transport Network
Optical Signal Bit Rate ( Gbps )
OTU1 2.66
OTU2 10.7
OTuU3 43.01
OoTuU4 112

Economical & Robust Solution for Future Bandwidth Demand

© Tejas Networks Limited 2022. All rights reserved.
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OTN vs SDH/SONET Q

Asynchronous mapping of payloads Synchronous mapping of payloads
Designed to operate on multiple Designed to operate on multiple
wavelengths (DWDM) wavelengths

Performs single-stage multiplexing Performs multi-stage multiplexing

FEC sized for error correction to correct

Not applicable (no standardized FEC)
16 blocks per frame

:
- s : ey’ TEJAS
© Tejas Networks Limited 2022. All rights reserved. 19 IDETWORKS



OTN: An overview —

> OTN is commonly called a ‘digital wrapper’ as it wraps each client/service transparently into a container for

transport across optical networks, preserving the client’s native structure, timing information, and
management information.

» The enhanced multiplexing capability of OTN allows different traffic types, including IP, Ethernet, storage,

digital video, and SONET/SDH, to be carried over an OTN framing structure—a key reason for the adoption
of OTN.

> E1 support is not available on OTN.

Client Ports

SONET/SDH

10GbE
10GbE SONET/SDH /
OTN [
C Wrapper :l“

Video

ooo
, - , *""“ TEJAS®
© Tejas Networks Limited 2022. All rights reserved. 20
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OTN for Utilities —

An OTN consists of fixed OTN frame size, channelization at ODUKkK levels and an OTN
cross-connect on top of optical layer, which can provide foundation for Legacy SDH,
MPLS-TP, Carrier Ethernet and IP/MPLS services. The control plane of this network is

GMPLS and/or ASON based, however, this is not exposed to the user attaching to the
network, providing security.

DXC

M- Low-cost, Coherent
1 DWDM and Intelligent
| OTN based Network for

N\ i Increased capacity,

DX .y - efficient bandwidth
utilization and delivering

Converged Solution with integrated DWDM & DXC UItra-IOW IatenCy

services

© Tejas Networks Limited 2022. All rights reserved. 21



The Right Way —

Core
\ 4
Ethernet A reqgate
1/10G gareg

?

MPLS-TP

Substation Substation

ooo ®
TEJAS
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Conclusion

- High-profile Cyber attack in Utility/critical infrastructure sector on the rise
- |T as well as OT system are also affected.
* Increased vulnerability : Due to increased IP-fication, integration of IT/OT systems,
machine/computer driven automation, automated back-ups,and loT
« Connection-oriented transport technologies (DWDM,OTN, MPLS-TP) provide superior security
framework for critical infrastructure
» Authentication of Network Elements
* Rigid path definition and universal address space reduce cyber attacks
* No peer to peer control plane to target for DoS/DDoS attacks
« Connection-less technologies such as IP can be overlaid on top of Connection-oriented,
to provide enhanced security to IP infrastructure.
- Encryption at lower levels of OSI| model preferred approach

- Simpler to implement, have lower latency, and are more bandwidth efficient with less
encryption overhead

- Safeguards the information on the layers above - including legacy applications with no
encryption capability and stringent latency requirements

OOO
| - | ’°§°1‘E.ms®
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Annexure-XIX

TANTRANSCO PRESENTATION OF ITS IMPLEMENTATION OF
ITS MPLS-TP BASED OT COMMUNICATION SYSTEM

5t MPLSJC Meeting at Gurugram
Dt : 11-03-2024

5TH MPLS JC Presentation. 11-03-2024 1



Introduction:

* TANTRANSCO has a vast network of grid substations ranging from 110KV , 230KV , 400KV, 765KV

quantifying to 200+ nodes of communication equipments.

* Comprises 100+ SDH, PDH and recently 40+ Hybrid and 10+ MPLS-TP FOTE equipments apart

from Legacy PLCC equipments for voice,Data and tele-protection applications.

HYBRID ABB /HITACHI (FOX615)

MPLS-TP ABB/HITACHI (FOX 605)

5TH MPLS JC Presentation. 11-03-2024



Adoption of modern tech:

* Adoption of modern technology is to be exercised with caution and at the same
time seamless migration to modern technologies avoiding major risks in migration
process.

* Security, reliability, maintainability of communication network is of importance.

* Hence the adoption of MPLS-TP technology is by gradual basis by deploying

hybrid equipments that support concurrent communications over MPL-TP and SDH
network.

* MPLS-TP is more characteristic of the Transmission utility applications in terms of
network deisgn, deterministic communication, N/W management etc.



TANTRANSCO- Key Reasons for Adoption of MPLS-TP

Aspects/ Criteria _ Modern technology (MPLS-TP)

Technology Obseleteness Investment protection necessitates to adopt modern technology
instead of obsolete technology.
At the same time suitable for power utility application.
Bandwidth Efficiency Not optimised as TDM based Optimised as packet based
Product and service Waning availability of vendors. Growing availability of vendors.
support
Inventory Inventory of hardware is high leading to Inventory of hardware is optimised since most of applications are
higher cost of inventory due to various migrating to ethernet based interface
types of legacy interfaces for voice, tele- Tele-protection : External / Builtin are ethernet based

protection, Data applications.
Data : Ethernet based protocols such as 104, C37.94 etc.,

Voice comm.: VoIP is ethernet based

CCTV : Video (Future) PoE+ based

Other features - QosS,Priority tagging of traffic data etc.

Retains SDH flavour suited for power utilities in respect of
Deterministic time for Tele-prot, User defined network path definition

BFD prot switching < 50ms etc.



TANTRANSCO - MIGRATION FROM SDH NETWORK TO MPLS-TP NETWORK
USING HYBRID NODES & STANDALONE MPLS-TP NODES

Tantransco, India

Hybrid FOTE solution is
implemented in our mission
critical communication network
migrating the legacy Time-
Division Multiplexing (TDM)
method of transferring signals
like Ethernet (IEC 60870-5-
104), RTU/SAS on Serial
V.24/V.28, Distance&
Differential Protection & to a
packet-switched (MPLS-TP)
technology at Tamil Nadu
Transmission Corporation.

Grid Map of Tamil Nadu
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The Project — 400 Kv Ottapidaram

*  Migration of TDM based legacy application for OT
network with Hybrid FOTE over 230 KV above and
MPLS-TP for 110 KV S/S

* Converge multiple applications, Data (IEC 60870-5-
104 & 101) Differential & Distance Teleprotection on
the same infrastructure

* Simplify management of legacy and packet networks

Proposed solution

* FOX615 Hybrid Multiservice platform Transport:
1G/10GbE Hybrid & MPLS-TP- capable

* Ethernet IEC 60870-5-104 & IEC 60870-5-101 data.

* Differential & Distance Teleprotection for
intertripping application

Benefits
* Increased efficiency with a single packet-switched OT
network

* Single NMS for overall network with all application
including teleprotection.

* Ensured high availability during a complex migration



No legacy circuits

Migration path from TDM to packet in the power utility operational network

Migrating from SDH where
legacy has mostly disappeared

Packet

Extensive packet capability

Extensive legacy interfaces Ethernet Provisioning

over MPLS, Native

-
k Packet IP/Ethernet Network
Moderate packet capability Packet
Extensive legacy interfaces > —— < TDM Pseudowire
Emulation over MPLS-TP
TDM
J

Only legacy circuits
GbE over fiber or wavelength
Hybrid Platforms
SDH/ Ethernet/ MPLS
Separate Packet Core

ITU-T OTN
Ethernet over

SDH/SONET

5™ MPLS JC Presentation. 11-03-2024



Hybrid Equipment : (Typical Configuration details)

HITACHI (Formerly ABB) FOX 615 with cross connect multiplexer, dual power supply cards & control cards, 4 port circuit emulation

card to support min. 16 E1s, tributary cards & other hardware accessories including subracks, patch cords,DDFetc.,

For SDH Interface:
(i) 4 port STM1/4/16 I/F card- 2nos. (with min.2 STM1/4 & 2 STM4/16 per card )

For MPLS-TP Interface:
* (ii) 4 portx 1G MPLS-TP opt. I/F card-1 no.
* (iii) 4 port x10G MPLS-TP opt.l/F card-1no.

Legacy interfaces:
* (iv) 2/4W, 8 channel E&M card - 1no.
* (v) 8 channel FXO card - 1no.
( vi) 8 channel FXS card - 1 no.
(vii) 4 port serial data I/F card -1 no. (V.11,V.24,V.35 etc.,)
(viii) 8 ch. E1(framed/unframed)card- 2nos.
(ix) 4 ch. Diff. protn interface card-(C37.94 compatible) (Where ever required)

Ethernet ports:
» 8 port 10/100/1000 Mbps ethernet I/F card with L2 switching capacity- 1no.



TANTRANSCO : Productbétails for MPLS-TP Equipments

MPLS-TP Equipment :

HITACHI (Formerly ABB) FOX 605 with redundant supply cards, all cablings, circuit
emulation card & other hardware accessories including subracks, patch cords,DDF etc.

(i) 4 port GE electrical ethernet card ( POE/ PoE+ capable) 1 Gb capacity/port- 1 no.
(i) 4 port optical SFP interface card ,each port supporting E/FE/GE/STM1 - 1 no.
(iii) 4 ports interface card for E1 framed/ unframed channels -1no.

(iv) 4 port interface card for V.11, V.24, RS 485/ RS 232 etc.,) - 1no.

NMS: HITACHI (Formerly ABB) FOX MAN

NMS main servers at Chennai LDC,

Client machines at Madurai Backup LDC and at Erode Sub-LDC



Visualized Arcihtecture

MPLS-TP

HYBRID
5TH MPLS JC Presentatipn. 11-03-2024 S



TANTRANSCO- BACKBONE
NETWORK FORMATION USING
MPLS-TP AND SDH LINKS

CHENNAI MLDC
(MCC)

SP KOIL

VILLUPURAM

NEYVELI

THIRUVARUR

TRICHY

MADURAI BCC
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Present Case: MPLS-TP extension
EXISTING SDH NETWORK

P
<

AL EEF—— — L)

ANHIRHE rreE | o : EEeTE ;

SDH Hybrid ™ MPLS-TP MPLS-TP

Gateway  \ Network Network

1 Extension Extension

SDH
SDH
11 ] s
/ SDH

a@s {IHINHE {1HIRHE MPLS-TP
N SDH SDH HYBRID

Network Management System



Implementation of Distance Teleprotection Scheme & RTU/SAS Data Communication
V|a MPLS TP of Hvrbid Nodes

r Ottapidaram 400 kW Substation ] | Kamudhi 400 kv S/s | | Kamudhi 200 kv 5/
| FOX-615 | [ FOX-615 | | FOX-615(SDM) |
OX-61! SDH-STM 1/4{1+1 :
| {Hybrid) | 1G MPLS-TP{1+1] | {Hybrid) | o ll B - |
| Rt o T I Y = kamudn - Kamudhi (SOH] |
3 T vduprantodtion ttapadaram ' e 2 [ 3 W vunv‘* EE e\x ' | '
M2 Rt-l.w’— . B [ My brid] - I {Hybrnid)
' T % 2 IMappitig of CoSp—2Was ixs—  EPAX | | L ]
e | e Hvbinid tol Teepascton o
I , I dd 5 l e - e M2 Retay | I
' FOX-615 | & I g ron {2 Retay | |
L {Hybrid}) | = -
l ﬂ_}"f’""""‘ Vo ccaey t § l'———‘—_:——— — e o —— ’thicorin Therm.llP:-cr?ant_ '
I Meslavattan 230/ 110KV 5/5 I :
CPAX §—2Wire f 25— , | —iavain— | FOX-615
| (BT jsas piec 106 meme] Ottpictaram | FOX-615 | |
l ’-..'c;l:uﬂv-!-.:f- l'fvbfd, o MPLS-TP{ 1*1, ' i " 16 o PLS'TP{ 1‘1’ I ‘_‘um Teloprotoctson
ML Redayb- " a0 } - : 4 1 o : e R <M1 Retay] |
.! !;'. Ral ' ‘s.c:zutu-.la'r_‘ : = Teleprowcron 'M" Re’%-!
| S I | Mesiavattan p"““7"7""_p1 Retay | | l {Hybrid) e = Retav] |
: pe 2 LW VO N
| | TPS (Hybrid) | veworcecvon gy Retav] | 220,98 |
| L Suden I
l I 2fAWaw Vu\¢—1 [P}\X ' I I
A T S Y S SO SRR R ey e SN R R e Ry W JUE Ty
F = mainrhasad ) | = T " Kundah Phase-tv | Thudiyatur 230/110KV 5/5 | e~
l pecaasl | | [ | FOX-615 {SDH) | =
| __AMPLS- TP} | | 16 MPLSTP1+1) __AMPLS-TP} | SDISTM 1/ai1+1) | : | SOMNODE
O Towdiyalur
I i = Enodng PV : . — (SO ' MPLS TP
Kundah Ph {MPLS-TP| ; - | NODE
| 5 :P_.: ) Da i - S D — ]
I RTU/SAS L ey IMPLSTP) I : VPLS Virtually | €101 B RTU/SAS] I R e e s aas l.nnmo o
mapped to Lol {
ALAGARKOIL 230/ 110KV $/5 SAMAYANALLUR 230/110KV 5/5 Kinnimangalam 230/110 KV 5/
FOX-615 FOX-615 FOX-615
106G MPLS TP 1+1] ‘ 10G MPLS-TP{1+1} (Mybrid)
(w [)
| RTL/SAS $—=c 101 Cute—s A“"’bm:)“ 2 Ssamayanaiur |~ T Kintimangalamp—2/4Wee voce—y  EPAX |
. l v 1 X "_.uup-uh;lon 1 Rela “‘Vb’d' ’_-_..‘..,,‘,,.‘g*n-‘h’l Rela
EPAX |2/ 4Woe Voo bitintor MPLS iy beid) - M1 Relaed AN unm | LML Relay]
Node Pass through & "2 or=tC"dp2 BclaxJ’ el '_.!'Az;ul‘cstwn_,.“‘l o
MPLS Node e 201 Ost—a RTU/SAS > o
pe 2 AW e Vocme [PAX
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Hybrid Node
with MPLS_TP Main Channel & SDH Redundant Channel

FOX-615 FOX-615
(Hybrid) (Hybrid)
ABB
NSD 570 1G MPLS-TP ABB
- NSD 570
DTPC — _ N ¢==m .
[Ethernet — MPLS-TP Thiruvalam 230 o Mosur 230 DiPc
2 EY—STAEA] STM-4 -SDH [Ethernet — MPLS-TP
a1 & E1 —STM-4]

E1 Channel Loop Test Time is 5.9 ms
Ethernet Channel Loop Test Time is 3.1 ms

5T™H MPLS JC Presentation. 11-03-2024 13



Integrability of Hybrid Node with other SDH Equipment

DCPC

FOX-615 FOX-615 -I FOX-615 FOX-615
(Hybrid) 106 MPISTD (Hybrid) 1D G MPLSTD (Hybrid) (Hybrid)

] S Trichy 230 | 10 GMPLS-TP

) S — *|  Thiruvaur ore v:ma.y — > BCC/

DC P C vvvvutvvv CA‘) . 230 ' Mapped to C7> > MADU RAI

STM-16 -SDH STM-16 -SDH EOS STM-16 -SDH

STM-4 -
Tejas Tejas Optical Patch
Kadalangud + "

5T™H MPLS JC Presentation. 11-03-2024
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VOICE Communication based on VOIP between
MPLS-TP connected stations

~ MoyarPhase | i____P_ayk;Ph_ase___—l
FOX-605 o2 FELs)
(MPLS-TP) ! 1G MF::.S-TP | (MPLS-TP) ! 1G MI;I.S TP
I 0 . I Q
Moyar Ph | Paykara Ph
(MPLS-TP)  $—2W Telephony—Vo|P Gatewayl | (MPLS-TP)  $—2W Telephony—e\/0IP Gatewayl
p—IEC-101 Data—q RTU/SAS | | p—IEC-101 Data—e RTU/SAS |
- ] - _]
| Kundah Phase - V | | KundahPhase-vi | " " " ‘sandinellas/s | | |
FOX-605 FOX-605 | FOX-605
| (MPLS-TP) ! 16 “(")PLS'TP | (MPLS-TP) | 16 mpLs-TP | (MPLS-TP) |
! ! a I i 5 -
] Kundha Ph-V ' Kundha Ph-ViI ' | Sandinella l
| (MPLS-TP)  t—2w Telephony—4VoIP Gateway| | | (MPLS-TP) ~ $-2W Telephony—VoIP Gateway| | (MPLS-TP) ~ $—2W Telephony—sVoIP Gateway||
= | f—IEC-101 Data—¢ RTU/SAS | | b—IEC-101 Data—d RTU/SAS | | b—IEC-101 Data—q RTU/SAS |
[7,]
S g9 - — = o e
9 i_ Kundah Phase - | _l | Kundah Phase - IV _| r Thudiyalur 230/110KV S/S _|
FOX-605 FOX-615 | FOX-615
| (MPLS-TP) : | (Hybrid) ! 1G MF:DI.S-TP | (Hybrid) :
i | 16 MRS TP | | Kundha Ph-Iv ' 0 1 Thundiyalur |
- ; i — lephony—e Hybrid p—2W Telephony— VoIP Gatewa
|V0|PGateway>—2WTeIephony—< K(l:\:gf:_lli_’:)l ! Q | (Hybrid) 2W Telephony— VoIP Gateway | | (Hybrid) y
i 4+—IEC- ) $—IEC-101 D RTU/SAS
| RTU/SAS $—IEC-101 Data—s l | IEC-101 Data—s¢ RTU/SAS | L ata—q RTU/SAS | |
| —_ o _ - — — — —
L - - R4
i I_ - - - - ., .., —
L g9 Arasur 230/110KV S/S
LEGENDS: = | / / Bl
@ FOX-615 (SDH) |
SDH NODE | |
MPLS-TP
NODE : Arasur (SDH) L ec.104 DCPC |
. b—IEC-101 D -RTU SAS
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'U'DTCE Com:nunication I;ased on VCI_IP bet"een MPL_S—TP connected- -stations

IEC 101 Serial com
MPLS-TRP FOTE MO aFR PH
2w Telephonul YolP Gatew au 4EJN com

[MF’LS—TF’ 1S5bBE

IEC 101 Serial com
MPLS-TP FOTE PYKaRra PH
2w Telephonul] YolP Gatew au 1 Eird com

MPLS-TF 1GbE

MPLS-TRP FOTE SAarDINELL S

= Te_lephon_gl VolP Satew au 1 EMd com

MPLS-TRF 1GbE

IEC 101 Serial com
MPLS-TRP FOTE KUMNDASH PHS
P Te_leohongl Vol SCatew au EMd com !

MPLS-TPF 1GbE

IEC 101 Serial com

MPLS-TRP FOTE | KURDASH PHA
2w Telephonul] YolP Gatew au EMd com

IMPLS—TP 1SBE

IEC 101 Sgrial com
- I Hubdri=s FOTE KuURDAaH PH4a

2w Telephonul] YolP Gatew au Ei com

MPLS-TPF 1GbE

IEC 101 Serial com
= | Hubdris FOTE THUDNMALUR Z30M110KY SS
= Telephongl VolP GCatew au 1 EMd com

IEC 101 Serial com

JEC 104 _ I I _ _
) - oCPC - 1SOHFOTE ARASUR Z30/M1T10KY SS
_IEC 104 |

ISTM a
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ERODE VOICE COMMUNICATION- VOIP ‘g

ANALOG PHONES
MADURAI
- ﬁ -

MPLS -TP

(9 | \NlG=

LDC / CHENNAI

SUB STATION

ANALOG PHONES

ANALOG PHONES
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TANTRANSCO : EMERGING TRENDS —-TECH SPEC -MPLS-TP Equipments

Power utility Applications MPLS-TP interface

Network management Ethernet based interface
Tele-protection interface Ethernet based interface between DTPC and FOTE
Voice communication Interface Ethernet interface based VolP supports:

- VoIP phone

- VolIP gateway for analog phone interface

Data communication: Ethernet interface based
SCADA : IEC 104 protocol
PMU Data : IEEE C37.94 Protocols
TWEFL : Ethernet based exchange of fault data
DR & RAS : Ethernet based DR acquisition and File transfer

CCTV System PoE+ based interface

Significance: The ethernet based power utility applications interface facilitates MPL-TP suitable interface without the need of
legacy interfaces / circuit emulation hardware.
E/N based interface facilitates scope for interoperability with other make MPLS-TP subject to POC verification.



TANTRANSCO : EMERGING TRENDS —TECH SPEC —Grid substations

Redundancy: CPU Modules CPU Modules
Link : 1G/10G MPLS-TP i/f & Link : 1G/10G MPLS-TP i/f modules
STM-4/16 ilf SFP module for 1+1 redundancy
SFP module for 1+1 redundancy Power supply sources
Power supply sources Or
nxE1 ports Module and E/N port for Tele-prot  Device complete replication.
signalling
Tele-protection Main-1 ch through E1-SDH Main-1,Main-2 ch through E/N MPLS-TP
Main-2 ch through E/N MPLS-TP
Voice Legacy 2W/4W FXS,FXO,E&M interface — VolP- MPLS-TP
SDH/ MPLS-TP. Including hotline applications.
VolP- MPLS-TP
Data E/N based protocols — EoS over SDH, E/N — E/N based protocols — MPLS-TP
MPLS-TP
Line diff Prot comm. E1/C37.94 over SDH C37.94 Ckt emulation module —-MPLS-TP
C37.94/ E/N - MPLS-TP
Cyber security Encryption to support standard algorithm like AES 256

Pl.Note: Hardware to be specified for redundancy and for provision for future expansion, cross connect capacity.
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ICT for RRVPNL

“Design, Supply and Implementation of Information and Communication
Technology Infrastructure under Package-B of Smart Transmission Network and
Asset Management System (STNAMS)”

Rajasthan Rajya Vidyut Prasaran Nigam Limited
(RRVPNL)

RRVPNL , Communication Segment 2



SCOPE OF WORK

e Planning, Design
e Methodology

4 )
* |P Surveillance

e MCCC at 400kV
Heerapura GSS
e Back up and Sub-Control

Center at Jodhpur &
Ajmer

* 500 Mbps — ISP link
Cameras for all 552 GSS
* POE Switches location

I5P bancwidtn
Bottieneck

e Structural cabling with
IP-MPLS Node 552 RPF-
POP EHV Substations

|

 Voice Gateway
¢ |P Phone

¢ Firewall

e |PS & ATP

. NMS Application
Software

 NMS Hardware with
Accessories

* Maintenance Training
on implementation,
customization, utilization
and maintenance

W) =8 \.!
)
%r 'g‘ﬁ ;n
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GEOGRAPHICAL FOOR PRINT OF GSS POP LOCATIONS

Geographical representation of all 552 GSS POP locations spread across whole Rajasthan and 3

Command Control Centres

Map of Rajasthan

State Boundary
---------- International Boundary
District Boundary
@ State Capital
& District Headquarters

RRVPNL , Communication Segment 4

Todtpur

29 wbes” B
Pakistan ) '
3¢
£
F 4
p -
/
L ® Isizalmer
- ;s ® Barmer

Udai.pur

14 &
-
anumangarh

c
21

Charu e

hittor

».

‘: a%-:%g h N\

Ny nswa_g

"N
ol
ﬁzhun z 'B" s‘.‘h‘
" Y
A
Taipur,
181 sciteg

Map not to Scale

Copyright

No. of
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220kV 121
132kV 414
Total 552
Zones N?' of
sites
UuoMm Nos.
Jaipur 181
Jodhpur 189
Ajmer 182
Total 552

@ 2012 www indiainmaps.com




LOCATION-WISE INFRASTRUCTURE

1 Main Control centre at Jaipur 1
2 Backup Control centre at Jodhpur 1
3 Sub Control centre at Ajmer 1
4 Total Substations 552
. . Earlier proposed to be connected on ISP Network
4 h only MPL 4 ’
(a) S SIS TN 1Y > router 80 later changed to be connected on OPGW Network
4 (b) Substations with MPLS router and DWDM 72 IOLC A8 O.PG.W network from the
beginning
5 St @ennEsiiy i FE O 87 Outside building via flb.er; ,remz?nnlng connected in
Substation’s switch
3 UCM with Phones 206 138 GSS Locations + 45 locations in VB+ 23 in
Command centres
9 Video Surveillance 261 (138 +3)FC at GSS+ 36 FCat CC+ 84 PTZ; 42

Switches, 84 Poles
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Smart Transmission Network and Asset Management System (STNAMS)
Project Objective

‘ Operations management for efficient, safe & stable grid via Wide Area Network.

Monitoring, Control of the Transmission Grid and substations from Control centre through
real time data transfer with reliability, speed and geo-referenced localization of faults
\
Quality management of Power flow through maintaining the Voltage and Frequency
under prescribed limits by effective monitoring and utilizing the reactive elements.

|

‘ Asset Management at Substations via Dynamic GIS Maps.

[

‘ The accurate data and estimations for future Planning and studies.

RRVPNL , Communication Segment



SMART GRID Architecture

Applications

SCADA

Automation

Line Protection

IP/ MPLS

PMU
2 Security, Availability,
’ Flexibility, Performance AMI
Voice
Amly CCTV
% Mobility

Integration wit
GIS for asset
tracking and

localization of
fault.
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INTRODUCTION

* RRVPNL has decided to implement Cisco IP/MPLS (Multi-Protocol Label
Switching) WAN (Wide Area Network) solution for its various utility
applications and services including Supervisory Control and Data Acquisition
(SCADA) systems, Tele-Protection, Phasor measurement unit (PMU) data, IP
Voice/Video and IP Camera for Surveillance.

* The RRVPNL IP/MPLS WAN solution is designed to build a common fast
convergent IP/MPLS platform for 552 sites.

* The RRVPNL IP/MPLS WAN solution that connects Operational Technology
(OT) endpoints over an IP packet-based infrastructure will allow RRVPNL to
form the core of an advanced communications solution for implementing
intelligent network services that facilitate new business requirements now
and into the future.

RRVPNL , Communication Segment 8



OBJECTIVES

* The objective of project is to provide the Information and Communication
Technology Infrastructure for the proposed Smart Transmission Network and Asset
Management (STNAMS) system. The reliable, efficient and scalable communication

backbone as proposed under this project shall enable the achievement of following
wider objectives under proposed STNAMS.

* The IP/MPLS WAN will provide the following functions and capabilities to RRVPNL.
- Implementation of a network architecture based on IP standards
—>Deployment of a multiservice network

—Integration of equipment from multiple vendors across a common
communications solution.

—A tailored approach for meeting the requirements of RRVPNL's defined services.

RRVPNL , Communication Segment 9



* DATA CENTER DESIGN

* RRVPNL Campus is based on a 2-level hierarchical design, including the levels of
Access and Core.

* The Access level provides end-users connectivity, along with Access Points
connectivity.

* The Core level, at the top of the hierarchy, aggregates all traffic coming from
Access switches and connects the LAN Campus to the other Campus blocks.

RRVPNL , Communication Segment



Figure 3-1 Jaipur Datacenter
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JODHPUR DATA CENTRE ARCHITECTURE

Core Router1 Core Router 2 G2

QIQ0%

Teli2/( Tedi20 Firewail 1 firewall 2

GoONn GO

A P Ny
. -»>
:L |Anu APTA :,. ntl APT-2
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4 Eth’5 emud || EOVE
Eth1i5 EEINIT t 4 & Eth17
-’ —"
Core Switch 1 Core Switch ZE

. Eth1/32.35 Eth1/32.35
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AJMER DATA CENTRE ARCHITECTURE
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MPLS RING DIAGRAM

I
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RRVPNL IP MPLS network architecture for substation location

Datacenter

ﬁ‘ DNS, DHOP, NTF servers

.\\ "/
\
S
M’PLS ctoud‘ =) ASBO03
- g -
ASR903 > / -
-
- Substation Loc mlon\\

-‘*
Substation Location '

t Fixed Cam -
| Cisco 1E-1000/IE4D00 *
Clsco 1E-1000/1E -}()H(lg \ @

Vl AN XX 'V'LAN-XX

|

VLAN-XX !, 7
A

Optigal cable connected to
ASR903

Vi AN-xX

Optical é:lb‘(‘

' O
Cisco Iiluou Cisco IEX000
VLAN-XX LAN-XX
PTZCam
Switch Yard ares connectivity RARVPNL Other office
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MPLS POP CONNECTIVITY
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TELE-PROTECTION CONNECTIVITY

13.2 EoMPLS Terminologies

Pseudowires: Pseudowires(PW) are used to provide end-to-end services across an MPLS network.
They are the basic building blocks that can provide a point-to-point service as well as a multipoint
service such as VPLS, which is practically a mesh of PWs used to create the bridge domain across

which the packets flow.
The end-to-end service is composed of 2 parts. The Attachment Circuit (AC) part and the Pseudowire

part. The whole circuit end-to-end is still referred to as Pseudowire in Cisco Trasnport
Controller(CTC), but bear in mind the two part distinction exhibited here for the troubleshooting that

follows.

Pseudowire part practically starts and stops at the tunnel end points (if you exclude the MPLS
encapsulation block shown here).

Figure 13-3. Pseudowirs

[ Pseudowire on Port/viLAan

Working Tunnel
{ fa
Source —
AC

Destination AC

Protect Tunnel

S = Pseudowire part

Armachmens Circuir (AC) The AC carries the customer traffic In #s native form. ie. Ethamet frames with
or without VELAN tagaing depending on whether we are creating a VLAN based Pseudowire or Ethemes
Based Pseudowire (AC Type box in the PVW creation wizard). The MPLS labels for the specific PW
service as well as for the tunnel over which @t is nding are then added. Packets are then sent across
the Pseudowire part of the circuit into the MPLS cloud. This process is called Label Impositon in MPLS
termmnology. On the far end. the reverse process occurs. i.e. the labels are removed or the Label
Disposition occurs,. and the packe:s. which are now back to native Etheme: frames, are then delivered
to the other end through the far end AC part of the Pseudowire circuit.

13.3 EoMPLS Forwarding

VWhen the ingress PE router recerves the Ethemet frame, it stnips off the preamble,. Start of Frame
Delimiter (SFD). and FCS fields. adds s control word, labels the frame., and forwards & across the
MPLS network . If the Sthermnmet fframe is tagged with an 802.1Q tag. this tag is kept, too. On the egress
PE router, the VC label is stnipped off, the controd word s removed. the Ethermet FCS is added. and
the frame is sent toward the CE router or switch.

13.3.7T VLAN ID Rewrite

VAN 1D Rewrite is the feature whereby the S02.1Q tag might be rewritten in SEthemet VLAN mode F
the S802.1Q VLAN ID is differ=ent at both sides of the AToM network. You might have VLAN 700 on the
ingress PE router and VLAN 200 on the egress PE router. for example. The VLAN 1D rewrite happens
either on the imposition side or on the disposition side. The VLAN ID Rewrite is an automatically

enabled feature, so Nno configuration is neaded to enable it

13.3.2 EoMPLS carrying one VLAN

In RRVPNL s network., in the scenarno of EoMPLS canrying one VLAN, you have an 802.1Q trunk
between the CE and the FPE routers. Each VLAN is mapped to one pseudowire. T he advantage of thas
scenaric compared o non vian tagged scenario is that each VLAN has its own pseudowire and can
be routed differently through the MPLS network. or the different pseudowires can be between different

CE routers.

RRVPNL , Communication Segment



TELE-PROTECTION CONNECTIVITY

14.4 Teleprotection

A secure and uninterrupted supply of electricity is only possible with the help of comprehensive
protection and control functions, which ensure the reliable operation of the power system. To prevent
the system from failure and damage, the Teleprotection system has to selectively disconnect the faulty
part by transferring command signals within the shortest possible time.

Tele-protection schemes employ protection relays that sense anomalies in power line current, phase or
voltage, and signal between geographically separate substations to protect grid infrastructure such as
transformers and circuit breakers, as depicted in the below Figure.

Figure 14-9: Smart Grid Tele-protecrtion

HV Transmission Line

'_ [N )77, Z=N I
'l y |

&)
'4

> €
.ﬂl‘ Communication Network .I]‘
Substation 1 Substation 2

Cisco ASR903 has a interface module that delivers 6 ports of Ear and Mouth (E&M) interfaces. The
design emphasizes Smart-Grid and low-latency applications environments. Typical uses cases for this
module are Teleprotection and Land Mobile Radio applications. The module supports E&M type |, I,
lll, and V on 2 or 4 wire modes with selectable 600 or 900 ohm impedances. The physical connectivity

RRVPNL , Communication Segment




TELE-PROTECTION CONNECTIVITY

on the interface module is using standards based RJ-45 connectors. The E&M signals and voice data
can be transported using CESoPSN with and without Channel Attached Signalling (CAS) over MPLS.

Over the IP/MPLS network the Teleprotection data frame will be transported between two Substations
with P2P L2VPN. The L2VPN technique we will be using is called EOMPLS as explained L2VPN section.
There was a requirement, that if point to point link fails, the L2VPN tunnel should be redirected through
alternate path. This will be done by using MPLS targeted LDP sessions. This concept has already been
explained in MPLS LDP session protection.

Figure 14-10: L2VPN packert flow

(FR, Ethernet,
HDLC, PPP,ATM) ,

-

. (FR, Ethernet,
Pseudowire i HDLC, PPP,ATM)

g -

==

e MPLS or [P core

== et

Teleprotection

X

Tedeprotection

Local 1.2 Tunnel - ,
Header label VC label | Control word L3 PDU

-~

RRVPNL , Communication Segment
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TELE-PROTECTION TEST CASES

16.7 L2VPN config test

(Conforrnanco Tests)
Standard:

Tacr-noloqj

Hosiname:

7Elenn)n::; Managed (NMS Tests):

I NIA

L2VPN

Verify MPLS L2 VPN Config on ASRSO32
vy mplemeaented natwork topoiogy build out as

[ Test Title:
} =
Test Purpase:

Tests will be carried out on full

Test Setup:
described in the LLD.
Procedure: 1. Verify L2VPN and Pseudowire Config —
_ show xconnect all .=
T}-vﬁcks: =33
1. Vﬂrlrry L2VPN configs 253 Pass;' “Fain: )
2. Veorify Psaudowire configs. Pass =] Faa: —

’ L2veN should ba configured

Expected ‘Resuns

'l-"npls Idp noighbor.,
mpis idp disoove-fy L

‘Legend:
© UP=Up
SB8=Standby }

!)N—Do'wn L D:Admin Daowin
ot - Standby RV;Re(x:vadng 2

s1 -:Sé'grnonl 2
5 . -

XC sT Segmor}t;fl %

T

CESofPsSN Basic) .

UP prl_ac CEO/3/0. UP mpls 10.4.32.13:100

-Passed: (initial).

Faoled: {initial)

LT

GQJ']-Q:‘—-:»
G /.;“>)J-7T'T.

RRVPNL , Communication Segmen
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TELE-PROTECTION TEST CASES

A

AT St T S ey vy

F2si-Tarz2) sy ’ 12207 Standard/Optional: Standard

PPrrd-2 2t Thes 2L 3D L'f?i; s r ASR 903 - J VPro.Juc! Card !6:7 N/A

hA-r ] (Confornance Tests) A
Qe -1 t-

— .

S S—— - S

| =i Prer: oo in3 (XT2N
g e — ————— - S
: > i ol
FTaa2 "‘PLS L2 VPN Std'\.]a
{ 7= S ; il ba carrad cut on hmy implemonted network topology build out as -
s2d in the LLD.
S EXF LT LTS . Verify L2YVPN and Psoudowire status o
2o mipls 12transport ve dotail
i i > T D ‘ T
boaagzis 2.z og v 23T canspodrt o 100 ot il

LT N PR M T IR A T P I a2 protocosi up, CEH5oPSM S8asic O up
1-3 BTELe 4TH o - Bt 3t 1D, WV MY 100, VG siatus: up
L 12osed label stack (2 203}

: U L T B N B | Tozowesal 5t oond
i > s .
; i»c N

f Caroraty Hasoaz ! =Lt sl s changa Ume: 1d0alh:
[ N e e BT T Ao--,-iinlo:‘l-'szd - )

bl atie g g oo SR, a0 100452.1350 Uup ; _

! gy At 21 0P Id) > 10.4.32.17, LDP is UP

P S A S B crdiopnt - and anabled

i Mewy 3T ache g0 oro® oo igurad and not enanlad i

i 33:2323 3 TN s t{toao i rmota) o enabk:d.' ...ﬂportad

i EOI® oz v gl : enablad: =

i Labal s s 22 273 gaad-zisT o :ag!a_b_lk;hed,'.ruRru.:'."

oot doacad st e+t n SN 1rcvtl:'N<'>_'fautt

Lasd 3505 0 PRI 2trus yovd: Not sent V 'i..“-‘e's,z"f@ 2

B3 (S50 v ans oo soydbng vt ravel: No fauit

AR sy W vaky

-,
n
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TELE-PROTECTION TEST CASES

AL A TR ey ,Sn':..‘—- iy oty ROy
Last local AC circull status sent: No fault
Last local PW f circ status revd: Mo fault
Last local LDP TLV  status sent: No fault
Last rerﬁo!o LDP TLV status revd: No fauit
Last ramote LDP ADJ status revd: No fault
MPLS VC labels: local 16, remote 20
Group iD: local 39, romota 51
MTU: tocal 0 remote 0 ;
Remote interface description:
Sequoncing_: receive disabled, send disabled
Control Word: On (configured: autosense)
SSO Descriptor: 10.4.32.13/100, local labe!l: 16
Dataplane:
SSM segment/switch IDs: 8197/4097 (used), PWID: 1
vC statistics:
transit packet totals: lecelve 87397025 send 87397043
transit byto totals. receive 4369851250 send 3670675806

1. Verify L ZVPN N configs PR S . _.E.ass;D/ Fall: [

2. Verily Pseudowire configs, Pa:ss\:,],a" Faif: []
Expecl;d Rssqlts: VC(Virtual __cj(cui:) status should be *UP” i K
Passed: (lnmal)‘

Failed: (Initial) - B _ |

Reason for Failure:

Remarks:

RRVPNL , Communication Segment



Administrator: C:\WINDOWS\system32\cmd.exe

Control-C
G &

C:\Users\administrator>ping 10.255.1.95 -

.25

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
18.
10.
10.
10.
10.
10.
10.
1e.
10.

Ping statisti
Packets:

5185
255.
255,
255,
255.
255.
2555
255.
255.
255.
2555
255,
255.
255.
255.
255;
255.
255.
255.
255.
255.
255.

ik
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

cs for
Sent =

with 32 bytes of data:

=952
<95:
2955
.85:
.95:
<952
95>
.85:
.95:
2953
<952
.S5:
.95:
2957
<95z
.85:
.85:
<952
2953
.95:
.95:

10

21, Received = 21,

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

+255.31.95:

time=13ms
time=14ms
time=15ms
time=13ms
time=14ms
time=14ms
time=14ms
time=14ms
time=13ms
time=37ms
time=14ms
time=13ms
time=14ms
time=14ms
time=14ms
time=14ms
time=13ms
time=14ms
time=17ms
time=14ms
time=14ms

LOW LATENCY IN NETWORK

t

TTL=245
TTL=245
TTL=245
TTL=249
TTL=249
TTL=245
TTL=249
TTL=245
TTL=245
TTL=249
TTL=249
TTL=249
TTL=249
TTL=249
TTL=24%
TTL=249
TTL=249
TTL=249
TTL=245
TTL=249
TTL=249

Lost = @ (8% loss),

Approximate round trip times in milli-seconds:
13ms, Maximum = 37ms, Average = 15ms

Minimum =

RRVPNL , Communication Segment
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LOW LATENCY IN NETWORK

Administrato \ Aemd.ece == g X
Minimum = 13ms, Maximum = 37ms, Average = 15ms

Control-C

HE

C:\Users\administrator>ping 10.255.0.7 -t

Pinging 10.255.8.7 with 32 bytes of data:

Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 10.255.0.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=56ms TTL=251
Reply from 10.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 1©.255.0.7: bytes=32 time=4ms TTL=251
Reply from 10.255.0.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.9.7: bytes=32 time=3ms TTL=251
Reply from 18.255.0.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=2ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 18.255.8.7: bytes=32 time=3ms TTL=251
Reply from 10.255.0.7: bytes=32 time=2ms TTL=251

Ping statistics for 1€.255.0.7:

Packets: Sent = 208, Received = 20, Lost = @ (©% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 5@ms, Average = 4ms
Control-C
Lo &
C:\Users\administrator>

13:02

«© £ © - 9 & 0CHaze AT o0 B

Hl O Type here to search 5 ﬁ e e 'ﬂ.

-3
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JAIPUR DATA CENTRE EQUIPMENT ROOM VIEW
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JODHPUR DATA CENTRE VIEW
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AJMER DATA CENTRE VIEW
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PTZ CAMERA VIEW-1
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PTZ CAMERA VIEW-2
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GSS LOCATION CONTROL ROOM FIXED CAMERA VIEW
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Annexure-XXI

TEST PLAN for Interoperability Test between different MPLS OEM Equipment

Content
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1 General

1.1 Purpose

The purpose of this document is to test and witness the interoperability between different make
MPLS IP/TP make equipment for Power System applications .

This document contains the Acceptance Test procedure under for the following OEMs:

e Belden MPLS-TP)
e Cisco IP/MPLS

e GE MPLS-TP

e Nokia IP/MPLS

e Hitachi MPLS-TP

1.2 Location
e Hitachi: Korattur 230/110 Kv S/S
e GE & Belden: Sriperambuthur 400/230/100 Kv S/S
e Cisco & Nokia: Kanchipuram 230 Kv S/S

1.3 Test Pass/Fail Criteria
The specific test will be considered as completed successful as per this procedure after it meets
the acceptance criteria mentioned in the test.

1.4 Presumptions

Acceptance Test and Test Configuration will be carried with following test setup: -
e The links used in the test setup is almost representing real links and network as in the field
network.

e Availability of services of network will be tested by test equipment or instrument as
described in the specific test.

1.5 Acceptance of Test

After the completion of each test, the test report is to be signed by witnessing team
members of JC & respective OEMs .



2 Inventory detail of Nodes for POC
2.1 Korattur 230/110 Kv S/S

Hitachi Equipment

|2 [09 |20

Slot No. Card Model Description Serial Numbers
CES™M 2 Codvol Unile , ™PLs TP \Rxhq
Same N S 2 . S T —
C<pr A s N e —
Lepe et inledhee Good @0 | e
opic ) Bidfocen el predecbon T
(€Epl X0 Cormmuni e [ e
L TS conond Cadls | e
e n P T
TRIB14 FXS 12 Port FXSBoard | s
TRIB1S w0 mesaaslesssgmez | essesasis
TRIB6 | - | e s

2.2 Sriperambuthur 400/230/100 Kv S/S

GE Equipment < kes(n D e
Slot No. Card Description Serial Numbers
o PCOM) 48V wres Subbly Main
2) A8 09) N VO\\\/Y! {w‘s\tu Shasl V’u
03 (,l CI\H |m+\’?dm(6 Faccs){
Ou‘ % 01‘ & (\LQC‘J’)\ }’J(Y\-h'ib( e CorgA
oX” | pin-Ne, Dral-10¢ (MPLS DA Caso) = Moim
o D Tn-ve PTNAGL (MPLE Pagere fim\ Paovedre ol
' g
XELL Y NI e )
X (U XY —II\'\’T(\\(YCC“TL(I(}. \\a?\
1\ €2y S Dol € g ¢ aonel :
12 Q_K’L-Q b f?t.“((ﬁ @% lQ)L»f(.a\')r/\
g |/ =§'gb)\(n\ U puq‘( 239\ Lm+F e Cea
6| B L= Dol Px< Caneh
1] i
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Belden Equipment C ooy 122 /0
Slot No. Card Model Description Serial Numbers
| pe P50 | AC Tower Supply
= pe Psv | DC pawor Supply
2, PR Node Support Module
Y \4'/ L) Trnterface (avd — WAN[AW-1G
~ e LD Twnke fate Gwd = LAN-1G
;;, 51 [ O~ L() I,V\,Rw.?"\&( C&‘Y(l - W AN/L,(\N
7, Yag— ( 2 —
3 M\ ¢ fu
9, cae) DA Py
1o gL i Takevface Card = [2G LAVl
? { 4 / /A ﬂ_ PAT % e ——
g | XN Y v/ besfearecond~ €G- L EI
. x5l i A
/e [;C'L_I_IU hﬂv(’ace Carde(W~(G\

2.3 Kanchipuram 230 Kv S/S
Cisco Equipment

Slot No. Card Model Description ” Serial Numbers
NCS &Y "N%ﬁf’uﬁ,ﬂ
AV X ‘;lq'ﬁv*?_ MIL!/, ]

SEl -] Despy = brge

ERkD = —bwt
C1194 L il
Edpysaze N 2 ) &. (27.{,1-4-«

boye [ | £

ey — M 10 (p module

6‘1-703 pa [ 79414-9./ VI - S

Gy~ Sxnibe 1740 [Pl P
Cq,_ W ?7)155?:04,—/7‘"('3




Nokia Equipment

/’Z/o‘f/za? |

Slot No. Card Model Description Serial Numbers
A | Cfm-A Conpt!  Cord
,1 -— e
3 lag-\gb-va-%Fp G e Combn Coed thuisud
Wl ab &M?m%' 10 cgvld eMpmal-
Sl ay-(319Y | (14U tele prthe chibin Gooch
6l aQ-ul- Cawabon Covd 24 87‘ Exnd\ mp]nnwm
(7(1*( \ A
047k 10C - QZG!(MS.{‘P
Lt~ ER l0G - Kok ¢
&€ a el QJ&JQ A -

23 16" Cappand
[T

R7ye” .\’fz}" y (npﬁ,"f\r

3 Test setup

Operational set up of TANTRANSCO shall not be disturbed. Hitachi hybrid equipment
present at Node 1 shall be connected to GE/BELDEN equipment present at Node 2 as
shown in the figure below.
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TEST Setup

Distance P (EtherneVEl}
Diff Telep ion (C37 94)

* *  SCADA Services

Patch cords
Fiber Media

- >

Station-1(Hitachi)

[ee]  [eeoen ]

Station-1 - Korattur — 230/110kV SS
Station-2 - Sriperumbuthur 400/230/100 kV SS
Station-3 — Kanchipuram 230kVA SS

Bit Rate 1Gbps

BELDEN

MPLS/1P



/Z/Oq/'}_c{lﬁr

4 Service Testing

4.1 Test Scenario’s

All Tests shall be done end to end test setup link as shown above

4.2 Integration at MPLS Level & Festingof-E1-over MPLS path
Ethavnid

Purpose: Testing of Distance Protection through E1 over MPLS path.
Test Setup:  Arrange the test setup as shown below diagram.

OEM-1 5 OEM-2

£1 Connection e EUT-2
EUT-1

E1 BERT ! :

e Create Tunnels over 1G links as described below:-
o Tunnel between Stations

e Configure one E1 circuit in both equipment, connect the E1 Tester on E1 Port of Station — 2 and
provide loop on E1 Port of Station — 3

e Run E1 BERT on E1 tester and check that no errors appearing on the tester.

e Observe 0 BER (as per ITU-T standard).

e Measure Latency with the tester also and observe for CEA acceptance criteria.
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Results

OEM-1 | OEM-2

Fail Comments

©
o
@

Technolo gy

Hitachi Mpls-Tp
Bziden Mpls-Tp
Cisto Mpls-1p
Nokiz Mpls-1p
Belden Mpls-Tp
Hitachi Cisco Mals-1p
Nokia Mpls-1p
Cisco Mpls-Ip
Nokiz Mpls-lp
Cisco Nokia Mpls-1p

i F
W %%ﬂ/ NeEs

DeMeTL)

?i( %@xu

Pe(Pep) ,CEA- =

-

[ Cravsed Auos)
Cftl‘clf ﬁz@«yu sy Powe RGAr P

GE

Beidsn

R RS
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4.3 Distance Tele protection Testing of yover MPLS path (Fhistest-can-be-done
with427) ETHERNET

Purpose: Testing of Command Transfer for Distance Teleprotection (E1) over MPLS path.
Test Setup:  Arrange the test setup as shown below diagram.

GEM-1 : : OEM-2

1 Connection—ri{ EUT-1 EUT-2 [ 1 Connectio

3. wigee

.............................

PTN 1G/10G

DTPC at both ends shall be same as different OEM DTPC will not communicate with each other
e Use Set up as per section 4.2 fogm;ang.
e Replace BERT with DTPC of same OEM at both Sides
e |[nitiate commands from One DTPC (Through LCT or contacts) and check same are received at

other DTPC on LCT or DTPC Counter.
gﬁf NN ?Mc/ﬁu&fz 0(7
- W Y ek feer

Sdn

OEM-1 | OEM-2 Result (Pass/#;il) / e 1
cmb-1 | cmp-2 | cMD-3 [/ cmb-4 C‘Ml N Al ”g\\{ W
Hitachi | 2189\ | <)y 0 08) '
i Belden | M4 AP / D G\J\CCq ¢ )

Cisco v & w d .S €

Nokia ~ A o A
Belden |2 ji1~ | B 0T ued D 6d \OA@ %
Hitachi | Cisco | an | WA

Nokia ANA aw A DD [PCD)’CEA Se

Belden Ciscg Nb re \
Nokia
Cisco Nokia |< |mg 4\«\; CQBE ?t) I

Cfﬁm NMK v )
Ronlc 1 Lokt w o
NS ‘\/M g(j:ﬁ,\),g)/«/
(\ Q‘(I"&/ ﬂ/\.\w Doy

%! L. {{\_9’/5 I DAV, (6
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4.4 Testing of C37.94 Differential Protection on MPLS %(bb‘“f' 1PE TP)

Purpose: Testing of C37.94 Differential Protection through Mpls ~ A/&T ?aS’j/ B

Test Setup: Arrange the test setup as shown below diagram. 0‘| ’ v‘]_ ¢ EM 5 U&f—oh ‘ ! ”WL_
g T e ‘lf*oo-.g

. i EUT-2

5.:37.94 BERT i ! Q‘_

C47.94 Soft
Loop

PTN1G/10G /W= s Pa’d)A—LQ« (909;‘)‘"

e Create Tunnels over 1G links as described below:- Same OCWVY A M[b"f’p

e} thnnel betwec.en Stati.ons. . ‘ \21_ o ,7;, ¢ (

e Configure one suitable circuit in both equipment.

e Testing to be done on 1G link ) P - e CEW

e Run C37.94 BERT on C37.94 tester and check that no errors appearing on the tester.

e Observe 0 BER. oM MﬂL‘(._ nf

e [Measure Latency with the tester also and observe for CEA acceptance criteria.

Results ‘?L ] R.{QQUUY\ o
(
T Result (s - o pls =T
OEM-1 | OEM-2 = = ge z k f i / P
| ass ai omments M Same OCM (ﬂ/(,/}vl
| Hitachi 4
e | Belden Er((Jm, - I}\a/Jm/\
Cisco
Nokia
Belden
Hitachi Cisco
Nokia
Belden s

Nokia
Cisco Nokia %S@L/
4o

ﬁ Z‘ﬁjﬂ% /35'&\1 SJ'WV) @
) [\ M ( a)o WEpLita /r)
D7) B o et »3//
R AP

“t\“ o'
= \ 2 {N ' ’,)J" ”
N *‘J/ nee, SR f&l ;‘f £
rw) / i
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4.5 Testing of Point to Point Ethernet Circuit over MPLS path

C\/l‘v [ ‘-‘& SC])( CRONAY ﬂ/) g’()\/\/ﬂ
Purpose: Testing of Point to Point Ethern uit between EUT1 & EUT2 /
Test Setup:  Arrange the test setup as shown below diagram.

o OEM-1 el OEM-1
E?NCm.mecuon {1 :
i Trb3/Port 11 Pl H
EUT-1 i EUT-2 i
H i R H
i g i ETH Connection :
: E i p——""" Trib 3/Port 11 — :
D R e e fa {

TRIB/PT
o —
TRIE3/PY

16/10G PTN—

i -

e Create Tunnels over 1G/10G links as described below:-

o Tunnel between Stations
e Configure a Point to Point Ethernet circuit between EUT1 Slot-X/Port-Y and EUT2 Slot-

A/Port-B
e Connect Ethernet tester for ping test at EUT1 Slot-X/Port-Y and a laptop at EUT2 Slot-
A/Port-B
e Check that Ethernet tester & laptop are pinging each other.
e No loss of ping on MPLS path.

Results
Result
OEM-1 OEM-2 =
Pass Fail Comments
Hitachi v
B
GE elden | Vol
Cisco (v
Nokia (P
Belden T
Hitachi Cisco >t
Nokia -
Cisco v
Belden
Nokia M/
Cisco | Nokia Vv
Mzaeom) '{xw n e <

g (\?1“/‘3/ %z\( A %/

DanCTY) Do (pe), e

‘\A\W- Qae 5 ) ,‘i} ;’«S
(M, fOW{ﬁﬁ )8 C:E{ul-j /w.‘ pﬁ‘}h
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4.6 Testing of Point to Muiti Point Ethernet Circuit over MIPLS path

Purpose: Testing of Ethernet through Point to Multi Point Ethernet Circuit in Mpls between EUT1
& EUT2

Test Setup:  Arrange the test setup as shown below diagram.

e o “ay SRR < s Sy e
EUT-1 f EUT-2 EUT-3
| | I
i S $ !
$is £TH Connection P 1 €TH Connection
CTH Connection i § ¥ Ry
Siot-X/Port-¥ Ha Shot-m/Port. shullml
| P [ : 4 , VIO
- 16/ + Lapow : 4
i : 4 Lpioe
= TN 16/106. iy
1 16/10G—+

e Create Tunnels over 1G/10G links as described below:-
o Tunnel between Stations
e Configure a Point to Multi Point Ethernet Circuit between EUT1 Slot-X/Port-Y to EUT3
Slot-A/Port-B via EUT2 Slot-M/Port-N
e Connect Ethernet tester for ping test at EUT1 Slot-X/Port-Y and a laptops at EUT2 Slot-
M/Port-N and EUT3 Slot-A/Port-B
e Check that both laptops are pinging with each other.
* No loss of ping.

Results
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4.7 Testing of FXS — FXS (Hotline) Communication through MPLS path /o EEOUIREL

Purpose: Testing of FXS (Hotline) — FXS (Hotline) Communication as Main & MPLS as Protected
path.
Test Setup:  Arrange the test setup as shown below diagram.

EUT-1 - EUT-2

TN 16/10G

e Create Tunnels over 1G/10G links as described below:-
e Tunnel between Stations
e Configure a FXS circuit between EUT's
e Connect a phone to Portl of EUT1 and another phone to Port 1 of EUT2.
e Check that voice communication between each site is working.
Results
OEM-1 | OEM-2 Pass Fail
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4.8 Testing of E1 for drop/Insert Functionality
Purpose:

Wo 1L A PhogeeEs S
Testing of E1 from dropped in Equipment

waYLuq ol l Faue oEM BRVIINEL

0EM-2

Test Setup:  Arrange the test setup as shown below diagram. “‘WY"‘%‘M 1 J/D &}4,

et T

EUT-1

oEMS

EUT-2

EUT-3

ETH Connection
Slat-M/Port
f
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Create connections 1G/10G links as described below:-

o Configure & map 01 E1 in EUT1 and Map this E-1 to EUT1 Mpls Port going to EUT2.
o By-pass this E1 from EUT2 to MPLS port of EUT2 and further drop this E1 at EUT3
Provide E1 loop in EUT3

Run E1 BERT on E1 tester and check that no errors appearing on the tester.

Results
OEM-1 | OEM-2 | OEM-3 | Pass Fail
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4.9 Testing of VOI_Erc_bgr_mil_,

Purpose: Testing of VOIP functionality
Test Setup:  Arrange the test setup as shown below diagram.
(;{ } it EUT']. - - *(F; )
EUT-1

$ $

i ;

| |

| |

1G/10G
Lbe—

Create Tunnels over 1G/10G links as described below:-
e Tunnel between Stations
Configure a VOIP channel between EUT’s

Check that voice communication between each site is working.

A

Connect a VOIP phone to Portl of EUT1 and another VOIP phone to Port 1 of EUT2.

Results = = — ‘:2,— 7 \‘P\A‘qc_j/\
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